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Preface

Quantum computers are on the cusp of having navigated the wavy roads from theory
to practice. I remember vividly that a decade ago, less than a handful of qubits on
hardware was boasted as the state of the art and yet generated awe in me and others.
Fast forward to today, there are quantum computers that have shattered the hundred
qubit ceiling and the next big mark is a thousand qubits.

Beyond hundred qubits, manual process of the design flow starts to become a
bottleneck. One of the voids that this book targets is to provide means for designing
quantum computers with hundred qubits or more. In the first chapter, researchers
from Johannes Kepler University Linz introduce decision diagrams as a method to
cope with memory limitations for simulation and verification of quantum systems.
Second chapter by UCLA targets the problem of optimally mapping logical qubits
to physical ones on the hardware. Third chapter from UCSB is a timely treatment of
quantum processor architecture design.

Beyond the simulation, verification, and design aspects of quantum computers,
there are also application aspects. In the fourth chapter, Penn State researchers
utilize a quantum computer to generate random numbers, which have many
applications including cryptography.

One branch of quantum technology has been focusing on exploiting supercon-
ducting device speeds while utilizing traditional digital circuit logic. This branch
uses flux-based devices. In the fifth chapter, National Tsing Hua researchers develop
a placement algorithm for a single-flux quantum-based field programmable gate
array. The next chapter by USC authors targets yield optimization aspects of the
single-flux quantum technology. The book finishes off with an exploration of the
single-flux quantum technology for hardware security, in particular logic locking
aspects by University of Rochester researchers.

Just like that last talk before lunch, this is the last paragraph before leaving you
with appetizing and yet easy-to-digest content from top academics. Thinking back,
perhaps it was that awe that motivated me to learn more about this field and make
contributions. With regard to this book, it has been not only enjoyable to read their
chapters but also to work with these elite authors for improvements. I anticipate the

v
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contents of this book could indeed lead the way to advance the quantum field in
terms of design automation of quantum computers.

To a quantum future!

Poughkeepsie, NY, USA Rasit O. Topaloglu
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Decision Diagrams for Quantum
Computing

Robert Wille , Stefan Hillmich , and Lukas Burgholzer

1 Introduction

Quantum computing promises to speed up many important applications even in the
current NISQ era [1] and more so once fault-tolerance is achieved. The underlying
primitives of quantum computing are fundamentally different to conventional
computations. This introduces new challenges for design automation and software
development such as the exponential memory requirement to store arbitrary quan-
tum states and operations on non-quantum hardware.

The design automation community in the conventional domain has spent decades
to successfully solve many difficult problems. One of these solutions which
especially addresses memory consumption is the usage of decision diagrams to
represent information. In the conventional domain, there exists a plethora of
different types such as Binary Decision Diagrams (BDDs, [2]), Binary Moment
Diagrams (BMDs, [3]), Zero-suppressed Decision Diagrams (ZDDs, [4]), or Tagged
BDDs [5]. Inspired by the results achieved with decision diagram in the conventional
domain, several types have been invented for the quantum domain, such as
X-decomposition Quantum Decision Diagrams (XQDDs, [6]), Quantum Decision
Diagrams (QDDs, [7]), Quantum Information Decision Diagrams (QuIDDs, [8]), or
Quantum Multiple-valued Decision Diagrams (QMDDs, [9, 10]). However, many
researchers and engineers working in the domain of quantum computing are still
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2 R. Wille et al.

rather unfamiliar with the concepts of decision diagrams and, hence, often cannot
fully exploit this potential.

In this chapter, we review decision diagrams as data structure to compactly rep-
resent quantum states and quantum operators. To this end, we explain how decision
diagrams are obtained from decomposing state vectors along with an explanation
of the graphical notation. The vector decomposition is subsequently extended to
obtain decision diagrams for matrices. Afterwards, we cover selected applications
of decision diagrams for design and validation work. More precisely, we begin by
covering error-free quantum circuit simulation, which is essentially matrix-vector
multiplication. In the next step, we discuss noisy quantum circuit simulation and the
advantages decision diagrams have in this application. Additionally to simulation,
we present as a main aspect of quantum circuit verification an efficient procedure to
check the equivalence of quantum circuits using decision diagrams.

The remainder of this chapter is structured as follows. Section 2 gives the back-
ground on decision diagrams, specifically how vectors and matrices are represented.
In Sects. 3 and 4, we show how decision diagrams can be employed to conduct
quantum circuit simulation without and with noise, respectively. Section 5 explains
how decision diagrams lead to more efficient equivalence checking procedures.
Finally, Sect. 6 concludes the chapter.

2 Decision Diagrams

In this section, we describe how decision diagrams exploit redundancies in vectors
and matrices to enable a compact representation in many cases. More precisely, we
first detail the representation for state vectors which we subsequently extend by a
second dimension to compactly represent matrices for quantum operations.

2.1 Representation of State Vectors

The representation of a system composed of n qubits on non-quantum hardware is
commonly achieved through 2n-dimensional vector—an exponential representation.
However, a closer look at state vectors unveils that they are frequently composed of
redundant entries which provide potential for a more compact representation.

Example 1 Consider a quantum system with n = 3 qubits situated in a state given
by the following vector:

ψ =
[
0, 0, 1

2 , 0, 1
2 , 0,− 1√

2
, 0
]T

.
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Although exponential in size (23 = 8 entries), this vector only assumes three
different values, namely 0, 1

2 , and − 1√
2

.

Redundancy in the considered data can be exploited to attain a compact repre-
sentation. To this end, we propose to employ decision diagrams. For conventional
computations, decision diagrams such as the Binary Decision Diagram (BDD, [2])
are a tried and tested data structure and have been used for decades. For BDDs, a
decomposition scheme is employed which reduces a function to be represented into
corresponding sub-functions. Since the sub-functions usually include redundancies
as well, equivalent sub-functions result which can be shared—eventually yielding a
much more compact representation. In a similar fashion, the concept of decomposi-
tion can also be applied to represent state vectors in a more compact fashion.

Similar to decomposing a function into sub-functions, we decompose a given
state vector with its complex entries into sub-vectors. To this end, consider a
quantum system with qubits qn−1, q1, . . . q0, whereby qn−1 represents the most
significant qubit.1 Then, the first 2n−1 entries of the corresponding state vector
represent the amplitudes for the basis states with qn−1 set to |0〉; the other entries
represent the amplitudes for states with qn−1 set to |1〉. This decomposition is
represented in a decision diagram structure by a node labeled qn−1 and two
successors leading to nodes representing the sub-vectors. The sub-vectors are
recursively decomposed further until vectors of size 1 (i.e., a complex number)
result. This eventually represents the amplitude αi for the complete basis state and
is given by a terminal node. During this decomposition, equivalent sub-vectors are
represented by the same nodes—enabling sharing and, hence, a reduction of the
complexity of the representation. An example illustrates the idea.

Example 2 Consider again the quantum state from Example 1. Applying the
decomposition described above yields a decision diagram as shown in Fig. 1a. The
left (right) outgoing edge of each node labeled qi points to a node representing the
sub-vector with all amplitudes for the basis states with qi set to |0〉 (|1〉). Following a
path from the root to the terminal yields the respective entry. For example, following
the path highlighted bold in Fig. 1a provides the amplitude for the basis state with
q2 = |1〉 (right edge), q1 = |1〉 (right edge), and q0 = |0〉 (left edge), i.e., − 1√

2
which is exactly the amplitude for basis state |110〉 (seventh entry in the vector from

Example 1). Since some sub-vectors are equal (e.g.,
[

1
2 , 0
]T

represented by the left

node labeled q0), sharing is possible.

However, there is more potential for sharing. In fact, many entries of the state
vectors differ by a common factor only (e.g., the state vector from Example 1 has
entries 1

2 and − 1√
2

which differ by the factor −√
2). This is exploited in the decision

diagram representation by denoting common factors of amplitudes as weights to the

1The terminology most significant qubit refers to a position in the basis states of a quantum system
and does not signify the importance of the qubit itself.
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q2

q1 q1

q0 q0

0 1
2

− 1√
2

(a)

q2

q1 q1

q0

1

1
2

0 −√
2

0

(b)

2

1 1

0

0

π
2

π

3π
2

(c)

Fig. 1 Different representations of the state vector from Example 1. (a) Without weights. (b) With
weights. (c) Graphical notation

edges of the decision diagram. Then, the value of an amplitude for a basis state
is determined by not only following the path from the root to the terminal but
additionally multiplying the weights of the edges along this path. Note that for a
more readable notation, we use zero stubs to indicate zero vectors (i.e., vectors only
containing zeroes) and omit edge weights that are equal to one. Again, an example
illustrates the idea.

Example 3 Consider again the quantum state from Example 1 and the correspond-
ing decision diagram shown in Fig. 1a. As can be seen, the sub-graphs rooting the
node labeled q0 are structurally equivalent and only differ in their terminal values.

Moreover, they represent sub-vectors
[

1
2 , 0
]T

and
[
− 1√

2
, 0
]T

which only differ in

a common factor.
In the decision diagram shown in Fig. 1b, both sub-graphs are merged. This is

possible since the corresponding value of the amplitudes is now determined not by
the terminals but by the product of weights on the respective paths. As an example,
consider again the path highlighted bold representing the amplitude for the basis
state |110〉. Since this path includes the weights 1

2 , 1, −√
2, and 1, an amplitude

value of 1
2 · 1 · (−√

2) · 1 = − 1√
2

results.

There exist various possibilities to factorize an amplitude. Hence, we apply
a normalization scheme to the decision diagrams, resulting in a representation
which is canonical w.r.t order of qubits [9]. The outgoing edges of a node are
often normalized by dividing both weights by the weight of the leftmost edge
(when �= 0), and multiplying this factor to the incoming edges. However, it has
been found in [11] that it is more effective to divide by the norm of the vector
containing both edge weights and adjust the incoming edges accordingly. This
normalizes the sum of the squared magnitudes of the outgoing edge weights to 1
and is consistent with the quantum semantics, where basis states |0〉 and |1〉 are
observed after measurement with probabilities that are squared magnitudes of the
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respective weights. Furthermore, to ease the graphical notation we represent the
complex number in polar plane as r · eiα . The magnitude r of an edge weight is
represented by the edge’s thickness and the angle α according to the HLS color
wheel [12]. The graphical notation reflects that one is most often only interested in
the structure of the decision diagram instead of the exact values of edge weights. Of
course, the edge weights can be put in the notation if necessary.

Example 4 Consider again the quantum state from Example 1 and the normalized
decision diagram with edge weights shown in Fig. 1b. Figure 1c shows the graphical
notation of this decision diagram where the line width represents the magnitude
of the edge weight and the color the respecting angle when considering the polar
notation of complex numbers.

In Fig. 1c, the edge to the root node (having a weight of 1/2) is notably thinner
than the other edges (with weights 1 and −√

2). The with weight −√
2 is slightly

thicker than the edges with weight 1 and, more visible in the figure, has a different
phase, i.e., −√

2 = √
2 · eiπ , encoded in the line color.

Overall, the discussions from above lead to the following definition of decision
diagrams for quantum states.

Definition 1 The decision diagram representing a 2n-dimensional state vector is a
directed acyclic multi-graph with one terminal node labeled 1 that has no successors
and represents a 1-dimensional vector with the element 1. All other nodes are
labeled qi , 0 ≤ i < n (representing a partition over qubit qi) and have two
successors. Additionally, there is an edge pointing to the root node of the decision
diagram. This edge is called root edge. Each edge of the graph has a complex
number attached as weight. An entry of the state vector is then determined by
the product of all edge weights along the path from the root towards the terminal.
Without loss of generality, the nodes of the decision diagram are ordered by the
significance of their label, i.e., the successor of a node labeled qi is labeled with a
less significant qubit qj . Finally, the nodes are normalized, which means that the
sum of the squared magnitudes of the outgoing edge weights equals one and the
common factor is propagated upwards in the decision diagram.

2.2 Representation of Matrices

While quantum states are commonly represented by vectors, quantum operations are
described by matrices. These matrices are unitary (its conjugate transpose is also its
inverse) and 2n × 2n-dimensional for a n-qubit system. Similar to state vectors,
matrices often include redundancies, which can be exploited for a more compact
representation. To this end, the decomposition scheme for state vectors is extended
by a second dimension—yielding a decomposition scheme for 2n × 2n matrices.

The entries of a unitary matrix U = [ui,j ] indicate how much the operation U

affects the mapping from a basis state |i〉 to a basis state |j 〉. Considering again
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a quantum system with qubits qn−1, . . . , q1, q0, whereby qn−1 represents the most
significant qubit, the matrix U is decomposed into four sub-matrices with dimension
2n−1×2n−1: All entries in the left upper sub-matrix (right lower sub-matrix) provide
the values describing the mapping from basis states |i〉 to |j 〉 with both assuming
q0 = |0〉 (q0 = |1〉). All entries in the right upper sub-matrix (left lower sub-matrix)
provide the values describing the mapping from basis states |i〉 with q0 = |1〉 to |j 〉
with q0 = |0〉 (q0 = |0〉 to q0 = |1〉).

This decomposition is represented in a decision diagram structure by a node
labeled qn−1 and four successors leading to nodes representing the sub-matrices.
The sub-matrices are recursively decomposed further until a 1 × 1 matrix (i.e.,
a complex number) results. This eventually represents the value ui,j for the cor-
responding mapping. Also during this decomposition, equivalent sub-matrices are
represented by the same nodes and weights. As for decision diagrams representing
state vectors, a corresponding normalization scheme is employed. To this end, all
edges-weights are divided by the leftmost entry with the largest magnitude. Again,
zero stubs are used to indicate zero matrices (i.e., matrices that contain zeros only)
and edge weights equal to one are omitted. Similar to decision diagrams for quantum
states, magnitude and phase of edge weights are encoded as thickness and color,
respectively (see Example 4). Again, an example illustrates the idea.

Example 5 Consider the matrices of the Hadamard operation H , the identity I2, and
their combination U = H ⊗ I2, i.e.,

H = 1√
2

[
1 1
1 −1

]
I2 =

[
1 0
0 1

]
U = H ⊗ I2 = 1√

2

[
1 0 1 0
0 1 0 1
1 0 −1 0
0 1 0 −1

]
.

Figure 2 shows the corresponding decision diagram representations. Following
the path with dotted lines in Fig. 2c defines the entry u2,0: a mapping from |0〉 to |1〉
for q1 (third edge from the left) and from |0〉 to |0〉 for q0 (first edge). Consequently
the path describes the entry for a mapping from |00〉 to |10〉. Multiplying all factors
on the path (including the root edge) yields 1√

2
· 1 · 1 = 1√

2
, which is the value

of u2,0.

Fig. 2 Representation of
matrices. (a) H . (b) I2. (c)
U = H ⊗ I2

0

(a)

0

(b)

1

0

(c)
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Overall, the concepts described above yield to the definition of a decision
diagram representing a unitary matrix as follows.

Definition 2 The decision diagram representing a 2n × 2n-dimensional unitary
matrix is a directed acyclic graph with one terminal node labeled 1 that has no
successors and represents a 1 × 1 matrix with the element 1. All other nodes are
labeled qi , 0 ≤ i < n (representing a partition over qubit qi) and have four
successors. Additionally, there is an edge pointing to the root node of the decision
diagram. This edge is called root edge. Each edge of the graph has attached a
complex number as weight. An entry of the unitary matrix is then determined by
the product of all edge weights along the path from the root towards the terminal.
Without loss of generality, the nodes of the decision diagram are ordered by the
significance of their label, i.e., the successor of a node labeled qi are labeled with
a less significant qubits qj . Finally, the nodes are normalized, which means that
all edges-weights are divided by the leftmost entry with the largest magnitude. The
common factor is propagated upwards in the decision diagram.

A performance-oriented implementation handling decision diagrams and oper-
ations as described in this section is freely available under the MIT license at
https://github.com/cda-tum/dd_package. Furthermore, to give a better intuition and
make decision diagrams for quantum computing more accessible, an installation-
free web-tool that visualizes decision diagrams for state vectors as well as matrices
is available at https://www.cda.cit.tum.de/app/ddvis/.

Given the decision diagrams as described in this section, the following sections
showcase the applicability in different areas of design and verification work. More
precisely, we cover the simulation of quantum circuits without noise in Sect. 3 and
with noise in Sect. 4 as well as verification of quantum circuits in Sect. 5.

3 Simulation of Quantum Circuits

Despite physical quantum computers being available in the cloud nowadays, the
simulation of quantum circuits on non-quantum hardware remains paramount for the
development and design of future quantum computing applications. Additionally,
simulations on non-quantum hardware provide insights into the inner workings of a
quantum system that are fundamentally hidden in physical quantum computers. This
enables designers to analyze quantum algorithms or verify the output of physical
quantum computers. To this end, simulating a quantum circuit entails the successive
application of all individual gates of the circuit to the initial state of a quantum
system in order to obtain the final state. The final state is measured to obtain the
result in the computational bases. While straight-forward in principle, this quickly
amounts to a hard task due to the required memory on non-quantum hardware and
the subsequently difficult manipulation of 2n complex amplitudes for an n-qubit
system.


 -2016 23688 a -2016 23688 a
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Decision diagrams, as described in Sect. 2, provide a promising technique that
aims at compactly representing the 2n complex amplitudes of a quantum system and
the corresponding operations applied to it. Having the ability to compactly represent
state vectors and unitary matrices, all that is left is to provide corresponding methods
to form the Kronecker product, multiply vectors with matrices, as well as measure
the quantum system. Since the introduced decision diagrams closely relate to vectors
and matrices, we can implement the required operations by slight adaptations only.

3.1 Kronecker Product

The Kronecker product enables composition of multiple matrices to attain the
suitable size 2n × 2n matrix to be applied to an n-qubit system. Given two matrices
A and B, the Kronecker product is defined as in Eq. (1).

A ⊗ B =
⎡
⎢⎣

a0,0 · B · · · a0,2k−1 · B
...

. . .
...

a2k−1,0 · B · · · a2k−1,2k−1 · B

⎤
⎥⎦ (1)

In other words, the Kronecker product replaces each element ai,j of A by ai,j ·
B. While this constitutes a computationally expensive task using straight-forward
realizations by means of array-based implementations of A and B, it is very cheap
to form the Kronecker product of two matrices given as decision diagrams.

Since ai,j is given as product of the edge weights from A’s root node to the
terminal and we can easily determine ai,j · B by adjusting the weight of the edge
pointing to B’s root node. All that has to be done to determine A ⊗ B is replacing
A’s terminal with the root node of B. Additionally, the weight of A’s root edge has
to be multiplied by the weight of B’s root edge.

Example 6 Recall the matrices considered in Fig. 2c. The Kronecker product U =
H ⊗ I2 can efficiently be constructed by taking the decision diagram representation
of H and replacing its terminal node with the root node of the decision diagram
representing I2. Since the root edge of I2 has weight 1, the value of the root node of
U is equal to the weight of A’s root edge. This is illustrated in Fig. 3.

Fig. 3 Creation of H ⊗ I2
using decision diagrams 0

0

⊗

1

0

H

I2
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i i i i i

U00 U01 U10 U11 ϕ0 ϕ1 U00 · ϕ0 U10 · ϕ0 U01 · ϕ1 U11 · ϕ1

× += =

U00 · ϕ0

+
U01 · ϕ1

U10 · ϕ0

+
U11 · ϕ1

Fig. 4 Recursive structure of multiplication and addition using decision diagrams

3.2 Adding and Multiplying Unitary Matrices

The multiplication of a unitary matrix U and a state vector |ϕ〉 can be broken down
into sub-computations according to Eq. (2).

[
U00 U01

U10 U11

]
·
[
ϕ0

ϕ1

]
=
[
(U00ϕ0 + U01ϕ1)

(U10ϕ0 + U11ϕ1)

]
(2)

For decision diagrams, recursively determining the four sub-products U00 · ϕ0,
U01 · ϕ1, U10 · ϕ0, and U11 · ϕ1 realizes the multiplication. The decompositions
of multiplication and addition are recursively applied until 1 × 1 matrices or
1-dimensional vectors result. Since these represent just complex numbers, their
multiplication and addition is well defined.

As shown in the middle of Fig. 4, these sub-products are then combined with a
decision diagram node to two intermediate state vectors. Finally, these intermediate
state vectors have to be added. This addition is recursively decomposed similarly,
namely as in Eq. (3).

ψ + φ =
[
ψ0

ψ1

]
+
[
φ0

φ1

]
=
[
ψ0 + φ0

ψ1 + φ1

]
(3)

The recursively determined sub-sums ψ0 + φ0 and ψ1 + φ1 are composed by a
decision diagram node as shown on the right-hand side of Fig. 4.

Moreover, decomposition into sub-products and sub-sums does not change the
decision diagram structure. Hence, the complexity of them remains bounded by
the number of nodes of the original representations. Furthermore, redundancies can
again be exploited by caching sub-products and sub-sums.

3.3 Measurement

Measurement can efficiently be conducted on the decision diagram structure. With-
out loss of generality, consider that the most significant qubit (which is represented
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by the root node of the corresponding decision diagram) of the state vector should
be measured. This can be accomplished by applying a SWAP operation or by re-
arranging the nodes and edges of the decision diagram. Then, the probability of
choosing either the left or right edge is given by the upstream probability of the
successor nodes weighted by the corresponding edge weights [13]. Depending on
the used normalization scheme, this calculation may be simplified [14]. An example
illustrates the idea.

Example 7 Consider again the quantum state discussed in Example 1 and its
corresponding decision diagram shown in Fig. 1b. Then, the probabilities for
measuring q2 = |0〉 and q2 = |1〉 are | 1

2 |2 · |1|2 · 1 = 1
4 and | 1

2 |2 · |1|2 · 3 = 3
4 ,

respectively.

Having the probabilities for collapsing the most significant qubit to basis state
|0〉 and |1〉 allows to sample its new value. If we obtain basis state |0〉 (|1〉), the
amplitudes for all basis states with qn−1 = |1〉 (qn−1 = |0〉) are set to zero. In
the decision diagram, the collapse is performed by multiplying with the M0 (M1)
non-unitary matrix from Eq. (4).

M0 =
[

1 0
0 0

]
M1 =

[
0 0
0 1

]
(4)

Afterwards the decision diagram is renormalized and the probability of the con-
sidered qubit being measurement again in the same basis state in subsequent
measurements is 1.

Example 7 (continued) Assume we measure basis state |1〉 for qubit q2. Figure 5a
shows the resulting decision diagram. To fulfil the normalization constraint, we
renormalize the decision diagram—eventually resulting in the decision diagram
shown in Fig. 5b.

Fig. 5 Measurement of qubit
q2. (a) Measure q2 = |1〉. (b)
Normalize amplitudes 2

1

0

1
2

(a)

2

1

0

1√
3

(b)
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Measuring all qubits can be conducted in a similar fashion. In fact, we repeat the
procedure discussed above sequentially for all qubits qn−1, qn−2, . . . , q0. Assume
that qubit qi shall be measured, and that all qubits qj where j > i are already
measured. Then, there exists only one node labeled qi , which is the root node of the
sub-vector to be measured.

Overall, this allows for an more efficient quantum circuit simulation in many
cases. An implementation of this method is available at https://github.com/cda-tum/
ddsim and via the corresponding Python package mqt.ddsim. In addition, https://
www.cda.cit.tum.de/app/ddvis/ provides an installation-free visualization scheme of
the procedure.

4 Noise-Aware Simulation of Quantum Circuits

The methods reviewed above allow for an efficient simulation of perfect, i.e.,
error-free, quantum circuits. While already an important step towards proper
design and evaluation of certain applications, physical quantum computers do
not work perfectly and are affected by noise effects, which cause errors during
quantum computations. Considering those errors during simulation enables a more
accurate and realistic evaluation of the, respectively, considered quantum circuits.
At the same time, considering errors introduces new challenges for the already
exponentially hard problem of quantum circuit simulation. In this section, we review
how to conduct noisy simulation with decision diagrams. To this end, we first review
typical noise effects in quantum computing, i.e., recap frequently occurring errors,
and, afterwards, discuss two complementary solutions for noise-aware simulation
based on decision diagrams (originally proposed in [15, 16]).

4.1 Errors in Quantum Computations

During quantum computations, a large variety of errors may occur and affect the
output of the corresponding executions. Most prominently, two types of errors are
distinguished [17]:

Gate errors: Any errors that may alter the originally intended functionality of an
operation or may lead to an operation not being executed at all.

Decoherence errors: Any errors caused by the effect that qubits can only hold
information for a limited amount of time.

Gate errors heavily depend on the underlying quantum computer technology
and even on the qubits to which the respective operations are applied. The effect
is that the operation either is not executed at all or that a different operation is
employed. Often, they are approximated using depolarization errors [18, 19] and,
hence, defined by altering the qubit to a completely random state [20]. More detailed
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descriptions of the respective effects are additionally often provided by the vendors
of the respective quantum computer, e.g., in case of IBM at [21].

Decoherence Errors occur due to the fragile nature of quantum systems. Because
of this, qubits can only hold information for a limited time and, hence, qubits in
a high-energy state (|1〉) tend to relax towards a low energy state (|0〉) (i.e., after
a certain amount of time, qubits eventually decay towards |0〉). Moreover, when a
qubit interacts with the environment, further errors (such as phase-flip errors) might
occur.

Example 8 Consider a 2-qubit system which is in state
∣∣ψ ′〉 = 1√

2
(|00〉 + |11〉)

and assume that a gate error might affect this state with probability p. Then, with
probability 1 − p, nothing happens (the state remains unchanged) while, with
probability p, a certain error effect is imposed. Both scenarios can be captured by
either employing an I-operation or an operation describing the error effect (e.g., a
polarization using X, Y, or Z or a completely random effect), respectively.

In a similar fashion, consider the same quantum state but assume a decoherence
error at the second qubit (more precisely, a dampening error which makes the second
qubit decay to |0〉) with a probability p = 0.3. Then, a measurement of this state
would not lead to |00〉 or |11〉 with equal probabilities anymore (as in the error-free
case), but to |00〉 in 50% of the cases, |10〉 in 15% of the cases, and |11〉 in 35% of
the cases. That is, the probability that the second qubit decays to |0〉 is substantially
larger due to the decoherence.

Overall, errors effects can be seen as (unwanted) operations employed on a
quantum system. Accordingly, they could in principle be simulated like any other
quantum operation—using, e.g., the methods described before in Sect. 3. The main
challenge, however, is that whether an error effect happens or not depends on certain
probabilities. These need to be captured during the simulation. Existing solutions
doing that have been proposed, e.g., in [19, 22–29].

4.2 Simulation Methods Using Decision Diagrams

In this section, we review how decision diagrams may help in providing a solution
for noise-aware quantum circuit simulation. The first solution thereby relies on a
stochastic approach which employs the main concepts reviewed in Sect. 3, while
the second solution aims for a deterministic consideration of noise—requiring a
more complex representation of quantum states and operations.

More precisely, the first solution (stochastic simulation as proposed in [16]) is
based on the vanilla decision diagram-based circuit simulator described in Sect. 3.
Then, whenever the considered quantum computer might make an error during
its simulated operation, it either mimics the effect of the error by additionally
employing an error operation (with corresponding probability p) or leaves the state
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untouched (with probability 1 − p). Consequently, a single output state is sampled
from the whole spectrum of possible output states by such a run.

By iteratively sampling sufficiently many output states (using, e.g., stochastic
Monte-Carlo approximation) a rather accurate approximation of the quantum
circuit’s behavior under the influence of noise effects can be obtained. The benefit of
this approach is that it does not substantially increase the complexity of individual
simulation runs when compared to the error-free circuit simulation. Furthermore,
individual simulations are independent and, hence, can be executed in parallel.
However, this approach remains stochastic, i.e., it cannot guarantee the best possible
accuracy (although evaluations summarized in [30] show that a sufficient accuracy
can be achieved for practically relevant use cases).

If an exact consideration of noise is desired, a more elaborate solution is
required which describes all noise effects in a deterministic fashion. To this end, the
representation of quantum states and quantum operations in terms of vectors and
matrices (as used thus far) is not sufficient anymore. More precisely, a description
is needed which incorporates all possible states a quantum system may reside in
(including the original state but also states resulting from any noise effects with
certain probabilities).

This is accomplished by extending the state vector representation to density
matrices (also known as density operators) [31]. More precisely, let |φ〉 be a
complex vector representing the state of a quantum system. Then, the corresponding
density matrix is defined as ρ = |φ〉 〈φ| with 〈φ| := |φ〉†.

Example 9 Consider again the quantum state
∣∣ψ ′〉 = 1√

2
(|00〉 + |11〉) from

Example 8. The corresponding density matrix ρ is given by

⎡
⎢⎢⎢⎣

1√
2

0
0
1√
2

⎤
⎥⎥⎥⎦ ·
[

1√
2

0 0 1√
2

]
=

⎡
⎢⎢⎣

1
2 0 0 1

2
0 0 0 0
0 0 0 0
1
2 0 0 1

2

⎤
⎥⎥⎦ . (5)

This representation properly describes the quantum state while, additionally, allow-
ing to store information about the noise effects on the state. For example, the
diagonal entries encode the probabilities for measuring |00〉 , |01〉 , |10〉 , and |11〉,
respectively, which is in-line with the probabilities obtained from the state vector
representation (| 1√

2
|2 = 1

2 ).

Based on this representation, various error effects can now be applied by a tuple
(E0, E1, . . . , Em) of Kraus matrices satisfying the condition

m∑
i=0

E
†
i Ei = I. (6)
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For example, a decoherence error which makes a qubit decay to |0〉 can be
represented by [20]

(E0, E1) with E0 =
[

1 0
0

√
1 − p

]
and E1 =

[
0

√
p

0 0

]
, (7)

where the variable p represents the probability of the error occurring. Other noise
effects can be described in a similar fashion. Applying these error descriptions to a
quantum system given by the density matrix ρ yields the density matrix [20]:

ρ′ =
m∑

i=0

EiρE
†
i . (8)

This formalism allows to deterministically capture all noise effects as illustrated
in the following example:

Example 10 Consider again the quantum state from above and the decoherence
error from Example 8 making the second qubit decay to |0〉) with probability p =
0.3. Then, the error’s effect can be calculated deterministically by constructing the
correctly sized matrices with the Kronecker product and summing them as in Eq. (9).

⎡
⎢⎢⎣

0.5 0 0 0.418
0 0 0 0
0 0 0 0

0.418 0 0 0.35

⎤
⎥⎥⎦

︸ ︷︷ ︸
E0ρE

†
0

+
⎡
⎢⎢⎣

0 0 0 0
0 0 0 0
0 0 0.15 0
0 0 0 0

⎤
⎥⎥⎦

︸ ︷︷ ︸
E1ρE

†
1

=
⎡
⎢⎢⎣

0.5 0 0 0.418
0 0 0 0
0 0 0.15 0

0.418 0 0 0.35

⎤
⎥⎥⎦

︸ ︷︷ ︸
ρ′

(9)

Again the diagonal encodes the probabilities for measuring |00〉 , |01〉 , |10〉 , and
|11〉, which are in-line with the values covered before in Example 8.

The resulting representations are substantially larger than the vectors and
matrices needed for error-free quantum circuit simulation. For example, rather than
vectors of size 2n, matrices of size 2n × 2n are needed to represent an n-qubit
quantum state. However, density matrices can be represented in terms of decision
diagrams as well. In fact, employing the same decomposition scheme for matrices
as reviewed in Sect. 3 yields corresponding decision diagrams for density matrices.

Example 11 Consider again the quantum state from Example 9 in both the vector
as well as density matrix representation. The corresponding decision diagram
representations are provided in Fig. 6a and b, respectively. The decision diagram
resulting after applying the error affect (as considered in Example 10) is shown in
Fig. 6c.

Obviously, the decision diagram representations of the density matrices (provid-
ing a deterministic representation of all employed error effects) are larger than the
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1

0 0

(a)

1

0 0 0 0

(b)

1

0 0 0 0

(c)

Fig. 6 Decision diagram representation of states. (a) Decision diagram of a state vector. (b)
Decision diagram of a density matrix. (c) State after applying T1 error

original state representation. After all, a substantially larger amount of information
needs to be stored. Nevertheless, the examples show that, also in these cases,
decision diagrams may offer a more compact representation than offered by a direct
representation in terms of a 2n × 2n-matrix. After all, this helps in improving
deterministic, noise-aware quantum circuit simulation.

Overall, this section showed that decision diagrams can be employed for noise-
aware quantum circuit simulation—both, stochastically as well as deterministically.
Further details and evaluations on the respective methods are available in [15, 16].
An implementation of the stochastic method is available at https://github.com/cda-
tum/ddsim.

5 Verification of Quantum Circuits

As a final example for the utilization of decision diagrams in design/software
for quantum computing, we consider the task of verification—more precisely
equivalence checking. Here, the question is whether two quantum circuits G and
G′ realize the same functionality. This is motivated by the design flow in which a
given circuit is decomposed, mapped, and optimized [32–42]. During all these steps,
it has to be ensured that the functionality of the correspondingly resulting circuit
descriptions does not change. In the following, we first give an explicit description
of this problem and, then, describe two complementary approaches for tackling it
using decision diagrams.

5.1 The Quantum Circuit Equivalence Checking Problem

Equivalence checking in the domain of quantum computing—as we consider it in
this work—is about proving that two quantum circuits G and G′ are functionally
equivalent (i.e., realize the same function), or to show the non-equivalence of
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π
2

π
4

π
2

q2 H

q1 H

q0 H

(a)

1√
8

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 1 1 1 1 1 1 1
1 ω ω2 ω3 ω4 ω5 ω6 ω7

1 ω2 ω4 ω6 1 ω2 ω4 ω6

1 ω3 ω6 ω1 ω4 ω7 ω2 ω5

1 ω4 1 ω3 1 ω4 1 ω4

1 ω5 ω2 ω7 ω4 ω ω6 ω3

1 ω6 ω4 ω2 1 ω6 ω4 ω2

1 ω7 ω6 ω5 ω4 ω3 ω2 ω

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(b)

π
4

π
8

−π
4

π
4

π
4

−π
8

π
8 −π

4
π
4

q2 H

q1 H

q0 H

(c)

Fig. 7 The QFT, its functionality, and an alternative realization. (a) QFT Circuit G. (b) Function-
ality U (ω = (1 + i)/

√
2). (c) Alternative realization G′

these circuits by means of a counterexample. To this end, consider two quantum
circuits G = g0 . . . gm−1 and G′ = g′

0 . . . g′
m′−1 operating on n qubits. Then, the

functionality of each circuit can be uniquely described by the respective system
matrices U = Um−1 · · ·U0 and U ′ = U ′

m′−1 · · ·U ′
0, where the matrices U

(′)
i

describe the functionality of the i-th gate of the respective circuit (with 0 ≤ i <

m(′)). Consequently, deciding the equivalence of both computations amounts to
comparing the system matrices U and U ′. More precisely, U and U ′ are considered
equivalent, if they at most differ by a global phase factor (which is fundamentally
unobservable [43]), i.e., U = eiαU ′ with α ∈ [0, 2π).

Example 12 Consider the circuit G of the three qubit Quantum Fourier Transform
shown in Fig. 7a. Its corresponding functionality is described by the densely
populated 8 × 8 matrix U shown in Fig. 7b [43]. Additionally, Fig. 7c shows an
alternative realization G′ of the functionality of G. Since both circuits exhibit the
same system matrix U , they are considered equivalent.

Unfortunately, the whole functionality U (and similarly U ′) is not readily
available for performing this comparison but has to be constructed from the indi-
vidual gate descriptions gi—requiring the subsequent matrix-matrix multiplications
U(0) = U0, U(j) = Uj · U(j−1) for j = 1, . . . , m − 1 to construct the whole
system matrix U = U(m−1). While conceptually simple (as the matrix-vector
multiplication for simulation discussed in Sect. 3), this quickly constitutes an
extremely complex task due to the exponential size of the involved matrices with
respect to the number of qubits. In fact, equivalence checking of quantum circuits
has been shown to be QMA-complete [44].
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2

= ω

1

1√
8

Fig. 8 Decision diagram for the functionality U of G shown in Fig. 7

Due to their potential for compactly representing and efficiently manipulating
the functionality of a quantum circuit, decision diagrams are a perfect fit for this
task. However, merely using decision diagrams to construct a representation of both
circuits’ functionality and comparing them still has significant shortcomings. In fact,
representing the entire functionality of a quantum circuit still might be exponential
in the worst case. However, this can be addressed by additionally exploiting the
reversibility of quantum circuits.

Example 13 Consider the functionality U of the QFT circuit G from Fig. 7. Its
corresponding decision diagram (shown in Fig. 8 with color legend to the right-hand
side) is as densely populated as the matrix it represents since no redundancy can be
exploited, i.e., each node’s successors point to unique child nodes.

5.2 Exploiting Reversibility

Most classical logic operations are not reversible (e.g., neither x ∧ y = 0 nor
x ∨ y = 1 allows one to determine the values of x and y). As there is no bijective
mapping between input and output states, in general, the concept of the inverse
of a classical operation (or a sequence thereof) is not meaningful. In contrast, all
quantum operations are inherently reversible. Consider an operation g described
by the unitary matrix U . Then, its inverse U−1 is efficiently calculated as the
conjugate-transpose U†. Given a sequence of m operations g0, . . . , gm−1 with
associated matrices U0, . . . , Um−1, the inverse of the corresponding system matrix
U = Um−1 · · ·U0 is derived by reversing the operations’ order and inverting each
individual operation, i.e., U−1 = U† = U

†
0 · · · U†

m−1.
This characteristics can be exploited to improve the performance of the verifica-

tion approach presented above. To this end, consider two quantum circuits G and G′.
In case both circuits are functionally equivalent, this allows for the conclusion that
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concatenating one circuit with the inverse of the other realizes the identity function
I, i.e., G′−1 · G ≡ I. This offers significant potential since the identity constitutes
the best case for decision diagrams (the identity can be represented by a decision
diagram of linear size). Unfortunately, creating such a concatenation in a naive
fashion, e.g., by computing U · U ′† hardly yields any advantage because, even if
the final decision diagram would be as compact as possible, the full (and potentially
exponential) decision diagram of at least one of the circuits would be generated as
an intermediate result.

Instead, the full potential of this observation is utilized if the associativity of
the respective multiplications is fully exploited. More precisely, given two quantum
circuits G and G′, it holds that

G′−1 · G = (g′−1
m′−1 . . . g′−1

0 ) · (g0 . . . gm−1)

≡ (Um−1 · · · U0) · (U
′†
0 · · ·U ′†

m′−1)

= Um−1 · · · U0 · I · U
′†
0 · · · U ′†

m′−1

=: G → I ← G′.
Here, G → I ← G′ symbolizes that, starting from the identity I, either gates from
G can be “applied from the left” or (inverted) gates from G′ can be “applied from
the right.” If the respective gates of G and G′ are applied in a fashion frequently
yielding the identity, the entire equivalence checking process can be conducted on
rather small (intermediate) decision diagrams. This is illustrated by the following
example.

Example 14 Consider again the two circuits G and G′ from Example 12 and assume
that, starting with a decision diagram representing the identity, for every gate applied
from G all gates from G′ until the next red barrier shown in Fig. 7f are applied.
Applying the gates from G and G′ in such a particular order “from the left” and
“from the right,” respectively, yields situations where the impact of a gate from
circuit G (increasing the size of the decision diagram) is reverted by multiplications
with inverted gates from G′ (decreasing the size of the decision diagram back to
the representation of the identity function). This way, the equivalence check can
be conducted on much smaller intermediate representations and, hence, much more
efficiently.

Moreover, even if the considered circuits G and G′ are not functionally equiva-
lent (and, hence, identity is not achieved), the observations from above still promise
improvements compared to creating the complete decision diagrams for G and G′.
This is, because in this case, the result of G → I ← G′ inherently provides
an efficient representation of the circuit’s difference that allows one to obtain
counterexamples almost “for free” (while those have to be explicitly generated using
additional inversion and multiplication operations otherwise).

Overall, following those ideas, equivalence checking of two quantum circuits
can be conducted very efficiently on rather compact decision diagrams, as shown
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in [45]. But determining when to apply gates from G and when to apply (inverted)
gates from G′ is not at all obvious. Designing dedicated strategies for specific
applications is a topic of ongoing research. As an example, a dedicated strategy for
verifying the results of compilation flows can be derived by exploiting knowledge
about the compilation flow itself [46]. An implementation of this method is
available at https://github.com/cda-tum/qcec and via the corresponding Python
package mqt.qcec. In addition, https://www.cda.cit.tum.de/app/ddvis/ provides
an installation-free visualization scheme of the procedure that also can be used to
try out different gate-application schemes.

5.3 The Power of Simulation

The second characteristic we are exploiting rests on the observation that simulation
is much more powerful for equivalence checking of quantum circuits than for
equivalence checking of classical circuits. More precisely, in the classical realm, it is
certainly possible to simulate two circuits with random inputs to obtain counterex-
amples in case they are not equivalent. However, this often does not yield the desired
result. In fact, due to masking effects and the inevitable information loss introduced
by many classical gates, the chance of detecting differences in the circuits within a
few arbitrary simulations is greatly reduced (e.g., x ∧ 0 masks any difference that
potentially occurs during the calculation of x). Consequently, sophisticated schemes
for constraint-based stimuli generation [47–50], fuzzing [51, 52], etc. are employed
in order to verify classical circuits.

In quantum computing, the inherent reversibility of quantum operations dra-
matically reduces these effects and frequently yields situations where even small
differences remain unmasked and affect entire system matrices—showing the power
of random simulations for checking the equivalence of quantum circuits. Because
of that, it is in general not necessary to compare the entire system matrices—in
particular when two circuits are not equivalent and, hence, their system matrices
differ from each other.

Given two unitary matrices U and U ′, we define their difference D as the unitary
matrix D = U†U ′ and it holds that U · D = U ′. In case both matrices are identical
(i.e., the circuits are equivalent), it directly follows that D = I. One characteristic
of the identity function I resulting in this case is that all diagonal entries are equal
to one, i.e., 〈i| U†U ′ |i〉 = 1 for i ∈ {0, . . . , 2n − 1}, where |i〉 denotes the ith

computational basis state. More generally—in case of a potential relative/global
phase difference between G and G′—all diagonal elements have modulus one,
i.e., | 〈i| U†U ′ |i〉 |2 = 1. This expression can further be rewritten to

1 = | 〈i| U†U ′ |i〉 |2 = |(U |i〉)†(U ′ |i〉)|2 = | |ui〉†
∣∣u′

i

〉 |2

= | 〈ui

∣∣u′
i

〉 |2,
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where |ui〉 and
∣∣u′

i

〉
denote the ith column of U and U ′, respectively. This essentially

resembles the simulation of both circuits with the initial state |i〉 and, afterwards,
calculating the fidelity F between the resulting states |ui〉 and

∣∣u′
i

〉
. Hence, if only

one simulation yields Fi := F(|ui〉 ,
∣∣u′

i

〉
) �≈ 1, then |i〉 proves the non-equivalence

of G and G′.
This constitutes an exponentially easier task than constructing the entire system

matrices U and U ′—although the complexity of simulation still remains exponential
with respect to the number of qubits (for which the decision diagram-based
solution reviewed above provides an efficient solution in many cases). Regarding
the complexity, creating the entire system matrices corresponds to simulating the
respective circuit with all 2n different computational basis states. All this, of course,
does not guarantee that any difference is indeed detected by just simulating a limited
number of arbitrary computational basis states |i〉. This brings up the following
question: How significantly do the matrices U and U ′ differ from each other in
case of non-equivalence, i.e., how many computational basis states |i〉 yield Fi �≈ 1
for a given difference matrix D. Since the difference D of both matrices is unitary
itself, it may as well be interpreted as a quantum circuit GD . In the following, we
assume that each gate of GD either represents a single-qubit or a multi-controlled
operation.2

Example 15 Assume that GD only consists of one (non-trivial) single-qubit opera-
tion defined by the matrix Us applied to the first of n qubits. Then, the system matrix
D is given by diag(Us, . . . , Us). The process of going from U to U ′, i.e., calculating
U · D, impacts all columns of U . Thus, an error is detected by a single simulation
with any computational basis state.

Among all quantum operations, single-qubit operations possess a system matrix
least similar to the identity matrix due to the tensor product structure of their
corresponding system matrix.

Example 16 In contrast to Example 15, assume that GD only consists of one
operation Us targeted at the first qubit and controlled by the remaining n− 1 qubits.
Then, the corresponding system matrix is given by diag(I2, . . . , I2, Us). In this case,
applying D to U only affects the last two columns of U . As a consequence, a
maximum of two columns (out of 2n) may serve as counterexamples—the worst
case scenario.

These basic examples cover the extreme cases when it comes to the difference of
two unitary matrices. In case GD exhibits no such simple structure, the analysis is
more involved, e.g., generally quantum operations with c ∈ {0, . . . , n − 1} controls
will exhibit a difference in 2n−c columns. Furthermore, given two operations
showing a certain number of differences, the matrix product of these operations

2This does not limit the applicability of the following findings, since arbitrary single-qubit
operations combined with CNOT form a universal gate-set [43].
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in most cases (except when cancellations occur) differs in as many columns as the
maximum of both operands.

The gate-set provided by (current) quantum computers typically includes only
(certain) single-qubit gates and a specific two qubit gate, such as the CNOT gate.
Thus, multi-controlled quantum operations usually only arise at the most abstract
algorithmic description of a quantum circuit and are then decomposed into ele-
mentary operations from the device’s gate-set before the circuit is mapped to the
target architecture. As a consequence, errors occurring during the design flow will
typically consist of (1) single-qubit errors, e.g., offsets in the rotation angle, or
(2) errors related to the application of CNOT or SWAP gates. In both cases, non-
equivalence can be efficiently concluded by a limited number of simulations with
arbitrary computational basis states. If a counterexample was not obtained after a
few simulations, this yields a highly probable estimate of the circuit’s equivalence—
in contrast to the classical realm, where this generally does not allow for any
conclusion. Further details and evaluations on the respective methods are available
in [45, 53].

6 Conclusions

The power of quantum computing comes with new computing primitives and the
need for suitable design automation methods. In this work, we reviewed decision
diagrams for quantum computing as well as their application in quantum circuit
simulation (with and without noise) as well as the verification of quantum circuits.
Decision diagrams offer a complementary approach for tackling the complexity of
these tasks with a potential impact comparable to their conventional counterparts.
With this work, we want to encourage their usage in the quantum (design automa-
tion) community. Implementations of the methods presented here are available at
the corresponding GitHub repositories mentioned above.
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Layout Synthesis for Near-Term
Quantum Computing: Gap Analysis and
Optimal Solution

Bochen Tan and Jason Cong

1 Introduction

The nature of quantum computing (QC) decides that it is much more error-prone
than classical computing. The scalable and effective way to resolve this issue is
encoding quantum information with quantum error correction (QEC) codes [16, 36],
but current technology cannot produce a quantum processor with enough size and
fidelity for QEC. In this chapter, we consider near-term QC without QEC. Note
that the “near-term” formalism is by no means ephemeral. The early QEC-capable
hardware will not be able to run any application on top of the QEC schemes because
QEC has huge overheads. It is estimated that application-ready error-corrected
quantum computers are at least 10 years away [21, 30], assuming many engineering
challenges [1] are solved. Meanwhile, all the QC applications can only use the near-
term formalism [32].

Hardware technology draws the upper bound of QC capability, while compilation
determines if and how much we can utilize this capability. A QC compiler has to
transform the input quantum program to satisfy constraints imposed by the quantum
architecture. In addition, errors accumulate fast when scaling up QC without QEC,
so the compiler should make best efforts to reduce errors. There has been over
a decade of QC compilation research, as summarized in Sect. 2, so it is vital to
quantitatively examine these existing tools and, if there is still a significant room,
improve them.

In general, there are two types of constraints in QC compilation: logic constraints
and layout constraints. Quantum programs are specified as a list of instructions, e.g.,
Fig. 1a, where each one is an operation on a set of program qubits. They can also be
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Fig. 1 Inputs of the layout synthesis problem: quantum program and coupling graph. (a) A
quantum program consisting of 9 gates on 5 program qubits. (b) Circuit of the quantum program.
Each horizontal wire is a program qubit. Time goes from left to right. The arrow means a
dependency chain (g2, g3, g8). (c) Coupling graph of “segment H on a Falcon processor” from
IBM Quantum [20]. Each vertex is a physical qubit. Entangling two-qubit gates can only be applied
to adjacent physical qubits

drawn as circuit diagrams like Fig. 1e where each wire represents a program qubit
and each gate corresponds to an operation. A valid gate on n qubits is represented
by a unitary matrix of dimension 2n, e.g.,
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(1)
where H and U are single-qubit gates, and CX is a two-qubit gate. Moreover,
U is a programmable gate with three parameters. We can tune the parameters to
instantiate U to specific gates, e.g., U with θ = π/2, λ = π , and φ = 0 is just
H . In our example, u1 to u4 are instances of U , each black dot is the first qubit
for a CX, and each ⊕ is the second qubit for a CX. The logic constraint of QC
hardware is specified as a native gate set, e.g., on IBM quantum computers, the
set is {U,CX} [20]. Gates not contained in this set, e.g., two-qubit gates other
than CX, or gates on three or more qubits, have to be decomposed into a series
of gates in the set to be executed on hardware. Fortunately, most near-term quantum
algorithms are just written in single-qubit and two-qubit gates [11, 15, 25], and
there are canonical decompositions of an arbitrary two-qubit gate into Us and CXs
[31, 43] as displayed in Fig. 2. Other important multi-qubit gates in QC also have
efficient decompositions [5].

An entangling two-qubit gate like CX is essential for QC. However, they are
not available for all pairs of qubits. The layout constraints of a quantum processor
are specified by a coupling graph G = (P,E) like Fig. 1c where each vertex is a
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Fig. 2 KAK decomposition. For any V that is a 4-by-4 unitary matrix, the corresponding two-
qubit gate can be decomposed into 3 CXs and 8 single-qubit gates

(a)

(b) (c) (d)

Fig. 3 Coupling graphs of some existing quantum processors. (a) Rigetti Aspen-4 [12]. (b) IBM
Falcon [23]. (c) IBM Hummingbird [20]. (d) Google Sycamore [3]

physical qubit, and each edge means two-qubit gates can be applied to those two
vertices. Thus, we need to map the program qubits in Fig. 1b to physical qubits in
Fig. 1c so that the CX gates are on adjacent physical qubits. This is not always
possible. In fact, the gates g1, g6, and g9 fully connect the program qubits q1, q2,
and q5. No matter how we map the qubits, satisfying these three gates requires a
triangle on the coupling graph, which does not exist in Fig. 1c. A way to resolve
this issue is by inserting SWAP gates that changes the mapping in the middle of the
circuit. However, SWAP gates bring error and may also increase the runtime, so a
compiler needs to carefully decide when and where to insert them. To summarize,
in the layout synthesis i.e., qubit mapping phase of compilation, program qubits are
mapped to physical qubits, some circuit transformations, e.g., via SWAP gates, are
performed, and all the gates are scheduled.

We believe that qubit mapping poses a more serious challenge than gate
decomposition. This is because the native gates are decided by fundamental physics
of the QC platform, but the coupling graphs have more degrees of design freedom.
In fact, the native gate set of IBM quantum computers has not changed greatly since
the beginning of their cloud QC service because the fundamental qubit technology is
the same, but QC devices with very different coupling graphs have been introduced
in the past a few years [20], e.g., Fig. 3b and c. With better understanding of the
qubits, new coupling graphs are also being proposed and selected [18].
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2 Previous Works

NP-completeness of several versions of the layout synthesis problem has been
proven [7, 27, 37, 41]. Therefore, we can categorize previous works into heuristic
ones and exact/optimal ones. The runtime of the latter scales exponentially in
problem size because of the computational complexity of the problem.

In general, the heuristic works formulate layout synthesis as a search problem
[2, 10, 26, 27, 37–39, 46–48]. In the search algorithms, the state is (G,�) where G
contains the gates that have been considered and � is the current qubit mapping; the
action leading to another state is either changing � by SWAP(s) or appending some
gates into G if they only act on adjacent qubit(s) under the current mapping; the cost
of a �-change is often evaluated by looking ahead a few more steps in the search
tree. At the beginning of the search, G is just empty and there are a few different
ways to find the initial mapping �0. References [27, 37, 38] use the earlier two-
qubit gates to construct a program graph between program qubits and apply existing
graph isomorphism algorithms from this program graph to the coupling graph. In
[37], the program graph is additionally weighted by the number of two-qubit gates
between this qubit pair. References [2, 10, 39, 46–48] start the search with some �0
and expand the search tree a few times. Then, they select the best mapping so far
and use it as the real initial mapping. References [26] searches for the final mapping
of the reversed program and uses it as �0 for the original program.

In theory, one can derive the optimal solution by fully expanding the search tree
in the heuristic search approaches, but, in practice, the exact/optimal approaches
formulate the layout synthesis into mathematical programming and apply a solver:
[28, 40, 42, 45] use satisfiability modulo theories (SMT) solvers, [6, 29, 35] use
integer programming (IP) solvers, and [44] uses temporal planners. To reduce
runtime, many works compromise by slicing the program and only considering the
next slice when inserting SWAPs [6, 28, 29, 35].

3 The Measure-Improve Methodology and Its Application in
Classical Circuit Placement

Given the extensive amount of work on layout synthesis, a natural question is if these
solutions are close to optimal. However, it remains challenging how to measure their
optimality.

The layout synthesis problem summarized above is representative of many
problems in design automation or, broadly, in computer science: the complexity is
NP-hard, and they can be formulated into some kind of mathematical programming
and solved with exponential runtime. To solve large instances of these problems,
one approach is to accelerate the solver, often in a domain-specific way. Another
approach is to develop heuristic methods that run faster but are not optimal. How
do we evaluate these heuristics? A common way is using a set of representative
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applications as the benchmark and comparing the results by different heuristics.
However, because of the complexity of the problem, we do not know the optimal
result of these benchmarks, so we do not know how much room of improvement
there is. If, after substantial research, the improvements are diminishing, the
community may be in a dilemma: is it possible that the current heuristics are very
close to optimal and further research will produce diminishing returns; or is there
still significant room requiring fresh ideas and more efforts? We cannot be certain
about both possibilities since deriving optimal solution for large instances takes
astronomical time. In this case, it would be helpful if there are benchmarks with
known optimal solution and the size of these benchmarks should be large enough to
imitate real applications. With such benchmarks, we can measure the sub-optimality
of the heuristics and improve them if there is still significant room.

One such benchmark set in classical circuit design is PEKO [9], placement
examples with known optimal. Before placement, the circuit is represented as
connected modules shown as Ci , i ∈ [4], in Fig. 4a. The input of the problem is
thus a netlist where each net connects two or more pins on different modules. In
our example, there is a 2-pin net connecting C1 and C4, and a 4-pin net connecting
all the modules. After placing the modules on the chip area, manufacturers need
to implement the nets with wires, as shown in Fig. 4b. This example is not ideal
since the total wirelength can be reduced if we place the modules closer together,
e.g., by putting the modules at the four cells in the bottom right corner. Despite
that placement is known to be NP-complete [33], the authors of [9] present a way
of constructing placement examples with known optimal wirelength from locally
optimal nets, as demonstrated in Fig. 4c. That is, one follows the net size distribution
specification. For each net of size r , one connects pins from �√r� × �√r� adjacent
modules. Since all the nets are among adjacent modules, the total wirelength cannot

Fig. 4 The placement problem in classical circuit design. (a) Netlist, input of the placement
problem. Each net connects some pins on modules Ci, i ∈ [4]. There is a 2-pin net (orange)
between C1 and C4, and a 4-pin net (purple) connecting all modules. (b) A placement solution.
The modules are placed to cells in the chip area. This solution is not ideal since the modules are
placed far away, so longer wires are needed by the nets. (c) Construction of PEKO, placement
example with known optimal [9]. The nets are all shortest possible, so the shortest wire length of
the whole netlist is just the sum of each one
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Fig. 5 Quantum mapping example with known optimal (QUEKO) [41]. (a) Constructing a
program with optimal depth 3 from a physically realizable circuit. The orange arrow is a backbone
of length 3: (g5, g6, g7). The program is derived by relabeling the wires to program qubits. (b) A
QUEKO benchmark consisting of a program P and a coupling graph G. The optimal depth TO of
mapping P to G is known by construction to be 3. The minimal SWAP count is 0

be reduced. Thus, we know the optimal wirelengths of PEKO benchmarks by
construction. The PEKO benchmarks were used to measure optimality of leading
placers at that time and showed 2X optimality gap, which spurred the community to
invest more efforts into the placement problem. This led to a wirelength reduction
equivalent to two generations of hardware scaling in Moore’s law [34].

4 Measuring Optimality with QUEKO

To measure the optimality of existing layout synthesis solutions, we developed
QUEKO [41]—quantum mapping examples with known optimal, inspired by
PEKO.

The depth of a quantum circuit is the total number of time steps it takes to execute
the circuit on a specific architecture. In a circuit prior to layout synthesis, e.g.,
Fig. 1b, the gates are not scheduled, but we can derive some lower bounds of its
depth. For instance, there are three gates g2, g3, and g8 subsequently acting on q3.
Since none of them can be executed at the same time, we need at least three time
steps to run these gates. Moreover, we cannot change the order of execution, since
g3 depends on g2, and g8 depends on g3. The maximal length of dependency chains
like (g2, g3, g8) is a lower bound for depth. Of course, it is not always possible to
reach this lower bound because we may need to insert SWAPs in layout synthesis
which could lengthen the dependency chains. This is indeed the case for the example
of Fig. 1, since SWAP insertion is absolutely necessary, as we have explained in
Sect. 1.
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Table 1 Optimality gapsa measured by QUEKO benchmarks of feasible depthsb

Small architectured and sparse programe Large architecture and dense program

Compilerc 10 20 30 40 10 20 30 40

JKU [48] 13X 11X 9.3X 8.7X Process runs out of RAM (128GB)

Cirq [10] 8.3X 9.3X 7.9X 9.2X 44X 45X 48X 47X

Qiskit [2] 5.4X 4.7X 4.8X 4.6X 12X 12X 11X 11X

t|ket〉 [38] 1.04X 1.32X 1.30X 1.72X 1.82X 3.1X 3.7X 5.7X
a Optimality gap is defined as T/TO where TO is the optimal depth and T is the depth of the

result produced by a compiler
b For each TO = 10, 20, 30, and 40, we generated 10 QUEKO benchmarks and input them to the

compilers being examined. The data shown above are geometric means of the 10 corresponding
optimality gaps

c We used the Greedy router in Cirq 0.6.0, DenseLayout followed by
StochasticSwap in Qiskit 0.14.1, Graph Placement followed by Route in t|ket〉 0.4.1

d The “small architecture” is Rigetti Aspen-4 (Fig. 3a) and the big one is Google Sycamore
(Fig. 3d)

e The “sparse program” has the gate density of the Toffoli gate, and the dense one has that of the
quantum supremacy experiment [3]

For physically realizable quantum circuits where all the two-qubit gates act on
adjacent qubits, the maximal length of dependency chains is indeed the depth, not
merely a lower bound. For instance, in Fig. 5a, one of the longest dependency chains
is (g5, g6, g7), which means the depth cannot be even lower than 3. We can construct
a qubit mapping example with known optimal depth TO by generating a physically
realizable circuit with a backbone like (g5, g6, g7) which is a dependency chain of
length TO . Building the backbone does not take too many gates, so we have another
degree of freedom in QUEKO named gate density: how much of the spacetime is
taken by idleness, single-qubit gates, and two-qubit gates. In Fig. 5a, there are three
time steps and five qubits, so the spacetime volume of the circuit is 15. Each single-
qubit gate takes one unit of volume, and each two-qubit gate takes two units. In
Fig. 5a, the single-qubit gates (g5, g3, g4, and g7) take 4 out of 15 units of volume;
the two-qubit gates (g1, g2, g6, and g8) take 8/15 volume; the reset 3/15 volume is
idleness. Thus, the gate density for this circuit is (3/15, 4/15, 8/15). We relabel the
physical qubits to program qubits to derive the quantum program that can be input
to the compilers, as shown in the dashed box in Fig. 5a, e.g., p3 is relabeled as q1,
so the single-qubit gate u3 is on q1 in Fig. 5b. If a compiler finds out the inverse of
our relabeling, it will derive the original physically realizable circuit exactly.

In summary, given a coupling graph G, a depth TO , and a gate density vector, we
can construct a quantum program P with the known optimal depth TO if mapped
to G, as the demonstrated in Fig. 5b. We can pass the layout synthesis problem
(P,G) to a compiler and check how far is the depth of its result, T , compared to the
optimal depth TO . The backbones in QUEKO benchmarks guarantee that T cannot
be smaller than TO . We can easily derive a depth-optimal solution by reading off the
relabeling during QUEKO construction, e.g., for the problem in Fig. 5b, an optimal
solution is q1 �→ p3, q4 �→ p2, q3 �→ p4, q5 �→ p6, and q2 �→ p5 in Fig. 5a. Since
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this solution does not contain any SWAPs, QUEKO benchmarks also have known
optimal number of SWAPs, which is 0.

With the help of QUEKO, we find that, despite over a decade long research in
layout synthesis, the optimality gaps are still large, as shown in Table 1. The depth
of results by compilers other than t|ket〉 is at least 4.6X the optimal depth. The
rightmost column corresponds to QUEKO benchmarks that have the coupling graph,
optimal depth, and gate density similar to the quantum supremacy experiment [3],
which means that quantum circuits of this size are feasible. On these benchmarks,
even the t|ket〉 result is 5.7X the optimal. These gaps indicate that there is still
substantial room for improvements in layout synthesis.

5 SMT Formulation of the Optimal Layout Synthesis
Problem

In this section, we would like to present a precise formulation of the layout synthesis
problem based on a mathematical programming formulation, which can be solved
later by using a satisfiable modulo theories (SMT) solver. We would like to reiterate
a few assumptions. (1) The qubit mapping is from program qubits to physical qubits.
It is not from basic entities in other problems, like fermions in chemistry simulation
[25], to program qubits. (2) Conventionally, the logic constraints have been resolved
before layout synthesis, so all the input gates can be executed on hardware;
gate cancellation has also been done, so every input gate must be executed. (3)
The architecture/coupling graph is fixed. This is true for existing general-purpose
quantum processors [17, 19, 20, 22, 24]. However, the formulation can be extended
to processors with programmable architectures [8], e.g., using neutral atom arrays
[14].

5.1 Variables

A solution of the layout synthesis problem has three sets of variables: mapping
variables, schedule variables, and SWAP variables. We shall demonstrate these
variables in Fig. 6 which is a solution to the problem instance displayed in Fig. 1.
At the end of the day, what we need to inform the hardware is when and where to
execute each gate. This is shown as the circuit diagram in Fig. 6. Different from
the diagram in Fig. 1b, in this diagram, each wire is a physical qubit, and the gates
on the same column are executed at the same time step. On the left of Fig. 6, the
physical qubits involved are colored black in the coupling graph.

The value of a mapping variable πq,t is the physical qubit where q is mapped at
time t . For example, in the beginning q5 is mapped to p3, so πq5,1 = p3. In Fig. 6,
we annotated the program qubit on the wire where it is mapped.

The schedule variable tg of each gate in the program is just the time step when it
is executed, annotated below in Fig. 6, e.g., tg5 = 1 and tg6 = 2.
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Fig. 6 A valid solution of the layout synthesis problem. On the left, the physical qubits involved
are colored black in the coupling graph. On the right, each wire is a physical qubit. The time
is shown below. Vertically aligned gates are executed at the same time step. The three green-
shaded CX gates consist of a SWAP gate. The initial qubit mapping is shown before step 1, and the
mapping after the SWAP is shown before step 6. The circuit can also be seen as two coarse-grain
time steps (dashed boxes I and II) separated by a transition consisting of a SWAP on p2 and p3.

The SWAP variables σe,t are binary variables that evaluate to 1 if and only if
there is a SWAP gate finishing at time t on edge e. There is only one SWAP in
Fig. 6, so the only non-zero SWAP variable is σ(p2,p3),5.

We can set any function of the above variables as the objective. Three common
objectives are straightforward: depth, the number of SWAPs, and fidelity. The depth
of a quantum circuit is the maximum of all the schedule variables. The number
of SWAP gates inserted is the sum of all the SWAP variables. The fidelity of the
circuit, assuming a stochastic error model, is the product of all the individual gate
fidelity, which can be input as the weights of vertices and edges in the coupling
graph. There are four multiplicative terms in the fidelity expression: single-qubit
gate fidelity, two-qubit gate fidelity, measurement fidelity, and SWAP fidelity.

5.2 Constraints

There has to be many constraints on the variable assignments in order for a valid
solution. We can categorize them into four groups: connections, dependencies, no
overlaps, and mapping transformations.

Connections Supposed that a two-qubit gate g at time tg acts on program qubits
q and q ′. Then, there should be an edge between πq,tg and πq ′,tg . Otherwise, the
physical qubits are not adjacent on the coupling graph and the two-qubit gate cannot
be executed. For instance, for gate g1 acting on q1 and q2,

tg1 == 1 ⇒ (πq1,1, πq2,1) ∈ E, (2)
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where E is the edge set of the coupling graph.

Dependencies We have introduced the notion of dependency in Sec 4. In general,
if two gates subsequently act on the same qubit, the order between them in the input
program must be respected, e.g., since g6 acts on q5 after g5,

tg6 > tg5 . (3)

Note that with domain knowledge, we may relax some of these constraints, as
specified later in Sect. 6.2.

No Overlaps Each qubit at each time step can only be involved in one gate, so we
need to make sure that there are no overlaps between any gates including the SWAPs
we inserted. For instance, σ(p2,p3),6 cannot be 1 since, if so, the SWAP would finish
on (p2, p3) at time 6 and overlap with g7. This case is ruled out by constraints like

tg7 == 6 ∧ (
πq1,6 == p2 ∨ πq1,6 == p3

) ⇒ σ(p2,p3),6 == 0. (4)

Mapping Transformations After a SWAP gate finishes, the qubit mapping should
be transformed, e.g., the mapping of q1 and q5 exchanged at time 6, i.e.,

πq5,5 == p3 ∧ πq1,5 == p2 ∧ σ(p2,p3),5 == 1 ⇒ πq1,6 == p3, πq5,6 == p2.

(5)
On the other hand, if a qubit is not involved in any SWAP gates finishing at time t ,
its mapping variable should remain the same as time t − 1, e.g., for q3 and t = 3,

πq3,2 == p6 ∧ σ(p4,p6),2 == 0 ∧ σ(p6,p5),2 == 0 ⇒ πq3,3 == p6. (6)

We took a descriptive approach in this section, interested readers can refer to
[40] for details. In total, there are O(NT L) constraints where N is the number of
physical qubits, T is the total depth, and L is the total number of gates.

6 Closing the Gap with OLSQ—Optimal Layout Synthesis
for Quantum Computing

Upon the revelation of optimality gaps by QUEKO, we set out to close these gaps.
As a result, we have formulated layout synthesis problem in Sect. 5. The variables
and constraints are compatible with a kind of mathematical programming model
named SMT, satisfiability modulo theories. Thus, we use an existing SMT solver,
z3 [13], to derive the layout synthesis solutions optimally.



Layout Synthesis for Near-Term Quantum Computing: Gap Analysis and. . . 35

In terms of formulation, the main contribution of OLSQ is reducing the number
of variables. In previous works like [45], there is a binary variable x�,t at each time
step t for a possible qubit mapping � : Q → P . For instance, the initial mapping in
Fig. 6 is �0: q1 �→ p2, q2 �→ p4, q3 �→ p6, q4 �→ p5, and q5 �→ p3. Thus, x�0,0 =
1 and x�,0 = 0 for any � �= �0. Note that there are exponentially many possible
mappings with respect to the number of qubits, so there are exponentially many
variables. In contrast, as Sect. 5.1 has demonstrated, OLSQ captures the mapping
with πq,t variables and updates the mapping with the SWAP variables σe,t . For each
time step, there are as many mapping variables as program qubits, not as many as
possible qubit mappings. The number of SWAP variables is just the number of edges
in the coupling graph, which is also linear in the number of physical qubits. Overall,
OLSQ only has linearly many variables in the number of qubits, which is a huge
improvement over previous works.

We implemented OLSQ in Python 3 and open-sourced the package1 with BSD-
3-Clause license. A user initializes OLSQ by choosing whether to use the transition
mode, and the objective: depth, the number of SWAPs, or fidelity. Afterwards, the
user inputs information about the hardware with setdevice(): the number of
physical qubits, the edges, how many time steps a SWAP takes. If using fidelity as
the objective, the fidelity of individual gates should be input at this stage. Then,
the user should input the quantum program with setprogram(). Under the
assumptions we introduced in the beginning of Sect. 5, OLSQ only needs a list of
tuples to represent the program, each tuple for a gate. If it is a single-qubit gate, then
the tuple only has one element, which is the index of the involved program qubit;
if it is a two-qubit gate, then there are two elements in the tuple. Finally, the user
can execute the solve() method to acquire the solution. The depth that OLSQ is
currently trying will be printed on the screen while it calls z3 solver [13] to solve the
SMT model corresponding to this depth. If there is a solution, the quantum circuit
after layout synthesis would be returned; otherwise, OLSQ increases the depth and
try again.

6.1 Speeding Up OLSQ with the Transition Mode

Because of the more efficient formulation, OLSQ shows better scaling in runtime
compared to previous work with exact formulation [40]. However, because of the
complexity of the problem, the runtimes are still long. Thus, we consider techniques
that can accelerate the solving process with some sacrifice on optimality, which
leads to the transition mode.

In Fig. 6, there are 6 time steps, but the mapping only changes once. So, many
mapping variables, e.g., the ones for time steps 2 to 5, take the same value in the
previous time step. We would have much less variables if we only keep the mapping

1https://github.com/UCLA-VAST/OLSQ.
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variables when the mapping changes. In another perspective, this can be seen as if
each gate has a “coarse-grain” schedule variable. Between the gates scheduled to
coarse-grain time t and t + 1, there is a transition, which is a set of non-overlapping
SWAPs. In Fig. 6, the two dashed boxes are two coarse-grain time steps I and II.
The transition between them consists of the SWAP on (p2, p3).

To implement the transition mode, we just need to revise the OLSQ formulation
by: 1) relaxing the > in dependency constraints like Eq. 3 to ≥, 2) changing the
duration of SWAP gates to 1, and 3) removing overlap constraints like Eq. 4 since
in the transition-based model, the SWAP gates are part of transitions and will not
interfere with the other gates. Note that the solver decides which gates go into which
coarse-grain time step, so the transition-based (TB-)OLSQ is different from cutting
the circuit beforehand and solving the sub-circuits separately. Thus, the results by
TB-OLSQ are still much better than heuristics, as shown in Table 2, while achieving
over 400X speedup compared to the original OLSQ on the benchmarks used in [40].
This is because the number of transition, T̃ , is often much smaller than the circuit
depth, T , so the number of variables O(NT̃ + L) and the number of constraints
O(T̃ NL) also become much smaller than those of the original OLSQ.

6.2 Exploring Larger Solution Space

Apart from acceleration, we can also improve the solution quality given domain
knowledge. One example of this is dropping some dependency constraints. In
general, we cannot neglect these constraints for the correctness of results. However,
for an important family of circuits named quantum approximate approximation
algorithm, QAOA [15], there are many dependency constraints that can be dropped
without consequences, because the ZZ gates inside QAOA are commutable, as
illustrated in Fig. 7. This is the key factor of the improvements we see in Table 2:
even there is a little sacrifice of optimality by using the transition mode, the depths
and the numbers of SWAPs are at least halved compared to leading heuristics.

Table 2 Layout synthesis results of QAOA programs for 3-regular graphsa

QAOA size 8 10 12 14

Compilerb Depth #SWAP Depth #SWAP Depth #SWAP Depth #SWAP

t|ket〉 [38] 13 6 15 7 20 13 22 14

SABRE [26] 11 5 15 9 13 9 20 11

TB-OLSQ [40] 5 3 6 5 6 5 7 4

OLSQ-GA [42] 4 0 3 0 4 0 4 0
a The whole setting is from [4], a leading experimental QAOA work: the QAOA benchmarks are

generated from random 3-regular graphs of size 8, 10, 12, and 14, and the coupling graph is
part of Google Sycamore. We only use one iteration of QAOA

b We used pytket-cirq 0.16.0, the Cirq integration of t|ket〉; SABRE as integrated in Qiskit
0.27.0
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Fig. 7 Commutation of ZZ gates. ZZ(γ )⊗I means applying ZZ(γ ) gate on the upper two qubits
while doing nothing on the bottom qubit. Since ZZ(γ )⊗ I and I ⊗ZZ(γ ) are both diagonal, they
are commutable

Fig. 8 A SWAP gate absorbed by gate V . In the first step, we compute the matrix product W of
SWAP and V ; in the second step, we apply KAK decomposition to W

Another example of exploring larger solution space is the technique of gate
absorption, resulting in OLSQ-GA [42] where we combine layout synthesis with the
synthesis of programmable two-qubit gates using KAK decomposition previously
shown in Fig. 2. If a SWAP gate is directly after another two-qubit gate, e.g., in
a QAOA circuit or other important circuits for chemistry [25] or machine learning
[11], we can combine these two gates by computing the matrix product of them and
synthesis this product, as illustrated by Fig. 8. The cost of implementing the gate
induced by the product is much less than the cost of implementing the original two
gates separately. The “absorption” of SWAP into other gates can be formulated by a
set of absorbed SWAP variables αe,t that behaves similarly to σe,t variables, except
bundled to other gates by constraints like

α(p,p′),t == 1 ⇒ ∃g s.t. tg == t ∧ πq,t == p ∧ πq ′,t == p′, (7)

where two-qubit gate g acts on program qubit q and q ′. The results of OLSQ-GA
are displayed in the bottom row of Table 2. Compared to TB-OLSQ, the depths
decrease further, and more surprisingly, all the SWAPs are absorbed for this set of
QAOA benchmarks, so there are no explicit SWAPs in the OLSQ-GA solutions.

7 Conclusion and Future Directions

In this chapter, we apply the measure-improve methodology, which has been
successful in classical circuit placement, to the layout synthesis problem which is
the center of compilation for near-term QC. We reveal quite large optimality gaps
using QUEKO and aim to close these gaps by more efficient formulation, OLSQ,
and more customized formulation OLSA-GA.
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As future directions, (1) on the “measure” end, we plan to construct optimality
benchmarks that are more similar to real QC applications; (2) on the “improve” end,
we plan to accelerate the solving further by a top-down decomposition of problem
instances, or a bottom-up approach using pre-computed optimal circuit library; 3)
with an almost optimal compiler that has feasible runtime, we can evaluate quantum
architecture designs without possible bias of the heuristics in compilation.

Acknowledgments This work is partially supported by the Center for Domain-Specific Comput-
ing Industrial Partnership Program.

References

1. C.G. Almudever et al., The engineering challenges in quantum computing, in Design,
Automation & Test in Europe Conference & Exhibition (DATE), 2017. (IEEE, Lausanne,
Switzerland, 2017), pp. 836–845. https://doi.org/10.23919/DATE.2017.7927104

2. M.S. Anis et al., Qiskit: An open-source framework for quantum computing (2021). [Online].
Available: https://doi.org/10.5281/zenodo.2573505

3. F. Arute et al., Quantum supremacy using a programmable superconducting processor. Nature
574(7779), 505–510 (2019). arXiv:quant-ph/1910.11333. https://doi.org/10.1038/s41586-019-
1666-5

4. F. Arute et al., Quantum approximate optimization of non-planar graph problems
on a planar superconducting processor. Nature Physics 17(3), 332–336 (2021).
arXiv:quant-ph/2004.04197

5. A. Barenco, C.H. Bennett, R. Cleve, D.P. DiVincenzo, N. Margolus, P. Shor, T. Sleator, J.A.
Smolin, H. Weinfurter, Elementary gates for quantum computation. Phys. Rev. A 52(5), 3457–
3467 (1995). https://doi.org/10.1103/PhysRevA.52.3457

6. D. Bhattacharjee, A.A. Saki, M. Alam, A. Chattopadhyay, S. Ghosh, MUQUT: Multi-
constraint quantum circuit mapping on NISQ computers: Invited paper, in 2019 IEEE/ACM
International Conference on Computer-Aided Design (ICCAD) (IEEE, Westminster, CO, USA,
2019), pp. 1–7, https://doi.org/10.1109/ICCAD45719.2019.8942132

7. A. Botea, A. Kishimoto, R. Marinescu, On the complexity of quantum circuit compilation, in
Proceedings of the 11th Annual Symposium on Combinatorial Search (AAAI Press, 2018), p. 5

8. S. Brandhofer, H.P. Büchler, I. Polian, Optimal mapping for near-term quantum architectures
based on Rydberg atoms, in 2021 IEEE/ACM International Conference on Computer-Aided
Design (ICCAD), 2021. arXiv:quant-ph/2109.04179

9. C.-C. Chang, J. Cong, M. Romesis, M. Xie, Optimality and scalability study of existing
placement algorithms. IEEE Trans. Comput. Aided Des. Integr. Circuits Syst. 23(4), 537–549
(2004). https://doi.org/10.1109/TCAD.2004.825870

10. Cirq Developers, Cirq (2021, Aug.). See full list of authors on GitHub: https://
github.com/quantumlib/Cirq/graphs/contributors. [Online]. Available: https://doi.org/10.5281/
zenodo.5182845

11. I. Cong, S. Choi, M.D. Lukin, Quantum convolutional neural networks. Nature Physics 15(12),
1273–1278 (2019). arXiv:quant-ph/1810.03787. https://doi.org/10.1038/s41567-019-0648-8

12. A. Cornelissen, J. Bausch, A. Gilyén, Scalable benchmarks for gate- based quantum computers
(2021). arXiv:quant-ph/2104.10698

13. L. de Moura, N. Bjørner, Z3: An efficient SMT solver, in Tools and Algorithms for the
Construction and Analysis of Systems, ser. Lecture Notes in Computer Science, ed. by C.R.
Ramakrishnan, J. Rehof (Springer, Berlin, Heidelberg, 2008), pp. 337–340. https://doi.org/10.
1007/978-3-540-78800-3_24


 12243 20092 a 12243 20092 a
 
https://doi.org/10.23919/DATE.2017.7927104

 3499
22306 a 3499 22306 a
 
https://doi.org/10.5281/zenodo.2573505
https://arxiv.org/abs/1910.11333

 21097 24520 a 21097
24520 a
 
https://doi.org/10.1038/s41586-019-1666-5
https://doi.org/10.1038/s41586-019-1666-5
https://arxiv.org/abs/2004.04197

 4533 32269 a 4533 32269
a
 
https://doi.org/10.1103/PhysRevA.52.3457

 5396 36697 a 5396 36697 a
 
https://doi.org/10.1109/ICCAD45719.2019.8942132
https://arxiv.org/abs/2109.04179

 2416 45552 a 2416 45552
a
 
https://doi.org/10.1109/TCAD.2004.825870

 32220 46659 a 32220 46659
a
 
https://github.com/quantumlib/Cirq/graphs/contributors
https://github.com/quantumlib/Cirq/graphs/contributors

 25964 47766 a 25964
47766 a
 
https://doi.org/10.5281/zenodo.5182845
https://doi.org/10.5281/zenodo.5182845
https://arxiv.org/abs/1810.03787

 17812
51087 a 17812 51087 a
 
https://doi.org/10.1038/s41567-019-0648-8
https://arxiv.org/abs/2104.10698

 28107 56622 a 28107 56622
a
 
https://doi.org/10.1007/978-3-540-78800-3_24
https://doi.org/10.1007/978-3-540-78800-3_24


Layout Synthesis for Near-Term Quantum Computing: Gap Analysis and. . . 39

14. S. Ebadi et al., Quantum phases of matter on a 256-atom programmable quantum simulator.
Nature 595(7866), 227–232 (2021). https://doi.org/10.1038/s41586-021-03582-4

15. E. Farhi, J. Goldstone, S. Gutmann, A quantum approximate optimization algorithm (2014).
arXiv:quant-ph/1411.4028

16. A.G. Fowler, M. Mariantoni, J.M. Martinis, A.N. Cleland, Surface codes: Towards
practical large-scale quantum computation. Phys. Rev. A 86(3), 032324 (2012).
arXiv:quant-ph/1208.0928. https://doi.org/10.1103/PhysRevA.86.032324

17. Google Quantum AI, Quantum computer datasheet (2021). [Online]. Available: https://
quantumai.google/hardware/datasheet/weber.pdf

18. J.B. Hertzberg, R.O. Topaloglu, Quantum circuit topology selection based on frequency
collisions between qubits. US Patent US20 200 401 925A1 (2020). [Online]. Available: https://
patents.google.com/patent/US20200401925A1/en/

19. Honeywell, Honeywell sets new record for quantum computing performance (2020). [Online].
Available: https://www.honeywell.com/us/en/news/2021/03/honeywell-sets-new-record-for-
quantum-computing-performance

20. IBM Quantum Processor, [Online]. Available: https://quantum-computing.ibm.com/services/
docs/services/manage/systems/processors

21. IBM, 5 things to know about the IBM roadmap to scaling quantum technology
(2020). [Online]. Available: https://newsroom.ibm.com/5-Things-About-IBM-Roadmap-to-
Scale-Quantum-Technology

22. IONQ, Ionq (2020). [Online]. Available: https://ionq.com/technology
23. P. Jurcevic et al., Demonstration of quantum volume 64 on a superconducting quantum

computing system. Quantum Sci. Technol. 6(2), 025020 (2021). https://doi.org/10.1088/2058-
9565/abe519

24. P.J. Karalekas, N.A. Tezak, E.C. Peterson, C.A. Ryan, M.P. da Silva, R.S. Smith, A quantum-
classical cloud platform optimized for variational hybrid algorithms. Quantum Sci. Technol.
5(2), 024003 (2020). arXiv:quant-ph/2001.04449. https://doi.org/10.1088/2058-9565/ab7559

25. I.D. Kivlichan, J. McClean, N. Wiebe, C. Gidney, A. Aspuru-Guzik, G.K.-L. Chan,
R. Babbush, Quantum simulation of electronic structure with linear depth and connectivity.
Phys. Rev. Lett. 120(11), 110501 (2018). arXiv:quant-ph/1711.04789. https://doi.org/10.1103/
PhysRevLett.120.110501

26. G. Li, Y. Ding, Y. Xie, Tackling the qubit mapping problem for NISQ-era quantum devices,
in Proceedings of the Twenty-Fourth International Conference on Architectural Support for
Programming Languages and Operating Systems - ASPLOS ’19. (ACM Press, Providence,
RI, USA, 2019), pp. 1001–1014. arXiv:cs.ET/1809.02573. https://doi.org/10.1145/3297858.
3304023

27. D. Maslov, S.M. Falconer, M. Mosca, Quantum circuit placement. IEEE Trans. Comput. Aided
Des. Integr. Circuits Syst. 27(4), 752–763 (2008). arXiv:2002.09783. https://doi.org/10.1109/
TCAD.2008.917562

28. P. Murali, N.M. Linke, M. Martonosi, A.J. Abhari, N.H. Nguyen, C.H. Alderete, Full-stack,
real-system quantum computer studies: Architectural comparisons and design insights, in
Proceedings of the 46th International Symposium on Computer Architecture - ISCA ’19 (ACM
Press, Phoenix, Arizona, 2019), pp. 527–540. arXiv:quant-ph/1905.11349. https://doi.org/10.
1145/3307650.3322273

29. G. Nannicini, L.S. Bishop, O. Gunluk, P. Jurcevic, Optimal qubit assignment and routing via
integer programming. arXiv:quant-ph/2106.06446

30. H. Neven, Keynote in Google Quantum Summer Symposium (2020). [Online]. Available:
https://youtu.be/HgQOPhNCct0

31. E.C. Peterson, G.E. Crooks, R.S. Smith, Fixed-depth two-qubit circuits and the monodromy
polytope. Quantum 4, 247 (2020). arXiv:1904.10541. https://doi.org/10.22331/q-2020-03-26-
247

32. J. Preskill, Quantum computing in the NISQ era and beyond. Quantum 2, 79 (2018).
arXiv:quant-ph/1801.00862. https://doi.org/10.22331/q-2018-08-06-79


 13130 800 a 13130 800 a
 
https://doi.org/10.1038/s41586-021-03582-4
https://arxiv.org/abs/1411.4028
https://arxiv.org/abs/1208.0928

 9894 6335 a 9894 6335 a
 
https://doi.org/10.1103/PhysRevA.86.032324

 32220 7442 a 32220 7442
a
 
https://quantumai.google/hardware/datasheet/weber.pdf
https://quantumai.google/hardware/datasheet/weber.pdf

 32220 10763 a 32220 10763 a
 
https://patents.google.com/patent/US20200401925A1/en/
https://patents.google.com/patent/US20200401925A1/en/

 4034
14084 a 4034 14084 a
 
https://www.honeywell.com/us/en/news/2021/03/honeywell-sets-new-record-for-quantum-computing-performance
https://www.honeywell.com/us/en/news/2021/03/honeywell-sets-new-record-for-quantum-computing-performance

 17424 16298 a 17424
16298 a
 
https://quantum-computing.ibm.com/services/docs/services/manage/systems/processors
https://quantum-computing.ibm.com/services/docs/services/manage/systems/processors


10743 19619 a 10743 19619 a
 
https://newsroom.ibm.com/5-Things-About-IBM-Roadmap-to-Scale-Quantum-Technology
https://newsroom.ibm.com/5-Things-About-IBM-Roadmap-to-Scale-Quantum-Technology

 14918 21833 a 14918 21833 a
 
https://ionq.com/technology

 23713 24046 a 23713 24046 a
 
https://doi.org/10.1088/2058-9565/abe519
https://doi.org/10.1088/2058-9565/abe519
https://arxiv.org/abs/2001.04449

 18439 28474 a 18439 28474 a
 
https://doi.org/10.1088/2058-9565/ab7559
https://arxiv.org/abs/1711.04789

 25964
31795 a 25964 31795 a
 
https://doi.org/10.1103/PhysRevLett.120.110501
https://doi.org/10.1103/PhysRevLett.120.110501
https://arxiv.org/abs/1809.02573

 22435
37330 a 22435 37330 a
 
https://doi.org/10.1145/3297858.3304023
https://doi.org/10.1145/3297858.3304023
https://arxiv.org/abs/2002.09783

 25964
40651 a 25964 40651 a
 
https://doi.org/10.1109/TCAD.2008.917562
https://doi.org/10.1109/TCAD.2008.917562
https://arxiv.org/abs/1905.11349

 28107 46186 a 28107
46186 a
 
https://doi.org/10.1145/3307650.3322273
https://doi.org/10.1145/3307650.3322273
https://arxiv.org/abs/2106.06446


-563 51720 a -563 51720 a
 
https://youtu.be/HgQOPhNCct0

 19784 53934 a 19784
53934 a
 
https://doi.org/10.22331/q-2020-03-26-247
https://doi.org/10.22331/q-2020-03-26-247
https://arxiv.org/abs/1801.00862

 10364
57255 a 10364 57255 a
 
https://doi.org/10.22331/q-2018-08-06-79


40 B. Tan and J. Cong

33. S. Sahni, A. Bhatt, The complexity of design automation problems, in Proceedings of the 17th
Design Automation Conference, ser. DAC ’80 (Association for Computing Machinery, New
York, NY, USA, 1980), pp. 402–411. https://doi.org/10.1145/800139.804562

34. Semiconductors Research Corporation, ‘Huge opportunity’ in IC design optimization gained
by Semiconductor Research Corporation (2007). National Science Foundation: CAD inno-
vation could save industry billions. [Online]. Available: https://www.src.org/newsroom/press-
release/2007/41/

35. A. Shafaei, M. Saeedi, M. Pedram, Qubit placement to minimize communication overhead in
2D quantum architectures, in 2014 19th Asia and South Pacific Design Automation Conference
(ASP-DAC) (IEEE, Singapore, 2014), pp. 495–500. https://doi.org/10.1109/ASPDAC.2014.
6742940

36. P.W. Shor, Scheme for reducing decoherence in quantum computer memory. Phys. Rev. A
52(4), R2493–R2496 (1995). https://doi.org/10.1103/PhysRevA.52.R2493

37. M.Y. Siraichi, V.F. dos Santos, S. Collange, F.M.Q. Pereira, Qubit allocation, in Proceedings of
the 2018 International Symposium on Code Generation and Optimization - CGO 2018 (ACM
Press, Vienna, Austria, 2018), pp. 113–125. https://doi.org/10.1145/3168822

38. S. Sivarajah, S. Dilkes, A. Cowtan, W. Simmons, A. Edgington, R. Duncan,
t|ket〉: A retargetable compiler for NISQ devices. Quantum Sci. Technol. (2020).
arXiv:quant-ph/2003.10611. https://doi.org/10.1088/2058-9565/ab8e92

39. R.S. Smith, E.C. Peterson, M.G. Skilbeck, E.J. Davis, An open-source, industrial-strength
optimizing compiler for quantum programs. Quantum Sci. Technol. 5(4), 044001 (2020).
https://doi.org/10.1088/2058-9565/ab9acb

40. B. Tan, J. Cong, Optimal layout synthesis for quantum computing, in 2020 IEEE/ACM
International Conference on Computer-Aided Design (ICCAD), ser. ICCAD ’20 (Association
for Computing Machinery, Virtual Event, USA, 2020). arXiv:quant-ph/2007.15671. https://doi.
org/10.1145/3400302.3415620

41. B. Tan, J. Cong, Optimality study of existing quantum computing layout synthesis tools.
IEEE Trans. Comput. (2020). arXiv:quant-ph/2002.09783. https://doi.org/10.1109/TC.2020.
3009140

42. B. Tan, J. Cong, Optimal qubit mapping with simultaneous gate absorption, in 2021 IEEE/ACM
International Conference on Computer-Aided Design (ICCAD), ser. ICCAD ’21 (Association
for Computing Machinery, Munich, Germany, 2021). arXiv:cs.ET/2109.06445

43. F. Vatan, C. Williams, Optimal quantum circuits for general two-qubit gates. Phys. Rev. A
69(3), 032315 (2004). https://doi.org/10.1103/PhysRevA.69.032315

44. D. Venturelli, M. Do, E. Rieffel, J. Frank, Compiling quantum circuits to realistic hardware
architectures using temporal planners. Quantum Sci. Technol. 3(2), 025004 (2018). https://doi.
org/10.1088/2058-9565/aaa331

45. R. Wille, L. Burgholzer, A. Zulehner, Mapping quantum circuits to IBM QX architectures
using the minimal number of SWAP and H operations, in Proceedings of the 56th Annual
Design Automation Conference 2019 on - DAC ’19 (ACM Press, Las Vegas, NV, USA, 2019),
pp. 1–6. arXiv:quant-ph/1907.02026. https://doi.org/10.1145/3316781.3317859

46. C. Zhang, A.B. Hayes, L. Qiu, Y. Jin, Y. Chen, E.Z. Zhang, Time-optimal Qubit mapping,
in Proceedings of the 26th ACM International Conference on Architectural Support for
Programming Languages and Operating Systems (ACM, Virtual USA, 2021), pp. 360–374.
https://doi.org/10.1145/3445814.3446706

47. A. Zulehner, R. Wille, Compiling SU(4) quantum circuits to IBM QX architectures, in
Proceedings of the 24th Asia and South Pacific Design Automation Conference on - ASPDAC
’19 (ACM Press, Tokyo, Japan, 2019), pp. 185–190. https://doi.org/10.1145/3287624.3287704

48. A. Zulehner, A. Paler, R. Wille, Efficient mapping of quantum circuits to the IBM QX
architectures, in 2018 Design, Automation & Test in Europe Conference & Exhibition (DATE)
(IEEE, Dresden, Germany, 2018), pp. 1135–1138. arXiv:quant-ph/1712.04722. https://doi.org/
10.23919/DATE.2018.8342181



13638 1907 a 13638 1907 a
 
https://doi.org/10.1145/800139.804562

 20716 5228 a 20716 5228 a
 
https://www.src.org/newsroom/press-release/2007/41/
https://www.src.org/newsroom/press-release/2007/41/

 19975 9656 a 19975 9656 a
 
https://doi.org/10.1109/ASPDAC.2014.6742940
https://doi.org/10.1109/ASPDAC.2014.6742940


10649 12977 a 10649 12977 a
 
https://doi.org/10.1103/PhysRevA.52.R2493

 16106 16298 a 16106 16298 a
 
https://doi.org/10.1145/3168822
https://arxiv.org/abs/2003.10611

 10364 19619 a 10364 19619
a
 
https://doi.org/10.1088/2058-9565/ab8e92

 -563 22940 a -563 22940 a
 
https://doi.org/10.1088/2058-9565/ab9acb
https://arxiv.org/abs/2007.15671

 30782 26260 a 30782 26260 a
 
https://doi.org/10.1145/3400302.3415620
https://doi.org/10.1145/3400302.3415620
https://arxiv.org/abs/2002.09783

 22409 29581 a 22409 29581 a
 
https://doi.org/10.1109/TC.2020.3009140
https://doi.org/10.1109/TC.2020.3009140
https://arxiv.org/abs/2109.06445

 7983 36223 a 7983 36223 a
 
https://doi.org/10.1103/PhysRevA.69.032315

 30782 38437 a 30782
38437 a
 
https://doi.org/10.1088/2058-9565/aaa331
https://doi.org/10.1088/2058-9565/aaa331
https://arxiv.org/abs/1907.02026

 13657 43972 a 13657
43972 a
 
https://doi.org/10.1145/3316781.3317859

 -563 48400 a -563 48400 a
 
https://doi.org/10.1145/3445814.3446706

 19142 51720 a 19142
51720 a
 
https://doi.org/10.1145/3287624.3287704
https://arxiv.org/abs/1712.04722

 29283 55041 a 29283
55041 a
 
https://doi.org/10.23919/DATE.2018.8342181
https://doi.org/10.23919/DATE.2018.8342181


Towards Efficient Superconducting
Quantum Processor Architecture Design

Gushu Li , Yufei Ding, and Yuan Xie

1 Introduction

As a promising computational paradigm, Quantum Computing (QC) has been
rapidly growing in the last two decades and found its strong potential in many
important areas, including machine learning [1, 2], chemistry simulation [3, 4],
etc. In particular, the superconducting quantum circuit [5] has become one of the
most promising technique candidates for building QC systems [6–8] due to the
ever-increasing qubit coherence time, individual qubit addressability, fabrication
technology scalability, etc. Towards efficient superconducting quantum circuit
based QC systems, significant research has recently been conducted, ranging from
compiler optimization [9, 10] to periphery control hardware support [11, 12] and
device innovation [13, 14].

Despite these system optimizations, the performance of a superconducting
quantum processor is still highly limited by the amount of computational resources
on it. Researchers have been trying to integrate more qubits and qubit connections
on one superconducting quantum processor substrate. For example, IBM’s first
superconducting quantum chip on the cloud has 5 qubits with 6 qubit connections,
while its latest published chip has 20 qubits with 37 qubit connections [15].
Increasing the number of physical qubits on a superconducting quantum processor
allows programs with more logical qubits to be executed. Denser qubit connections
can increase the overall chip performance by reducing the overhead of qubit
mapping and routing [16–19].

Nevertheless, more qubits and qubit connections will, unfortunately, increase
the probability of defect occurrence on a chip, leading to lower yield rate and
blocking future development of larger-scale superconducting quantum processors.
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For example, the yield rate of a 17-qubit chip can be lower than 10% under state-
of-the-art technology [20]. Such a low yield rate comes from frequency collision, a
unique defect on superconducting quantum processors [20, 21]. The frequencies of
physically connected qubits may “collide” with each other when their values satisfy
some specific conditions. More qubit connections naturally increase the probability
of frequency collision and lower the yield rate.

To optimize both the yield rate and performance would be desirable, but it
is difficult in general due to the inherent trade-off between these two objectives.
Most previous efforts on them are direct device-level improvement [13, 14, 22, 23],
while little attention has been given to the architectural design of a superconducting
quantum processor. This study fills the gap by exploring the possibility of efficient
application-specific architecture design to reach an optimized balance between yield
rate and performance. Our vision is that an array of QC accelerators, each of
which is tailored to a specific application, is much more likely to be adopted in
the near term where computational resources are still limited before we can reach
a universal quantum computer (i.e., one quantum computer that runs all kinds of
quantum programs). Our design shares the same high-level spirit with the hardware
architecture designs in classical computing (e.g., machine learning [24, 25], graph
processing [26, 27]), but faces different scenarios because both the program patterns
and the hardware design space are different in QC.

In particular, we highlight two key challenges to be addressed before the
application-specific principle can be applied in superconducting quantum processor
design. First, we need to identify and abstract the computational pattern of
quantum programs that can guide the hardware architecture design. Prior quan-
tum program analysis studies [28–33] mainly focused on software or compiler
optimization and cannot extract appropriate information for hardware architecture
optimization. Second, the abstracted computational pattern must give guidance to
efficient architectural designs, which employ fewer computational resources with
physical constraints satisfied to achieve both high yield rate and performance.
Existing superconducting quantum processor design schemes cannot handle such
irregular/complicated application-specific architecture design tasks [34–38].

To overcome these two challenges, we design a systematic design flow to
automatically generate efficient superconducting quantum processor architecture
designs for different quantum programs (shown in Fig. 1). We first identify two
key computational patterns in quantum programs, coupling degree list and coupling
strength matrix. A profiler is built to automatically extract them from an input
quantum program. Both of them are critical to the program performance and
hardware yield rate, and thus optimizing their underlying architecture support can
potentially achieve a better balance between the performance and yield rate. We
then propose an architecture design flow, which comes with three key subroutines,
layout design, bus selection, and frequency allocation. Each subroutine focuses
on different hardware resources and must cooperate with corresponding profiling
results and physical constraints. We further propose an array of heuristics to ensure
the scalability and effectiveness of the architecture search process. Empirical studies
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show that these heuristics can find “near-optimal” solution in the reduced search
space.

In summary, this chapter makes the following contributions:

• We identify the optimization opportunity from the architecture level to push
forward the balance between performance and hardware yield rate for supercon-
ducting QC processors.

• We formalize an end-to-end design flow, equipped with a set of novel algorithmic
primitives, to automatically generate a series of application-specific architectural
designs under different hardware resource limits.

• Comprehensive experiments show that our design flow could outperform known
general-purpose designs with better Pareto-optimal results, e.g., magnitudes of
yield improvement with negligible performance loss.

2 Background

In this section, we will introduce the necessary QC basics for understanding the
following program profiling and superconducting quantum processor architecture
design.

2.1 QC Program Basics

A quantum program can be represented in the well adopted quantum circuit
model [39, 40]. We will start from the basic components in a quantum circuit and
then illustrate how they compose a quantum circuit.
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2.1.1 Logical Qubit and Quantum Operation

A quantum program consists of some logical qubits as variables and some quantum
operations which can modify the state of the qubits. Qubit is the basic information
processing unit in QC, which has two basis states denoted as |0〉 and |1〉. One qubit
can be not only the basis states themselves but also their linear combinations which
can be depicted by a vector in the Hilbert space. The state of the qubits can be
modified by quantum operations. The first type of quantum operation is unitary
operation, also known as quantum gates in the circuit model, which can implement
a unitary transformation on the qubit state. Quantum gates can be applied on single
qubit or multiple qubits. The second type is measurement operation, which forces
the qubits to collapse to basis states.

2.1.2 Quantum Circuit

Quantum circuit is a model of QC in which the computation is a sequence
of quantum gates and measurement operations. The state of the qubits is first
initialized and then manipulated by a sequence of operations. Single-qubit gates
and measurement operations are applied on individual qubits while two-qubit gates
are applied on two logical qubits. It has been proved that any multi-qubit gate can
be decomposed into a series of single-qubit gates and CNOT gates (a specific two-
qubit gate) [41]. This is also the basic gate set directly supported on IBM’s devices.
As a result, it is assumed that the quantum circuit has been decomposed and gates
with three or more qubits are not considered.

2.2 Superconducting Quantum Circuit Basics

All the qubits and quantum operations in a quantum circuit must be implemented in
a real physical QC system to execute the program. Here we focus on superconduct-
ing quantum processors with fixed-frequency Josephson-junction-based transmon
qubits [13] and all-microwave cross-resonance two-qubit gates [42] adopted by
IBM [36].

2.2.1 Physical Qubit and Frequency

Figure 2 shows the physical circuit and energy levels of a transmon qubit [13].
Due to the nonlinearity of the Josephson junction, the gaps between the energy
levels in this quantum anharmonic oscillator are different, which allows us to use
the ground state |0〉 and the first-excited state |1〉 as the computational basis without
populating other states. Suppose the energy gap between |0〉 and |1〉 for a qubit is
E01. The frequency of this qubit f01 is defined as f01 = E01/h, where h is the
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Planck constant. Similarly, we use f12 to represent the energy gap between |1〉 and
|2〉. For a typical qubit design with effective operations [21], f01 and f12 are about
5G Hz and 4.66 GHz, respectively. The anharmonicity of this qubit is defined to be
δ = f12 − f01, which is −340 MHz under this typical design [37, 43].

2.2.2 Qubit Layout

The superconducting physical qubits are confined on a two-dimensional planar
substrate. Although the qubit placement can be flexible, major vendors fabricate
the qubits in a regularized structure to ensure scalability and reduce the fabrication
complexity. For example, IBM’s 16-qubit and 20-qubit chips [44] placed their qubits
on the nodes of 2 × 8 and 4 × 5 lattices, respectively. Google’s 72-qubit chip placed
its qubits on some nodes of an 11 × 12 lattice [45].

2.2.3 Qubit Connection

To enable two-qubit gates between two physical qubits, resonators, also known as
qubit buses, are employed to connect nearby qubits [42]. For example, Fig. 2 shows
two types of commonly used buses. The first one is a 2-qubit bus connecting two
physical qubits. The second one is a 4-qubit bus, which connects four physical qubits
in a square together. The coupling graphs of these two types of buses are shown on
the right. Compared with a 2-qubit bus, 4-qubit bus supports two-qubit gates on not
only the four-qubit pairs on the edges but also two-qubit pairs on the diagonals.

2.2.4 Qubit Mapping

It is usually assumed that a two-qubit gate can be applied on arbitrary two logical
qubits in a quantum program but some two-qubit gates may not be executable due
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to the limited qubit connection on a superconducting quantum processor. On the
hardware side, this problem can be relieved by employing more physical qubit
connections so that two-qubit gates can be directly supported on more qubit pairs.
On the software side, a qubit-remapping compiler [46] can resolve the dependency
of the remaining unexecutable two-qubit gates while additional operations must
be introduced with longer execution time and higher error rate. Therefore, more
physical qubit connections can help with the overall performance by allowing native
two-qubit gates on more physical qubit pairs.

2.2.5 Fabrication Variation

Variation is inevitable when fabricating a superconducting quantum processor. If
a qubit is designed to have frequency f , the actual frequency after fabrication
will be f ′ = f + nf , where nf satisfies Gaussian distribution N (0, σ ). σ is the
fabrication precision parameter, which is around 130 MHz ∼ 150 MHz under IBM’s
state-of-the-art fabrication technology [36] and can be further calibrated to 14 MHz
using laser-annealing technology [47]. Such noise makes it hard to predict the post-
fabrication frequency precisely, which brings the probability of frequency collision.

2.2.6 Frequency Collision

When two or three qubits are connected, frequency collision may happen and
cause defects on the device. Figure 3 summaries seven qubit frequency collision
conditions in IBM’s devices [20, 36]. On the left is a table showing the conditions
and thresholds of different collision situations. Conditions 1, 2, 3, and 4 involve two
connected qubits (j and k). Conditions 5, 6, and 7 involve three qubits of which two
qubits (k and i) both connect to the other qubit j. The approximate equations and
the corresponding thresholds determine whether one frequency collision happens.
For example, if qubit j and k are connected and |fj − fk| < 17 MHz, then the first
condition is satisfied and frequency collision occurs. Note that the fourth condition

Fig. 3 Frequency collision conditions [20, 36]
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has no threshold because it is an inequality rather than an approximate equation. On
the right is a graphical illustration, showing the geometric locations of the qubits
that may have frequency collisions of different conditions in two subfigures. Each
circle represents one qubit and the gray square represents a 4-qubit bus connecting
the four surrounding qubits.

3 Quantum Program Profiling

The first step towards the development of an architecture-specific quantum pro-
cessor for both high performance and yield rate is to determine what program
information we should focus on. There are several different types of components in a
quantum circuit but not all of them will significantly affect the hardware design. Our
target program component(s) should satisfy two conditions: (1) the component’s
execution is a performance bottleneck which can be dramatically improved with
optimized hardware support, and (2) the component’s required hardware should
significantly affect the yield rate.

We found that two-qubit gates can be a key factor to bridge performance and
yield. To execute two-qubit gates on a quantum processor with limited qubit-to-
qubit coupling, a large number of additional operations are introduced to satisfy their
dependencies. But implementing two-qubit gates on two physical qubits requires
on-chip qubit connections which can lower the yield rate through increasing the
probability of frequency collision. Therefore, we give logical qubits and qubit pairs
priorities based on the number of two-qubit gates involved to help with the following
architecture design. Critical qubits and qubit pairs will have more hardware support
to improve the efficiency of the generated architectures.

These remaining components, single-qubit gates, initialization, and measurement
operations, do not involve qubit-to-qubit interactions and all happen locally on
individual qubits when they are implemented on hardware. As a result, hardware
support for these components will not affect the chip yield through frequency
collision.

3.1 Profiling Method

As discussed above, our profiling will focus on the logical qubits and the two-qubit
gates. Figure 4 shows an example to illustrate the profiling procedure. Suppose
we have a quantum circuit as shown in Fig. 4a. It has 5 logical qubits denoted by
q0,1,2,3,4. All of them are initialized to be |0〉. Then some single-qubit gates and
two-qubit gates are applied. Measurement operations are at the end.

We first ignore all single-qubit gates, initialization, and measurement operations.
Then we create a logical coupling graph, in which each vertex represents one logical
qubit in the circuit. Two vertices are connected by an undirected edge if there exists
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two-qubit gates applied on the two corresponding logical qubits. The weight of an
edge is the number of two-qubit gate instances on the two connected vertices. In
this example, Fig. 4b shows the generated graph for the example circuit. The weight
of the edge between vertex q0 and vertex q4 is 2 since there are two two-qubit
gates on q0 and q4. For all other edges, the weight is 1 because there is only one
two-qubit gate on each of those qubit pairs. The first profiling result is the weighted
adjacency matrix of the logical coupling graph, namely the coupling strength matrix.
The element with indices (i, j) represents the number of two-qubit gates between qi

and qj . Figure 4c shows the coupling strength matrix for the example circuit. Note
that coupling strength matrix is always a symmetric matrix.

The second result is coupling degree list. For each qubit, we sum the weights of
edges that connect to its corresponding vertex and define the number of two-qubit
gates applied on it as the coupling degree of one qubit. If one qubit is associated with
more two-qubit gates in a quantum circuit than other qubits, this qubit will use the
physical qubit connections more frequently when executing on the chip. Naturally,
we should pay more attention to those qubits with larger coupling degree. Therefore,
all qubits are placed in a sorted list, namely the coupling degree list. Figure 4d is the
coupling degree list in this example. The first one in this list is q4 because it has the
largest coupling degree. All qubits are in a descending order.

3.2 Gate Pattern Examples

In this section, we show the existence of distinct two-qubit gate patterns and discuss
the opportunity for application-specific architecture design with two examples.
Figure 5 shows their coupling strength matrices. On the left is an 8-qubit UCCSD
ansatz for VQE, a quantum simulation algorithm [4]. The high coupling strength
qubit pairs form a chain structure marked by a red rectangle. Q0 and Q1 have a large
number of two-qubit gates between them, as well as {Q1Q2, Q2Q3, · · · , Q6Q7}.
For other qubit pairs, the coupling strength is much lower (only about 10%). On the
right is a 15-qubit quantum arithmetic function [48]. The coupling strength among
Q0Q1 · · · Q5 are 0 since there are no two-qubit gates on any two of them. However,
there is a large number of two-qubit gates where one qubit is in the set Q7,8,9,10 and
the other qubit is in the set Q10,11,12 (marked by a red circle). The analysis of these
two motivating examples provides us two observations:
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Fig. 5 Qubit coupling strength pattern examples

1. The numbers of two-qubit gates on different logical qubit pairs can vary
dramatically in a real quantum program.

2. Different types of quantum programs can have different two-qubit gate patterns.

These observations suggest that quantum processors can be customized for
different programs with different patterns. An efficient architecture can focus on
supporting the high-density coupling in a quantum program to reduce the number
of connections on-chip. For example, a quantum processor with an 8-qubit chain
structure (8 qubits and 7 qubit connections) can immediately support most of the
two-qubit gates in the 8-qubit UCCSD ansatz program. The rest of the two-qubit
gates can be supported through remapping without introducing too many additional
operations because the total number of the remaining two-qubit gates is relatively
small. Such application-specific QC accelerators with simplified architectures can
be a more realistic goal in the near term than a general-purpose quantum processor
with a large number of hardware resources.

4 Architecture Design

After a quantum circuit is profiled, a straightforward quantum processor architecture
for such a circuit is to organize the on-chip qubits and qubit connections directly
based on the logical coupling graph. However, we must consider the physical
constraints for a practical architecture. For example, a logical coupling graph may
not be perfectly fabricated on hardware since the allowed connections among
superconducting qubits are very limited. Moreover, we hope to improve the yield
rate by delivering architecture designs with fewer hardware resources. Therefore,
the proposed hardware design flow must not only invest more hardware resource on
frequent operations based on the profiling results, but must also obey the physical
constraints on the hardware components arrangement.
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To accomplish such a complicated task in a scalable way, we decouple the
hardware design procedure into three subroutines and each subroutine focuses on
different architecture components, i.e., qubit layout, connection, and frequency.
For each subroutine, we first review the difficulty and the physical constraints
considered. Then we discuss the design objectives, and how they are achieved in
the proposed design algorithms.

4.1 Layout Design

The first step is to determine where to place the qubits. To ensure scalability and
modularity, we follow the convention from major vendors introduced in Sect. 2 and
will only place qubits on the nodes of a 2D lattice. We start from a large 2D lattice,
in which each node is initialized to be empty (Fig. 6a). Then physical qubits can be
placed in the empty nodes and one node can contain at most one qubit.

There are many ways to place a given number of qubits on a 2D lattice. For
example, 16 qubits can constitute a 4 × 4 lattice, a 2 × 8 lattice, or other more
irregular structures. But we need to select one-qubit layout that is most suitable for
executing the program, i.e., most operations can be directly supported or indirectly
supported with low overhead. The objectives of this qubit layout design subroutine
are summarized as follows.

• Since we need to consider the profiling information, we create a pseudo mapping
between logical qubits in the profiled program and the physical qubits in
hardware architecture to be delivered. For two logical qubits with a large number
of two-qubit gates between them, we hope to place their corresponding physical
qubits in adjacent nodes so that later those two-qubit gates can be directly
supported by the connection between the two physical qubits.

• One physical qubit can only have a limited number of directly connected qubits.
For those two-qubit gates that cannot be directly supported, we hope to reduce
the amount of additional operations introduced for remapping the qubits.
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Fig. 6 (a) Empty lattice, (b) qubit placement example
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We propose a coupling-based qubit placement algorithm to determine the geo-
metric locations of the qubits on a 2D lattice (pseudocode shown in Algorithm 1).
We illustrate the algorithm with an example in Fig. 6. First, we put the first qubit
in the coupling degree list, q4, on one node of the 2D lattice. Since the initial 2D
lattice is empty, the location of q4 does not matter. We set the geometric coordinate
of the first qubit to be (0, 0) and then place the rest qubits around q4. q4 has four
neighbors, q{0,1,2,3}, in the logical coupling graph. We need to select the next one
to place. By checking the coupling degree list, we can see that q0 is the one with
the largest coupling degree. The node occupied by q4 has four equivalent adjacent
nodes and we can place q0 on any of them. In this example, we select the node to
the north of q4 with coordinate (0, 1). Such an algorithm design ensures that the
strongly coupled qubit pairs are given higher priority and placed on adjacent nodes,
accomplishing the first objective mentioned above.

Then we need to place q1 since its coupling degree is larger than that of q2 and
q3. q1 is connected to both q4 and q0 so that we need a more sophisticated way to
evaluate all potential nodes for q1. We use the function in line 13 of Algorithm 1 to
find the node that can make q1 close to its strong coupled neighbors in the logical
coupling graph. This function is the summation over all q1’s placed neighbors. Each
term in the summation is the product of the coupling strength between q1 and one
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logical coupling neighbor q ′ and the Manhattan distance between the evaluated node
location and the location of q ′. After evaluating all the empty nodes that are adjacent
to placed nodes q4 and q0, we will find that the nodes on the east and west of q4 are
the best ones because they are closest to q4 but not far away from q0. Here we select
the one on the west of q4 with coordinate (−1, 0). This summation function can
help reduce the number of operations for later remapping and achieve the second
design objective.

The remaining qubits can be placed in a similar procedure until all the qubits
have been placed on the 2D lattice. In this example, q2 and q3 are placed on the
nodes with coordinates (0,−1) and (1, 0), respectively. All the qubits have their
locations (coordinates) on a 2D lattice where we can fabricate one physical qubit on
each occupied node. Finally, the nodes with no qubits are removed.

4.2 Bus Selection

In the second step, we need to connect the placed physical qubits to enable two-
qubit gates. The difficulty comes from the large size of the design space. For N

qubits, there are
(
N
2

)
distinct qubit pairs. Any of them can be either connected

or disconnected so that there are 2(N
2) different cases. Even after considering the

nearest neighbor coupling constraint in which one qubit can only connect with few
qubits around it on the lattice, the size of the design space is still O (exp (N)).
More importantly, more qubit connections will improve the performance but lower
the yield rate in general so that we need to identify those connections with the most
potential performance benefit in a very large design space.

We simplify the connection design problem by considering two types of common
buses, 2-qubit bus and 4-qubit bus (shown in Fig. 2). These two types of buses
naturally fit in the 2D lattice qubit layout and can be easily fabricated because at
most 4 nearby qubits are connected by one bus. After placing the qubits on a 2D
lattice in the first step, 2-qubit buses can be directly generated on the edges that
connect two occupied nodes but the qubits on a diagonal of a 4-qubit square can
never be connected with only 2-qubit buses. Replacing some 2-qubit buses with
4-qubit buses could provide more qubit connection by trading in yield rate while
it is not yet clear where to apply the 4-qubit buses can achieve the Pareto-optimal
results. The bus selection subroutine was proposed to identify the locations for 4-
qubit buses. Other potential bus designs are left as future research directions and
will be discussed in Sect. 6.

Instead of considering the nodes in a 2D lattice, we consider the squares that are
naturally formed by the edges in the 2D lattice. Each square can be configured to 2-
qubit bus or 4-qubit bus. Now the problem is on which squares we should use 4-qubit
buses. The size of search space, even for this 4-qubit bus square selection problem, is
still O (exp (N)). But the simplification allows us to design high-quality heuristics
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Fig. 7 (a) Prohibited
condition, (b) corner case, (c)
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to guide the selection. Before introducing our solution, one additional prohibited
condition must be considered.

4.2.1 Prohibited Condition

One physical constraint that we must consider when applying 4-qubit buses is that
we cannot have 4-qubit buses in two adjacent squares. The reason is explained with
the example in Fig. 7a. Suppose we have two adjacent squares and both of them are
using 4-qubit buses. Then there will be two physical connections between qubits i

and j . When we use one of the connections, the other one will bring unexpected
effects so that employing 4-qubit bus in one square will immediately block using
4-qubit buses in any of its adjacent squares.

Considering the physical constraints mentioned above, the objectives of this step
are summarized as follows:

• Since adding more qubit connections will increase the probability of frequency
collision and lower the yield, we hope to apply 4-qubit buses on those squares
that can benefit the performance most. In other words, the additional connections
are expected to directly support as many two-qubit gates as possible.

• Applying 4-qubit bus in one square will block adjacent squares, making it
impossible to directly support some two-qubit gates in those blocked squares.
This effect should also be considered when selecting the 4-qubit squares.

We propose a 4-qubit bus selection algorithm to select some squares for 4-qubit
buses (pseudocode shown in Algorithm 2). In each iteration, one square that could
benefit most from a 4-qubit bus will be selected. Users can specify the maximum
number of 4-qubit buses they hope to have. By varying the number of selected
squares, a series of architectures can be generated with a trade-off between yield
and performance.
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To find the most fitting square, we first need to calculate how much one square
could benefit from a 4-qubit bus. Since the difference between a 2-qubit bus square
and a 4-qubit bus square is whether the qubit pairs on the diagonals are connected,
we define the cross-coupling weight for each square as the sum of the coupling
strength of the qubit pairs on the diagonals. For the example in Fig. 7c, the cross-
coupling weight of the green square is the coupling strength of (q0, q3) plus that
of (q1, q2). A corner case in the coupling weight computation is the square with
only 3 qubits (shown in Fig. 7b). In such squares, 4-qubit buses can naturally reduce
to 3-qubit buses which support coupling between any two of the three connected
qubits. The weight of a 3-qubit square is only the weight of logical coupling between
the two qubits on one diagonal since the other diagonal only has one qubit. For
example, the weight of the 3-qubit square in Fig. 7b is the (i, j) element in the
coupling strength matrix. Except for this small modification, 3-qubit squares are
treated equally as other 4-qubit squares in our bus selection step. This cross-coupling
weight can estimate the potential benefit of applying 4-qubit bus in one square and
realize the first objective.

However, the cross-coupling weight is not accurate enough to evaluate the benefit
of 4-qubit for a square because the prohibited condition is not yet considered. We
design a filter to apply this constraint. For each square, the filtered weight is its
original cross-coupling weight minus all its neighbors’ weights. For example, in
Fig. 7c, the filtered weight of the green square is its original weight minus the
weights of the four blue squares. This filter can take the prohibited condition into
consideration and achieve the second objective.

After applying the filter, we will select one square with the highest filtered
weight. Then we will label the selected square and its adjacent neighbors so that
it will no longer be available for future 4-qubit buses. We also change their weights
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to zero because they should not affect the 4-qubit selection among the remaining
squares. The algorithm will iterate again to select the next square until there are no
more squares available or we have already applied enough number of 4-qubit buses.

4.3 Frequency Allocation

After the two steps above, we now have a complete coupling topology design of
a superconducting quantum processor. In the third step, we need to designate the
pre-fabrication frequency of each qubit. A regular frequency designation [36] will
assign several different frequencies to the qubits in a repeated pattern. However,
the generated qubit layout and connection in our design flow can be irregular since
more hardware sources are invested in locations that can benefit the performance
most. Thus, we need a more flexible frequency allocation scheme to leverage this
unbalanced qubit layout and connection. The objective of this step is to minimize
the probability of post-fabrication frequency collision and improve the yield rate.
The physical constraints are the frequency collision conditions in Fig. 3.

Finding the qubit frequency allocation plan to maximize the yield rate is a hard
problem. The complex collision conditions make it difficult to find an analytic
expression for the yield rate and a brute-force search over all possible frequency
configurations will be very time-consuming. For example, if there are M candidate
frequencies for each qubit and we have N qubits in total, the total number of possible
frequency configurations is MN . For each of these potential configurations, we need
to run a yield simulation (introduced in Sect. 4.3.1) and then select the one with
maximal yield rate. This method is not acceptable due to its high complexity. We
propose to optimize the qubit frequency allocation algorithm based on the facts that
(1) the physical qubits in the geometric center of the qubit lattice are more likely to
be involved in a frequency collision since they usually have more qubit connections,
and (2) frequency collision only happens among nearby qubits.
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Fig. 8 Breath first frequency allocation

Our algorithm determines the qubit frequencies from the center to the periphery
(pseudocode shown in Algorithm 3). Since this step is purely about hardware, the
input of our algorithm is only the qubit location and connection generated from the
previous two subroutines. To reduce the manufacturing difficulty and help prevent
the collision condition 4, we follow the convention from IBM and set an allowed
frequency interval 5.00 GHz to 5.34 GHz. All pre-fabrication frequencies are limited
within this interval. First, we locate the qubit that is closest to the center of the qubit
lattice and assign its frequency to be the center of the allowed frequency interval.
Then we apply breadth-first traversal on the coupling graph from the first qubit in
the center. For example, q5 is the center qubit in the example shown in Fig. 8. In
the breadth-first traversal, we will first access q4,9,10,6,1 as shown on the right. Each
time we access one new qubit, we will immediately determine its frequency. A list
of candidate frequencies is prepared. In this study, the candidate frequencies are
5.00, 5.01, 5.02, . . . , 5.33, 5.34 GHz to achieve an accuracy of 0.01 GHz. We can
also have more candidate frequencies but it will take more time to evaluate all of
them.

To evaluate a candidate frequency on a new qubit, we temporarily assign the
candidate frequency to the new qubit and then simulate the yield rate within its
local region. The local region of a qubit is defined as a sub-graph of the original
chip coupling graph in which a qubit may collide with the new qubit. For example,
in Fig. 8, when we are searching for the best frequency of q12, the local region
is marked in blue. Note that it is necessary to consider two hops when allocating
frequency for one qubit because the frequency collision conditions in row 5, 6, and
7 of Fig. 3 involve 3 connected physical qubits. Qubits not in this region like q5
cannot collide with q12. We will select the frequency with the maximal yield rate
and assign it to the new qubit. Now the time complexity of the frequency allocation
algorithm is O (MN) where M is the number of candidate frequencies and N is the
number of qubits.

4.3.1 Yield Simulation

We developed a yield simulator based on IBM’s yield model [20, 36]. The
fabrication process can be modeled by adding a Gaussian noise N (0, σ ) to the pre-
fabrication frequency of a qubit to generate its post-fabrication frequency where
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σ is the fabrication precision parameter. For a given superconducting quantum
processor design, we estimate its yield rate through Monte Carlo simulation.
Each time we will simulate if one fabrication is successful. We first generate the
post-fabrication frequencies by adding a random noise sampled from Gaussian
distribution mentioned above. Then we check if any frequency collision condition
listed in Fig. 3 occurs in the post-fabrication frequencies. If so, this fabrication
fails. Otherwise, it is successful. All possible cases are taken into account. For
example, we will examine the two frequencies of all connected physical qubit pairs
for condition 1, 2, 3, and 4. If they meet any one of the inequalities of the conditions,
frequency collision is considered to occur in this simulation. This simulation process
is repeated many times. The yield rate can be estimated by the ratio between the
number of successful simulations and the total number of simulations.

5 Evaluation

To demonstrate that the proposed application-specific architecture design flow can
deliver hardware designs with better Pareto-optimal results in terms of performance
and yield rate, we conduct experiments over various benchmarks to show not only
the overall improvement but also the breakdown of benefits from each of our
hardware design subroutines.

5.1 Experiment Setup

5.1.1 Benchmarks

Twelve quantum programs are collected from IBM’s Qiskit [49] and RevLib [48], or
compiled from ScaffCC [28]. These benchmarks cover several important domains
(e.g., simulation, arithmetic) and have various sizes (from 7- to 16-qubit) for a
versatility test of the proposed design flow.

5.1.2 Metrics

To evaluate the efficiency of an architecture, we need both the yield rate and
performance. An architecture with a higher yield rate can be successfully fabricated
with fewer attempts, indicating a lower hardware cost. In our experiments, the yield
rate is simulated with IBM’s yield model [20, 36] as introduced in Sect. 4.3.1. For
the performance evaluation, we adopt the total post-mapping gate count metric
widely used in previous studies [16–18]. More gates lead to longer execution time
and a larger probability of error on QC devices. If a hardware architecture could
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execute the program with fewer gates, then its performance is considered to be
better.

5.1.3 Yield Simulation Configuration

The number of trials in the Monte Carlo simulation for each architecture is 10,000∼
100,000, which is 10 ∼ 100× of that used in IBM’s experiments [20, 37, 50] to
ensure the simulation accuracy. The fabrication precision parameter σ is set to be
30 MHz, a realistic extrapolation of progress in hardware by IBM [36, 37]. IBM
has improved the σ from 200 MHz [51] to 130 MHz [36] in the last few years
and 30 MHz is a reasonable projection to achieve a useful yield as predicted by
IBM [37].

5.2 Experiment Methodology

To illustrate the benefit of our design flow, five experiment configurations are
designed to show the overall improvement and the performance/yield trade-off
gain at each of the three subroutines in Sect. 4. Among them, gp is a set of
general-purpose architectures not tailored for any applications. The remaining four
configurations are application-specific architectures generated by the entire or part
of the proposed design flow.

gp We use 4 regular design schemes as the baseline configuration for general-
purpose architectures. It has two layout options, a 2 × 8 lattice with 16 qubits,
and a 4 × 5 lattice with 20 qubits. The qubit connection design can be either 2-
qubit bus only or using 4-qubit buses as many as possible. In total, there are four
architectures combining the layout and connection options and they are labeled by
(1)–(4) in Fig. 9. The frequency allocation scheme is a 5-frequency scheme [36, 37].
The five frequencies are an arithmetic progression from 5 GHz to 5.27 GHz and their
arrangement is also in Fig. 9.

eff-full We apply all three subroutines and generate a series of efficient
superconducting quantum processor architectures by varying the number of 4-qubit
buses. The number of designs we can obtain for a quantum program depends on the
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Fig. 9 Baseline qubit frequency, layout, and connection designs
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number of qubits as more qubits can provide more squares to apply 4-qubit buses
in the generated layout. In this study, we obtain the eff-full data series through
iterating over all possible numbers of 4-qubit buses in the second subroutine for bus
selection. This experiment can show the overall architecture design improvement
when comparing with the baseline gp.

eff-5-freq We only apply the first two subroutines to generate qubit layout
and connection design but the frequency allocation is done with the 5-frequency
scheme in the baseline gp. The yield benefit from the proposed frequency allocation
algorithm can be demonstrated by comparing with results from eff-full.

eff-rd-bus We keep the first and the third subroutines but randomly select some
squares to employ 4-qubit buses with the prohibited condition constraint satisfied.
This will demonstrate the effect of our filtered-weight-based 4-qubit bus selection
algorithm by comparing with results from eff-full.

eff-layout-only We apply our profiling method and perform a layout design.
The connection design has two options. One is only using 2-qubit buses. The other is
using 4-qubit buses as much as possible. The frequency design follows the baseline
gp. The benefit of our layout optimization can be shown when comparing with the
results from gp.

For each benchmark, we run all the five configurations to generate different
superconducting quantum processor architectures with different yield rates. Then
we apply one state-of-the-art qubit mapping algorithm [18] on these architectures
to obtain the total number of gates when running the generated or baseline
architectures.

5.3 Overall Improvement

Figure 10 shows the result of yield and performance for all benchmarks and the
five experiment configurations. There are 12 subfigures and one subfigure contains
the results of the five experiment configurations for one benchmark. The X-axis
represents the normalized inversed post-mapping gate count. Data points on the
right represent fewer post-mapping gates and have better performance. The Y-axis
represents the yield rate and data points on the top have higher yield rates. The
legend at the bottom of Fig. 10 shows the markers for the five configurations. The
data points for the four designs in the baseline are labeled by (1), (2), (3), and (4),
according to Fig. 9.

5.3.1 Optimality

The optimal solution in our evaluation means the Pareto-optimal solution in terms of
post-mapping gate count and yield rate. A series of architectures with better Pareto-
optimal results can be generated by our design flow as the data of eff-full is on
the upper right of gp. The most simplified designs (the most left top blue triangle
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Fig. 10 Yield v.s. normalized reciprocal of post-mapping gate count

data point in eff-full, zero 4-qubit buses) generated by our design flow outperforms
the 16-qubit baseline design (data point (1) in gp ) without 4-qubit buses in both
performance (∼7.7%) and yield rate (∼4×). Compared with the 16-qubit baseline
with four 4-qubit buses (data point (2) in gp), our designs with zero 4-qubit buses
achieve over 100× better yield rate with <1% performance loss. On the other
side, compared with the 20-qubit chip design with six 4-qubit buses (the baseline
design with the most hardware resources, data point (4) in gp), the designs with the
maximum number of 4-qubit buses generated from our design flow (the data points
on the most bottom right in eff-full) have over 1000× yield rate improvement on
average with only about 3.5% performance loss.

5.3.2 Controllability

The proposed design flow can easily control the trade-off between yield and
performance by only changing the number of 4-qubit buses without traversing
across, or sampling a large number of designs in, the entire search space. Depending
on the number of qubits in different target programs, we can trade in around
10× ∼ 50× yield rate for 10% ∼ 33% performance improvement.
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5.3.3 Special Case

The results of ising_model are significantly different because the logical qubit
coupling in this benchmark forms a chain structure. The mapping algorithm can
always find the perfect initial mapping without inserting additional operations. As a
result, the post-mapping gate count is the same for all tested hardware architectures.
All data points for this program lie in one vertical line. Only one architecture is
generated from our design flow because there is no need to add 4-qubit bus. All the
two-qubit gates can be executed through the edges on the 2D lattice. There are no
two-qubit gates applied on two qubits on a diagonal because of the chain coupling
structure. In this case, 4-qubit buses can only lower the yield rate without improving
the performance.

5.4 Effects from Individual Subroutines

The overall improvement has already been discussed, but one interesting question is
how much improvement the layout and connection optimization contribute and how
much comes from the optimized yield allocation directly. The five configurations
decouple the proposed design flow and provide a breakdown of the effect of
individual subroutines.

5.4.1 Effect of Layout Design

The difference between gp and eff-layout-only illustrates the effect of layout
design since the rest two subroutines are the same. An architecture with more
hardware resources is expected to provide higher performance by allowing more
flexibility in qubit mapping. But our optimized layout design could use comparable
or fewer hardware resources while the performance can be even better. For example,
we compare the 2-qubit bus only data point (the upper left one) with the 16-qubit
baseline with four 4-qubit buses (labeled by (2) in each subfigure). eff-layout-only
provides better or comparable performance most of the time with about 35× yield
improvement on average. The improvement at this step depends on the program
size and programs with fewer qubits will use fewer qubits and connections in an
optimized architecture. This result proves that our layout design could generate
qubit layout with high performance but using much fewer hardware resource for
different programs.

5.4.2 4-Qubit Bus Selection Quality

By comparing the results from eff-full and eff-rd-bus, we can see that the
architectures generated from our bus selection algorithm are better than that of
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random selection in trading in yield for performance most of the time. The data
points of eff-rd-bus reveal the distribution of the yield and performance sampled
from random bus designs. Note that the performance of eff-rd-bus is usually
confined by the two data points in eff-layout-only because adding connections
can improve the performance most of the time. For most benchmarks except qft, the
results from eff-full are close to the upper bound formulated by the random samples,
which shows that our weight-based bus selection could generate a series of near
Pareto-optimal hardware architectures with various numbers of qubit connections.

The result of qft is much worse than that of other programs due to the unique
uniform two-qubit gate pattern in this program. The number of two-qubit gates
between arbitrary two logical qubits is always two in qft. Therefore, all non-diagonal
elements in the coupling strength matrix of the qft program are two. Then in bus
selection subroutine, all the squares share the same weight and the weight-based
selection is the same as random selection.

For the two small benchmarks, sym6 and UCCSD_ansatz, the number of
available squares in the generated qubit layout is small and there are very few
options when applying 4-qubit buses. Therefore, most of the architectures generated
from the random 4-qubit bus selection are the same as those from the proposed
design flow, which makes the results from eff-full and eff-rd-bus very close.

5.4.3 Frequency Allocation Optimization

By comparing eff-full and eff-5-freq, we can see that the proposed frequency
allocation algorithm provides about 10× yield rate improvement on average. This
improvement is slightly worse when the yield from the baseline 5-frequency is
already high, e.g., results from sym6 and UCCSD_ansatz. The fabrication variance
makes the ideal yield 100% unreachable and it is hard to optimize yield when it is
already high.

6 Discussion

In this chapter, we studied application-specific efficient superconducting quantum
processor design. In particular, we formalize the architecture design for supercon-
ducting quantum processors with three key steps, each of which comes with an
optimization subroutine. This is the first attempt, to the best of our knowledge, to
identify the optimization opportunity from the architecture level to push forward
the balance between QC performance and hardware yield rate. Effort towards
this direction can be of significant demand in the near-term QC with limited
computational resource and immature fabrication technology.

Although we show that improved Pareto-optimal designs can be generated with
a static program analysis and three optimized design algorithms, several future
research directions can be explored as with any initial research.
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6.1 Improving Profiling Method

This study focused on the logical qubit coupling topology in a quantum program
but other patterns may also be leveraged. We omitted the temporal information
of the two-qubit gates and all information about other program components. But
the locations of two-qubit gates in a quantum program may also be leveraged for
finer-grained evaluation of the coupling strength for different logical qubit pairs at
different times during the execution. The single-qubit patterns can also help with
the basic gate set design.

6.2 Exploring More Design Space

In the proposed design flow, the number of physical qubits is the same as that of
logical qubits for higher yield rate. However, we can still add auxiliary physical
qubits since they can also be used during the qubit routing, trading in more yield
rate for higher performance. How to add auxiliary qubit to appropriate locations
and how to connect them are interesting problems to explore in the future. To ensure
modularity and scalability, the qubits are forced to be embedded in a 2D lattice and
only consider two types of buses lying in the lattice. However, the qubit placement
and connection could be more flexible if we trade in part of the scalability. For
example, one bus could also connect more than four qubits [52]. The design space
in this direction is not yet explored.

6.3 Optimizing Frequency Allocation

This study tried to optimize the qubit frequency selection from the center to
periphery and only searched for the optimal frequency for one qubit, resulting
in a sub-optimal frequency allocation. A global optimization like formal methods
can be explored to further optimize the frequency allocation result. One alternative
approach to resolve the frequency collision issue is to use flux-tunable transmon
qubits [22], of which the frequencies can be dynamically tuned with additional
control signals. The design trade-off of different types of qubits is not yet explored
and additional signals bring more noise and increase the control complexity. The
proposed design flow is still valuable even with frequency-tunable qubits because
the simplified architectures with fewer the on-chip connections can not only reduce
the fabrication complexity but also benefit the overall performance by lowering the
crosstalk error.
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7 Related Work

This study ranges across multiple topics, i.e., program profiling, superconducting
processor design, application-specific design, qubit mapping. We briefly introduce
related work for all of them.

7.1 Application-specific Design

The closest related work is SPARQS, a superconducting planar architecture pro-
posed by Wilhelm et al. [34, 35] targeting a specific Fermi-Hubbard model
simulation program. However, they only provide an implementation-independent
design from theoretical physics level. This study formalizes a systematic end-to-
end design flow with automatic program profiling and realistic physical constraints
included, for the first time. With no limitation on the target program, we can generate
a series of Pareto-optimal hardware architecture designs in a controllable way.

7.2 Quantum Program Profiling and Analysis

Program profiling and analysis are very important for software and compiler
optimization. Previous works on quantum program analysis [28–33] have studied
entanglement, termination, non-cloning checking, etc. The profiling method in this
study is proposed to guide the hardware design, fulfilling a different goal.

7.3 Superconducting Quantum Processors

As one of the most promising candidate technologies to implement QC, super-
conducting quantum techniques have been employed in two mainstream QC
computational models. The circuit model based processors [44, 45, 53] support
quantum circuit model [40] and the quantum annealers [54] can implement adiabatic
QC [55]. Their programming model and hardware architecture are different for these
two QC approaches. The design flow in this study is proposed for circuit model
based quantum processors while efficient quantum annealer design can be a future
research direction.
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7.4 Qubit Mapping

Formal and heuristic methods have been attempted to solve this problem [16–
18, 56, 57] and minimize the total gate count. Recently several studies [10, 58, 59]
have applied the actual gate error rates for fine-grained optimization. All these
optimizations are pure software-level modification. This study attempts to improve
the performance by reducing the mapping overhead from the hardware level. We
adopt the gate count metric to estimate the mapping overhead since our experiments
are performed on artificial hardware architectures.

8 Conclusion

The demand for larger computational capability in a superconducting quantum
processor naturally calls for more hardware resources which will also increase
the design complexity and lower the yield rate. This study explored application-
specific architecture design for superconducting quantum processors to achieve both
high performance and higher yield rate. Gate patterns in a quantum program can
be extracted by the proposed profiling method and then utilized in the follow-up
hardware architecture design. Three subroutines are designed to generate the qubit
layout, connection, and frequency, respectively, with physical constraints taken
into consideration. Experimental results show that the proposed design flow could
deliver architectures with both high yield rate and performance automatically for
different applications except those with extremely special gate patterns.
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Quantum True Random Number
Generator

Abdullah Ash Saki, Mahabubul Alam, and Swaroop Ghosh

1 Introduction

Quantum computers are well-suited for true random number generation due the
presence of superposition property. A quantum bit or qubit can be constructed with
equal probabilities in the superposition of |0〉 and |1〉, i.e., |ψ〉 = (|0〉 + |1〉)/√2.
As a result, reading this qubit multiple times will produce 0s and 1s with equal
probability. This insight can be used to create a TRNG. It may seem like a simple
concept, but contemporary quantum computers have noise concerns that complicate
matters.

1.1 Motivating Study

Figure 1a illustrates a TRNG quantum circuit. It entails using a single-qubit
RY(π/2) gate on a qubit in the 0 state. The RY gate rotates the Bloch sphere by
90◦ degrees around the Y-axis, putting the qubit in equal superposition. Note that
we can utilize each qubit in a quantum computer, e.g., IBMQX2 (QX2), IBMQX4
(QX4), and IBMQ_16_Melbourne (IBMQ16), (Fig. 1b) to generate random bits. In
a superposition state, P(0) and P(1) are equal (Fig. 1c). However, present quantum
computers are noisy and prone to several errors, including gate error and readout
error (noise and error are used interchangeably in this chapter). Figure 1d and e
depicts the single-qubit gate error and readout error for each qubit in IBMQX4
collected over 43 days. The plots signify that the qubits are erroneous, and the
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Fig. 1 (a) Circuit for creating superposition state, (b) qubit connectivity graph of IBMQX2,
IBMQX4, and IBMQ16, (c) Bloch sphere representation of the superposition state of the qubit
in ideal case such that P(0) = P(1). Temporal and spatial variation of (d) gate error and (e)
readout/measurement error, (f) Skewed qubit state due to various errors

error rates demonstrate both spatial and temporal variation. These errors cause
the superposition state to depart from the ideal situation, resulting in an uneven
probability of |0〉 and |1〉, as conceptually displayed by Bloch sphere Fig. 1f.
Experimental results also corroborate this intuition. The ideal TRNG circuit in
Fig. 1a, when ran on Q1 of a real quantum computer IBMQX4, generated highly
uneven 1/0 ratio (Fig. 2a). Additionally, we undertake quantum state tomography
(QST) [1] experiments on IBMQX4’s qubit Q1 and reconstruct the qubit state’s
density matrix. In Fig. 2b, the real-part of the reconstructed density matrix is
displayed. The diagonal elements of the density matrix represent the probability of
the pure states |0〉 and |1〉 and should ideally be 0.5 for the equal superposition state
(Due to a finite number of samples such as 8192 shots used in the experiments,
it may not be exactly 0.5). The diagonal elements, on the other hand, depart
significantly from their expected values of 0.5 each, with the likelihood of 0 being
significantly larger than 1. It appears that this observation is consistent with the
highly skewed (less than 1) 1-to-0 ratio depicted in Fig. 2a. Additionally, we execute
QST on two more publicly accessible IBM quantum computers (Q0 of IBMQX2
and Q2 of IBMQ16) and reconstruct the density matrix in each case (Fig. 2b). As
expected, the diagonal elements diverge from the expected value of 0.5 (the amount
of deviation varies due to error rate variations among devices).
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Fig. 2 (a) Experimental 1-to-0 ratio from Qubit-1 (Q1) of IBMQX4 showing major deviation from
the ideal value of 1.0, (b) reconstructed density matrix using quantum state tomography performed
on Q1 of IBMQX4, Q0 of IBMQX2, and Q2 of IBMQ16, and (c) conceptual depiction of the
proposed idea where a gate parameter other than the ideal value of π/2 is used to restore the 1-to-0
ratio close to 1.0

1.2 Proposed Approaches

The above discussion indicates that obtaining dependable random numbers from
near-term QC is a difficult problem. With the aid of the Bloch sphere, we can
conceptualize the problem and design a solution. The imbalance in the 1/0 ratio tells
us that a π/2 rotation along Y-axis is not placing the qubit at the equator of the Bloch
sphere, which is the equal superposition state. Intuitively, a different rotation angle
than π/2 may compensate for the error and place the qubit in an equal superposition
(Fig. 2c). On the other hand, the search for the optimal parameter value necessitates
systematic exploration procedures. One such approach, used in this chapter, is the
hardware-in-the-loop technique where a TRNG circuit on a QC and an optimizer
on a classical computer iterates in a loop. The loop continues until a gate parameter
results in a 1/0 ratio close to 1. While the hardware-in-the-loop technique provides
optimal parameter selection, the loop may require several iterations to converge.
We incorporate a regression-based machine learning algorithm to expedite the
search process. The model accepts error rates as input and outputs the optimal
gate parameter value. The model is developed using synthetic training data obtained
through error characterization experiments and simulations, which are designed to
quantify the TRNG’s sensitivity to various noise sources. Additionally, we use a
combination of hardware-in-the-loop and machine learning to further optimize the
parameter.
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1.3 Chapter Contribution

• We evaluate several noise processes to determine their actual impacts on the
rotation-based TRNG.

• We propose optimizing quantum gate parameters to adjust for nefarious noise
effects.

• We develop a regression-based machine learning model to predict optimized gate
parameters and minimize classical optimization overhead.

• We propose the fusion of machine learning-based prediction with hybrid
quantum-classical optimization to fine-tune the gate parameter for best results,
and finally,

• We run tests from NIST statistical test suite to quantify the quality improvement
of TRNs with the proposed approach.

1.4 Chapter Organization

The rest of the chapter is organized as follows: Sect. 2 presents the characterization
of various noise sources for TRNG application using real-device experiments
and simulations. The details of machine learning assisted parameter optimization
methodology along with the quantum-classical hybrid optimization approach are
elucidated in Sect. 3. The key results and discussions are presented in Sect. 4.
Conclusions are drawn in Sect. 5 along with future outlook.

2 Characterizing Noise for TRNG Application

2.1 Readout Error

Accurately characterizing the readout/measurement error requires conducting a
series of experiments and creating a measurement error characterization matrix
(R) from the findings. As readout errors are bit-flip in nature, the characterization
involves finding the bit-flip probabilities of states |1〉 and |0〉, for a single qubit.
Thus, the measurement error characterization matrix for a single qubit is a 2 × 2
matrix as shown in Fig. 3a. An element of the matrix, Mxy , means the probability of
measuring state “x” while the qubit is prepared in state “y.”

To find the bit-flip probabilities for a single qubit, the qubit is repeatedly prepared
in states |1〉 and |0〉 and measured. Circuit—I and II in Fig. 3a show the circuits for
preparing a qubit in states |1〉 and |0〉, respectively. In IBM systems, a qubit always
starts from the |0〉 state. Therefore, to prepare the qubit in state |1〉, a quantum
NOT (X) gate is applied on the qubit in the circuit—I in Fig. 3a. Suppose a qubit is
prepared state |1〉 and measured 8192 times out of which 1 is recorded 7000 times
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Fig. 3 (a) Circuits for characterizing readout error and experimental readout characterization
matrices for each qubit of (b) QX4, QX2, and (c) Q16. The results show qubit-to-qubit and chip-
to-chip variations. For example, 1s flip more than 0s in Q1 of QX4, which supports a ratio biased
to 0 in Fig. 1g. (� = Diff. of diagonals)

and 0 is recorded 1192 times. Therefore, the bit-flip probability of state |1〉, i.e.,
M01, will be 1192/8192 ≈ 0.15 (similarly, M11 for this example is 7000/8192 or
1 − M01 ≈ 0.85).

Figure 3b and 3c show the measurement characterization matrix (R) for each
qubit of 3 IBM machines, namely, IBMQX4, IBMQX2, and IBMQ16.

Note that the data from the circuit—I is affected by both gate error (from the X
gate) and readout error. As the circuit comprises just 1 single-qubit gate, and single-
qubit gates in IBM systems have a substantially lower error rate, we may infer that
the divergence in data is largely due to readout error.

2.1.1 Skew in 1-to-0 Ratio Due to Readout Error

For the TRNG application, the difference between M00 and M11 (not the absolute
values) dictates the asymmetry in the 1/0 ratio. When the difference is small, both
1 and 0 flip with equal (or close to equal) probabilities leading to an (close to) equal
number of 1s and 0s.
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Fig. 4 Simulated results with varying M00 and M11. The 1/0 ratio skews more if the difference
between M00 and M11 is large. The surface at z = 0 is for reference

We sweep the values of M00 and M11 over a 2D grid from 0.55 to 1.0 each
and compute the 1/0 ratio (Fig. 4) using IBM’s QASM simulator [2]. The result
shows that the ratio is 1.0 when M00 = M11 and the ratio deviates from 1.0 as the
difference between M00 and M11 increases.

2.2 Gate Error and Decoherence

In a quantum computer, the TRNG circuit is composed of a single-qubit gate,
for example, RY(θ) on a qubit. The rotation gate RY(θ) is implemented using
microwave pulses in IBM systems with superconducting qubits. The rotation angle
is determined by the amplitude of the pulse (also by pulse duration and shape).
Due to control mechanism faults, the amplitude is not always accurate, resulting
in a rotation error (i.e., the real rotation becomes θ ± δ). Table 1 summarizes
experimental rotation errors obtained using Qiskit [2] on IBM systems (QX4, QX2,
and IBMQ16) (averaged over 123 experiments on each computer).

Additionally, the qubit experiences decoherence (T1-relaxation and T2-
dephasing). Theoretically, the T1 relaxation can dampen |1〉 state and distort the
1/0 ratio. However, the damping likelihood is extremely low for a single gate
period, even for the worst known T1 time of 23μs measured on 24-July-2019
((p ≈ 1 − exp(−tgate/T1) = 1 − exp(−50ns/23μs) ≈ 0.002). Notably, T2
dephasing does not affect TRNG since it simply shifts one equal superposition state
onto another equal superposition state on the Bloch sphere.
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Table 1 Experimental rotation-error/gate of RY(π/2) gate for QX4, QX2, and IBMQ16

Qubit QX4 QX2 Qubit Q16 Qubit Q16 Qubit Q16

(Q) # (×10−3rad) (rad) (Q) # (rad) (Q) # (rad) (Q) # (rad)

0 0.2472 −0.0013 0 −0.0009 5 0.0002 10 0.0005

1 −0.2378 −0.0006 1 −0.0011 6 −0.0001 11 −0.0006

2 −0.1050 −0.0023 2 −0.0008 7 −0.0002 12 −0.0012

3 −0.2008 −0.0016 3 −0.0003 8 −0.0006 13 −0.0002

4 −0.1088 −0.0009 4 −0.0011 9 0.0005

Fig. 5 Simulated 1/0 ratio
with rotation error
(T1= 23μs)

2.2.1 Minor Deviation in 1/0 Ratio Due to Gate Error and Decoherence

The minor impact of gate error and decoherence on the TRNG application can be
validated through simulation. We use the IBM QASM Simulator to model the effect
of rotation errors with the worst T1-relaxation on the 1/0 ratio, and the results are
plotted in Fig. 5. Due to the low error values associated with a single-qubit gate
operation, the 1/0 ratio does not stray significantly from the ideal value of 1.

Take note that the TRNG circuit has only one single-qubit gate, and that readout
error is the most prevalent error mode in this TRNG application.

3 Parameter Optimization to Mitigate the Noise Effect

3.1 Reducing Bias in TRNG—Traditional Approach

Because of the readout error outlined in Sect. 2, a quantum TRNG can provide
a strongly biased output (skewed 1/0 ratio). Post-processing using standard bias
correction algorithms (e.g., Von Neumann correction) is commonly employed to
establish a balanced distribution of 1s and 0s from biased hardware TRNGs [3–
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5]. A Von Neumann corrector translates the bit pair [0, 1] to an output 1, [1, 0] to
an output 0, and neither [0, 0] nor [1, 1] to an output. Such post-processing is not
appropriate for a quantum TRNG due to the following reasons:

• Throughput reduction: Classical post-processing decreases bias at the expense
of performance by converting bit pairs to single bits and discarding many bit
pairs. Von Neumann correction was done to 81,920 bits derived from IBMQX4’s
Q1 and Q4 with a 1/0 ratio of 0.57. Following post-processing, we obtained a
20,464-bit bitstream with a 1/0 ratio of 0.991. However, it resulted in a reduction
of the output bits by ≈ 75%.

• Temporal and spatial variation in throughput: As depicted in Fig. 1d–e, errors
in qubits show both spatial (qubit-to-qubit) and temporal variation. Due to these
variations, the post-processing step also suffers which may lead to variables
throughput at different times for different qubits.

The suggested solutions (Fig. 6), which will be described next, aim to overcome
the aforementioned drawbacks of traditional post-processing.

Classical
Optimizer

Quantum
Computer

Loops starts with random parameter

# More optimal 
parameter. 
# May need 
many iteration –
computationally 
expensive.

Hardware-in-the-loop approach

STOP when 1/0 ratio = 
1.0 ± tolerance

Quantum
Computer

ML-based 
Predictor

# No optimization 
loop needed –
computationally 
efficient. 
# May lead to less 
optimal parameter 
than hardware -in-
the-loop.

Machine learning based approach

Error 
charact
erization 
in QC.

Error 
values

Predicted optimal parameter

# Best of both 
approaches.
# Optimal 
parameter like 
hardware-in-the-
loop but requires 
much less 
iteration than that. 

Quantum
Computer

QC

ML-based 
predictor

Classical
Optimizer

Combined approach

Error 
characteriza
tion in QC.

Error 
values

Loop starts with predicted optimal parameter

STOP when 1/0 ratio = 
1.0 ± tolerance

(a) (b)

(c)

Fig. 6 Overview and simplified flow of proposed methods for finding the optimal gate parameter.
The parameter from these methods can reduce noise-induced bias in TRNG without affecting
the throughput. (a) Hardware-in-the-loop approach, (b) machine learning-based approach, and (c)
combined approach
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3.2 Hardware-in-the-Loop Approach

In the hardware-in-the-loop approach, we employ a closed-loop gate parameter
optimization protocol where a quantum computer and classical optimizer iterate in a
loop to fix the gate parameter to remove the bias in the 1/0 ratio. Figure 6a visualizes
the idea. In this approach, the TRNG circuit in a real quantum computer starts with
an initial gate parameter (i.e., the rotation angle of the gate RY(θ)) and generates a
bitstream. Next, a classical optimizer calculates the 1/0 ratio from the bitstream and
generates a new gate parameter to minimize the objective function f = (1−ratio)2

(i.e., tries to make the ratio close to 1.0). The routine continues until the 1/0 ratio
reaches a set tolerance limit. For best results, we use a global optimizer (differential-
evolution [6]) available from the SciPy Python package. The disadvantage of the
preceding approach is that the parameter adjusted on one day may not perform
best on another owing to temporal variation (Fig. 1d–e). Additionally, each quantum
computer may have unique readout noise characteristics. As a result, hardware-in-
the-loop must be invoked for each device each time. It will be computationally
expensive, as the classical optimizer will have to search a large parameter space
each time, and many experiments on the real QC will have to be scheduled. As a
result, a more generic and efficient strategy is required that can account for temporal,
spatial, and device-to-device changes in errors while minimizing loop iterations.

3.3 Machine Learning-Based Approach

The machine learning-based approach is illustrated in Fig. 6b, where a trained
predictor model outputs the optimal gate parameter based on the device noise values
instead of running hybrid loop with real device. To understand the construction
of the predictor model, we return to the relation between error characteristics and
the skewed 1/0 ratio discussed in Sect. 2. Due to limited public access, gathering
enough data from IBM’s real devices to develop a generic statistical model is
time-consuming. As a result, we build the model using simulation. To generate the
training data, we run the hybrid quantum-classical optimization loop, but this time
with the noisy QASM simulator rather than the real QC. We load the gate error, T1
relaxation, and readout error models into the simulator and sweep the values of gate
(rotation) error from −0.01 to 0.01, T1 time from 20μs to 70μs, and M00 and M11
from 0.55 to 1.0 each. These values encompass the entire range of real-world device
specifications. The classical optimizer is set to search in a range of 0 to 2π with a
tolerance of 10−4 for the objective function. Figure 7, for example, depicts the trend
of the optimized gate parameter value as M00 and M11 (readout error) are varied.
To compensate for the error, the parameter deviates more from the ideal value of
π/2 as the difference between M00 and M11 grows larger. It should be noted that a
higher-dimensional trend that includes all errors cannot be visually represented.
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Fig. 7 Optimized parameter value with respect to readout errors

The acquired data is then used to train a K-nearest neighbor regression model.
The features used in training are the gate rotation error, the T1 time, and the readout
error (M00 and M11), whereas the output variable is the optimized gate parameter.
The gate parameter is specified in radians. We employ a neighbor size of three
to forecast the ideal parameter value for a qubit based on its error characteristics.
We compare the regression-based optimized parameter values to the raw hardware-
in-the-loop parameter values using IBMQX4, IBMQX2, and IBMQ16 as a sanity
check (Table 2). The comparison demonstrates that the average deviation from the
hardware-in-the-loop approach is less than 3%, with QX4 and QX2 having errors of
less than 1% as tabulated in Table 2.

3.4 Combined Approach: Machine Learning and
Hardware-in-the-Loop

The hardware-in-the-loop and the machine learning approaches can be combined to
get a fine-tuned gate parameter (Fig. 6c). First, the regression-based model predicts
a parameter value. Next, the hardware-in-the-loop starts from this value, and the
classical optimizer searches in a narrow range in the vicinity of the predicted
parameter to further fine-tune it. In our experiments, we confine the range between
±0.1 of the predicted parameter value. In this way, we can find a fine-tuned gate
parameter like the hardware-in-the-loop approach, but much faster than before.
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Table 2 Comparison between the parameter values predicted by the model and values computed
using a real device in the loop

QX4 QX2 Q16 (Q0-Q4)

Q Pred. HW % err Pred. HW % err Pred. HW % err

0 1.6540 1.6893 1.7810 1.6071 1.5945 0.7848 1.6177 1.5684 2.8685

1 1.9765 1.9797 0.1635 1.6076 1.6118 0.2598 1.6407 1.5910 2.8841

2 1.6158 1.6237 0.4002 1.5947 1.6031 0.5196 1.6379 1.7213 4.8466

3 1.6317 1.5999 1.6066 1.5665 1.5788 0.7681 1.6515 1.572 5.0572

4 1.6558 1.6741 0.9222 1.5659 1.5406 1.5695 1.6162 1.6296 0.7775

Avg. 0.9747 Avg. 0.7804

Q16 (Q5-Q7) Q16 (Q8-10) Q16 (Q11-Q13)

Q Pred. HW % err Q Pred. HW % err Q Pred. HW % err

5 1.6181 1.6389 1.2056 8 1.5986 1.6519 3.0993 11 1.6292 1.6684 2.2817

6 1.6180 1.6126 0.3123 9 1.6040 1.6533 2.8675 12 1.5837 1.5961 0.7178

7 1.6552 1.5703 4.9299 10 1.6379 1.6213 0.9682 13 1.6407 1.6092 1.8278

Avg. 2.6507

4 Results and Discussions

4.1 Optimal Parameter Search Overhead

Before generating random numbers, the quantum TRNG runs multiple times to
determine the ideal parameter value. We name the number of calls as the optimal
parameter search overhead. Using the hardware-in-the-loop technique, we find that
the quantum computer (QC) is invoked on average ≈ 23 times for a single qubit. For
approaches based on machine learning, the QC is invoked a fixed three times (once
each for readout error, gate error, and T1 time). Finally, the combined technique has
an average overhead of ≈ 7, which is the total of QC calls for machine learning-
based prediction (i.e., 3) + QC calls for the optimization loop (≈ 4 on average). As
this technique begins with a near-optimal parameter value, it results in significantly
faster loop convergence. It should be noted that the ML model has a one-time
training cost. The training is done with simulated data. It only takes a few minutes
to generate this training data and then train the model. For example, on a Linux
(Ubuntu 18.04) virtual machine on Win 10 host with a core i7 − 6700 3.40GHz (2
cores) processor and 4 GB of RAM, training data generation took about 258 seconds
and model training and parameter prediction took about 3 seconds with an error-
parameter sweeping granularity of 0.05. Because it is a one-time cost, the training
data and/or model can be reused for all future instances without modification,
making the ML-based approach faster than the raw hardware-in-the-loop approach.



80 A. A. Saki et al.

4.2 Improvement of 1/0 Ratio

The proposed approaches can significantly improve 1/0 ratio compared to base-
line quantum TRNG circuit, and experimental results from three IBM quantum
computers corroborate to that claim. The experimental 1/0 ratio from three IBM
devices are plotted in Fig. 8a–c. The results contain 1/0 ratio for three cases, namely
baseline (i.e., TRNG circuit with a RY(π/2) gate), optimized (i.e., TRNG circuit
with a RY(θ) gate, where the parameter θ is computed from the machine learning-
based predictor model), and optimized-fine or opt.-fine (i.e., TRNG circuit with a
RY(θ) gate, where the parameter θ is computed from the combined approach). As
evident from experimental data in Fig. 8, both approaches optimized and optimized-
fine perform better than the baseline TRNG providing better 1/0 ratio in terms
of mean and standard deviation. From Fig. 8d, the average improvements of the
mean and standard deviation are 22.14%, 3.78% and 10.05%, and 97.86%, 91.7%,
and 92%, respectively. Most importantly, the proposed approaches can improve the
worst performing qubits (88.57%, 9.60% and 26.83% for each chip (baseline vs.
opt.-fine). Note that, 1/0 ratios are computed from 204, 800 bits/qubit.

To confirm the improvement further, we execute QST on each qubit of the
computers and plot the results in Figs. 9 and 10. The results demonstrate a very
minor difference in the diagonal elements of the density matrices, which represent
the (almost) equal probability of 1s and 0s required for randomization. For instance,
the difference between diagonal elements (i.e., probabilities of 0 and 1) in Q2 of
IBMQ16 with the baseline parameter is 0.1220 (Fig. 1), whereas the new difference
is 0.0073 (Fig. 10), demonstrating the effectiveness. (Note that we applied our
approaches to generate bits from each qubit separately; not from all qubits at once.)

(a) (b) (c)

(d)

Fig. 8 1/0 ratio from, (a) QX4, (b) QX2, and, (c) IBMQ16. (d) The average mean and standard
deviation and worst-case mean improvements of 1/0 ratio
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Fig. 9 QST on QX4 and
QX2. Diagonal values are
≈ 0.5 each (� → 0)

Fig. 10 QST on each qubit of IBMQ16

4.3 NIST Test Suite Results

We run several tests from the NIST statistical test suite [7] multiple times at a
significance level of 0.01 to validate the randomness of the generated bits. Table 3
summarizes the results of the tests (cells with value greater than 0.01 mean PASS
and value less than 0.01 mean FAIL). While the bitstream generated by the baseline
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Table 4 Comparison among emerging technology-based TRNGs

Entropy Entropy

Technology source Bit-rate (p-value)

CMOS [8] Oscillator Mbps 0.3240

jitter

Memristor [9] Stochastic Kbps 0.0098

diffusion

STT-MRAM [10] Stochastic 10−1 Mbps > 0.0001

STT switching

Quantum optics [11] Raman Kbps–Mbps 0.7197

scattering

Superconducting qubit Quantum Mbps > 0.7963

(This work) superposition (w/active reset [12]) (Run-1)

implementation fails in several tests, the bitstream generated by our method passes
all of them, which demonstrates the improvement in randomness. The ML-based
approach is used to generate the bitstream for Runs 1 and 3, and the combined
approach is used to generate the bitstream for Runs 2 and 4. It should be noted that
the raw hardware-in-the-loop approach is not used in this case because the combined
approach incorporates it.

4.4 Comparative Analysis

Table 4 compares the proposed TRNG against a number of emerging technology-
based TRNGs, including CMOS [8], memristor [9], STT-MRAM [10], and quantum
random number generators [11]. The suggested TRNG can attain a bit rate of up
to Mbps per qubit and the throughput scales linearly with the number of qubits.
However, the hardware in the preceding studies is application-specific, whereas the
suggested implementation is based on a universal quantum computer that includes
true random number generation as one of its applications.

4.5 Related Works

Several other works from academia and industry focus on generating true random
number from gate-based quantum computers. AWS Braket demonstrated random
number generation by using two quantum computers [13]. In their approach, they
generated raw bitstrings from two different QCs. Next, they fed the raw strings
in a classical randomness extractor. The details of the approach can be found in
Ref. [14].
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Cambridge Quantum launched a service named IronBridge that generates crypto-
graphically safe random numbers using quantum computers [15]. In their approach,
they use a three-qubit Bell test to evaluate the Mermin correlator (M) [16], which
outputs a value between zero and four. A value above two indicates quantum
entanglement. The value works as a self-test as it quantifies the performance of
the device and the amount of randomness. The protocol is aborted if the value is
less than two. A tutorial on IronBridge circuits can be found in Ref. [17].

Another software tool named QRAND [18] offers multi-protocol and multiple
platforms support for quantum true random number generation, It offers simple
Hadamard gate-based and more complex quantum entanglement-based [19] pro-
tocols to generate true random numbers.

5 Conclusion and Future Outlook

We present a TRNG using superconducting qubit-based universal quantum com-
puters. We show that the theoretical TRNG circuit does not work due to various
errors present in the near-term quantum computers by performing experiments
and simulations to characterize the effects of the noise on TRNG. We employ a
quantum-classical gate parameter optimization protocol to correct the error-induced
bias. We propose a machine learning-based approach to accelerate the parameter
optimization process. Finally, we demonstrate the validity of our proposal with the
NIST test suite.

5.1 Future Outlook

As a future research direction, crosstalk-compensated and drift-free random number
generation need to be explored. The proposed approach uses a single qubit from a
quantum computer to generate random numbers. However, if TRNG circuits are
run on every qubit on hardware simultaneously, they may suffer from crosstalk
from neighboring qubits, especially the always-on ZZ-crosstalk in Transmon-type
superconducting qubits [20]. Therefore, the effect of crosstalk on true random
generation can be studied, and crosstalk can be included, in addition to readout error,
in the statistical model for optimal parameter generation. The ability to account for
crosstalk and use all qubits of the device simultaneously can increase the throughput
of random number generation multiple folds.

Besides crosstalk, managing drift for random number generation can be studied.
The error rates such as readout error, gate error, and T1-relaxation time change over
time which is known as drift. Due to drift, the optimal gate parameter needs to be
updated with time. The update interval can be explored and efficient ways to tackle
this drift need investigation.
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A detailed report on practical considerations and use cases of quantum true
random number generated can be found in [21]. The report discusses the features
and advantages of quantum true random number generators and considers scenarios,
where using such random number generators may be worthwhile.

Finally, random numbers are critical for many applications in fields like computer
science, finance, cryptography, and cybersecurity. Quantum computers are ideal for
this purpose. Exploring other protocols, in addition to using Hadamard gate and
quantum entanglement, and techniques to mitigate noise are necessary to generate
more reliable and cryptographically secure true random numbers.
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Placement Algorithm of Superconducting
Energy-Efficient Magnetic FPGA

Sagar Vayalapalli, Yi-Chen Chang, Naveen Katam, and Tsung-Yi Ho

1 Introduction

Superconducting Electronics (SCE) also known as quantum electronics can provide
devices with some special properties like low noise, low loss, low power dissipation,
less weight, high resolution, high speed, and high frequency. This is the result
of the special attributes of Josephson junctions (JJs) [1] of SCE families, which
enable fast switching (∼1 ps) and low switching energy per bit (∼10-9 J) at low
temperatures. Josephson junctions are also the key component used in RSFQ circuits
which the digital family of SCE and had shown some highest performance in
recent years, with only a modest number of researchers worldwide [2, 3]. Due
to the extraordinary properties of superconducting electronics, many researchers
around are keenly enticed to work on this topic. Some researchers believe that
superconducting electronics are the future of semiconductor companies in the
coming few decades. Hence the availability of an SFQ-specific FPGA will be very
useful soon.

FPGA plays a very vital role in semiconductor companies as they have many
advantages over application-specific integrated circuits (ASICs). FPGAs can reduce
the testing time and bypass the fabrication process resulting in reducing the design
cycle effectively and efficiently [4]. One of the major features of FPGAs is that it
is a re-programmable device and provides a flexible way of implementing digital
circuits. It makes the hardware verification easier [5], once the fault has been
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encountered, it is unlikely to be fixed on ASICs whereas it can be fixed and re-
programmed on FPGAs. Hence, this lowers down the cost of the design flow.

In recent years, there is a rapid growth on SFQ circuits. SFQ and CMOS
technology differ in some ways which can be summarized as follow [6]:

– Superconducting devices require Cryogenic temperature to operate.
– Size of basic gates in SFQ circuits is much larger than CMOS circuits, i.e., an

AND gate of SFQ circuits is about 600 times larger than 45 nm CMOS AND
gate.

– In current SFQ technology, there are only 3 layers for both clock and signal
routing, i.e., only limited layers are available in SQF technology at present,
unlike CMOS technology.

– In SFQ circuits nearly all the cells need a clock except the splitters, unlike CMOS
circuits where only 15% of cells need clock signal.

– In SFQ designs, DFFs are inserted to the input netlist so as to path balance it.
This increases the number of cells in the design, eventually increasing the total
area.

– A three-terminal device like MOSFET in CMOS technology is not yet available
in SCE technology, therefore CMOS-based FPGA cannot be directly considered
to develop RSFQ FPGA. Due to this, SFQ technologies does not support the
major benefits of CMOS technology and bidirectional wires for programming
routing in RSFQ FPGA turn out to be more difficult. Hence, all the wires in
RSFQ FPGA are unidirectional making the programmable routing network more
complex.

The organization of the chapter is as follows. The related works are shown in
Sect. 2. Section 3 discusses the architecture of RSFQ FPGA with a brief explanation
of each block of the FPGA. Section 4 analyzes the CAD problem for RSFQ FPGA
with a detailed explanation of design constraints followed by the proposed method
in Sect. 5. The placement algorithm consists of three main attributes, namely:
cell grouping, global placement, a detailed placement that produces the best legal
placement solution complying with all the RSFQ FPGA design constraints.

2 Related Work

The first Superconducting FPGA was proposed in 2007 [7] which was relied on the
implementation of Superconducting Quantum Interference Devices (SQUIDs) and
Non-Destructive Read-Out circuit (NDROs) controlled by dc bias to program LUT
(Look Up Table) and routing for a logic block in FPGA fabric. The cell area of
SQUID and NDRO is very large around (40 × 60)μm2 and requires bias current of
1500 μA.

We proposed a first superconducting energy-efficient FPGA in 2018 [8], a
complete FPGA fabric architecture with all the necessary blocks and circuits. It
is based on programmable dc-bias controlled by magnetic JJs (MJJs), because MJJ
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Table 1 Comparison of
NDRO with MJJ

NDRO gate

with (I/O) JTL MJJ

Area μm2 40 × 60 2 × 2

Bias current μA Not less than 1500 No bias current

Fig. 1 RSFQ FPGA Architecture. Island-style adaption in which a CLB gets input through VCB
from routing network and the output from CLB goes to routing network through HCB with
bidirectional and unidirectional data flow in vertical and horizontal directions, respectively. I/P:
Input, O/P: Output, I/O: Input/Output

has very little area typically around (2 × 2)μm2, high switching speed, and no bias
current is needed. This makes RSFQ FPGA operate at a very high speed with low
power dissipation (see Table 1). Hence, it makes it as a first superconducting energy-
efficient magnetic FPGA. The detailed explanation of RSFQ FPGA architecture
with all the necessary blocks can be seen in Sect. 3.
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3 Superconducting FPGA: Architecture and CAD

3.1 RSFQ FPGA Architecture

Semiconductor companies like Altera [9] and Xilinx [10] have provided different
types of commercial FPGA Architectures, however, all these architectures contain
CLB (Configuration Logic Block), Switch Boxes, and Routing Channel.

RSFQ FPGA architecture is based on Island-Style Architecture also known as
hierarchical architecture where CLBs are arranged in an array of two-dimensional
logic modules on a grid connected by a routing network. It is known as island-style
architecture because the 2-D grid is like an open sea where each CLB looks like an
island with interconnects. RSFQ FPGA includes CLBs, VCBs (vertical Connection
Box), HCBs (Horizontal Connection Box), Switch Boxes, I/O pins, and routing
networks. The detailed explanation of RSFQ FPGA architecture can be seen in
Fig. 1 [8].

3.1.1 Configuration Logic Block

The main component of FPGAs is logic resources that implement and store
the functionalities of the target circuit. CLB executes complex logic functions,
implements memory functions, and synchronizes code on FPGA when linked
together by routing resources.

3.1.2 Routing Network

Figure 1 shows that the horizontal data flow in RSFQ FPGA is only unidirectional,
i.e., from left to right containing two horizontal unidirectional data lines and the
vertical data flow is bidirectional provided that there are two separate lines for
“top to down” and “down to top,” respectively. Thus, the input and output ports
are located on the left and right sides of the FPGA grid. Both the input/output ports
are located on the top and bottom sides of FPGA, unlike a typical CMOS-based
FPGA, where all the input and output ports are located on all sides of the FPGA
grid [11].

3.1.3 Switch Box

The Wilton switch is modified in a way to configure it to the unidirectional routing
architecture of SFQ FPGA and scalable for a large number of routing channels. The
switch box implementation is presented in Fig. 2a [8] and it comprises 3-to-1 and
2-to-1 mergers (see Fig. 2b,c), three-way and two-way splitters (see Fig. 2d,e). L1
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Fig. 2 (a) Switch box implementation. (b) Three signal merger. (c) Two signal merger. (d) Three-
way splitter (S3) with attached switches at outputs. (e) Two-way splitter (S2) with switches

and L2 are horizontal lines from left to right. L3, L6, and L4, L5 are vertical lines
from bottom to top and top to bottom, respectively (Fig. 3).

3.1.4 Connection Blocks(CBs)

In the RSFQ FPGA, the HCB and VCB are responsible for the connection between
CLBs and the routing network. In other words, VCBs and HCBs are the interfaces
between CLBs and the routing network. VCBs are responsible for taking inputs to
CLBs from the routing network and output of CLBs are taken to the routing network
through HCBs. It is presented in Fig. 4 [8].
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Fig. 3 RSFQ FPGA placement and routing constraints. (a) Simple circuit netlist. (b) Routability
and unroutability of RSFQ FPGA. (c) Switch box congestion. (d) Best placement

Fig. 4 RSFQ FPGA connection block (CB). (a) Vertical CB. (b) Horizontal CB. For more details,
the reader is referred to [8]
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4 RSFQ FPGA Placement

4.1 Problem Formulation

Given an RSFQ FPGA with heterogeneous Logic Architecture and a circuit netlist
with logic type specification, the placement problem is to assign all the placeable
modules to their legal locations (sites) such that some predefined objective function
(e.g., total wirelength and placement area) is optimized and minimize the congestion
on switch boxes. Each module is square and of the same size.

4.2 SFQ-Specific FPGA Placement Constraints

Placement in RSFQ FPGA is completely different in contrast with placement in
commercial CMOS FPGA. This is because SFQ circuits have new or different
constraints with respect to CMOS circuits. An illustrated example of RSFQ FPFA
placement and routing with their constraints are shown in Fig. 3. All the design
constraints are listed below:

– All the data flow lines are unidirectional.
– Data flow is only in a forward direction horizontally, i.e., the left to right direction

of the FPGA grid. Data cannot flow in a backward direction horizontally in any
case. Hence, feedback circuits cannot be placed and routed in the RSFQ FPGA.

– Cells placed in the same column of the FPGA grid cannot communicate with
each other, i.e., they cannot be connected in any way.

– A limited number of I/O pins: Input (I/P) and Output (O/P) ports are located on
the left and right sides of the FPGA grid, respectively. Both Input/Output (I/O)
ports are located on the top and bottom sides of FPGA, unlike a typical CMOS
FPGA where Input/Output (I/O) ports are located all around the grid.

– Any two random cells cannot be interchanged in RSFQ FPGA, unlike a typical
CMOS FPGA.

– No site is assigned more than one cell, i.e., no overlapping of cells is allowed.

5 Proposed Method

A great variety of placement algorithms for FPGA like simulated annealing,
partition-based method, and analytical placement were proposed and these algo-
rithms tend to produce high-quality placement results. However, our method is
based on Simulated Annealing as it obtains ultra-fast placement with good quality
and it is easy to implement [11].
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5.1 Cost Function

The cost function of RSFQ FPGA design might not be the same as those of classical
CMOS FPGAs that are available in the market. But, wirelength is often one of the
most basic metric for consideration because smaller wirelength typically leads to
less wire resource consumption, less congestion on switch boxes and smaller delay
[12]. The distance between two cells is measured from the center of one cell to the
other.

The cost function C(f) can be defined as the summation of total wirelength
between all the connected nodes, which can be represented mathematically as
below:

C(F) =
n∑

i=1

(Xi+1 + Yi+1) − (Xi + Yi)

where (Xi, Yi) are the indexes of Cell i in the grid.

5.2 Methodology

Our placement algorithm consists of three main stages: 1. Cell Grouping; 2. Global
Placement; 3. Detailed Placement; (See Figs. 5 and 6).

5.2.1 Cell Grouping

In this stage, the main idea is to group the cells which are at the same levels as
shown in Fig. 7. The level in a graph can be determined by partitioning the vertices
into subsets that have the same distance from a given root vertex. Initially, the input
circuit netlist is read and the netlist is transformed into a Graph G(E, V), where
E is set of all Edges and V is set of all vertices. Then, it is checked whether the
netlist contains any feedback loop (cycle). The placement is said unroutable if there
is a cycle in the netlist. Hence, it is necessary to check whether the input circuit is
routable or unroutable in the beginning. Then, the netlist is converted into a smaller
netlist containing supercells, where each supercell is a set of cells. The supercells
are determined based on the depth of each vertex in the graph. Depth of a vertex is
the number of branches or edges E in the path from root to the vertex V in graph G
(see Algorithm 1).

This algorithm gets an input of graph G(E,V) and returns a two-dimensional
vector, namely supercells, containing all the supercells of the graph G. Algorithm 1
starts by initiating an empty queue, vector add_list and a two-dimensional vector
Supercells. Initially, the input vertices are pushed into queue and marked as first
supercell. For each time, when the queue is not empty and for each vertex v in Q,
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Fig. 5 Placement algorithm
flow chart

we obtain its adjacent vertex x in the graph G and push them into queue. Now,
pop all the previous level nodes from queue and sort the queue. Then, for each
vertex v in queue, check whether there is a path between vertex v to other vertices
present in queue. If there is a path between them, push them into Ignore_list, else
push them into Add_list. Repeat this process for each vertex in queue. At the end
of the iteration, the elements present in Add_list are the vertices of the next level.
Hence, push them into two-dimensional vector supercells marking them as a next
level cells. Now, to get ready for the next iteration, clear queue and push all the
elements of Add_list into queue and finally clear the vector Add_list to save the new
elements in the next iteration. This process ends when we get the last level vertices
into supercells and the queue is empty.
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Fig. 6 Overall placement

Fig. 7 Cell grouping

5.2.2 Global Placement

Once all the supercells are generated and the cells are grouped, the placement of
these supercells initiates by creating a grid with some initial area (m × n) where
m denotes the number of rows and n denotes the number of columns of the grid
as shown in Fig. 8. The area for global placement is allocated by computing the
total number of supercells generated, i.e., m and the maximum number of cells in a
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Algorithm 1 Cell grouping
1: vector<vector<int>> Supercella
2: vector<int> add_list
3: Queue<int> Q
4: for Each vertex v in Graph G do
5: if no in_degree then
6: Q.push_back(v) //input nodes
7: end if
8: end for
9: Supercells.push_back(Q)

10: while !Q.empty() do
11: for Each vertex v in Q do
12: for Each adjacent vertex x of v do
13: Q.push_back(x)
14: end for
15: Q.pop()
16: end for
17: for Each vertex v in Q do
18: if any other vertices of Q lies in the path of v then
19: Continue
20: else
21: Add_list.push_back(x)
22: end if
23: end for
24: Supercells.push_back(Add_list)
25: Q.clear()
26: for Each vertex v in Add_list do
27: Q.push_back(v)
28: end for
29: Add_list.clear()
30: end while
31: return Supercells

supercell, i.e., n. The original circuit netlist is transformed into a smaller netlist
containing all supercells [6]. In this phase, the legal locations of supercells are
obtained and placed using the global placement algorithm. The legal location of
each supercell is determined considering all the constraints (Sect. 4.2) in the design.
The global placement algorithm places each supercell on each column of the grid
such that nth supercell is placed on nth column of the grid. In other words, the first
supercell is placed on the first column, the second supercell is placed on the second
column, and so on.

5.2.3 Detailed Placement

Once all the supercells are placed and the global placement algorithm is ended, a
detailed placement algorithm (see Algorithm 2) starts to refine the solution quality.
Detailed Placement focuses on cells inside each supercell to obtain their best loca-
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Fig. 8 Global placement. Initial placement area = 6 rows × 7 columns = 42. Total initial wire-
length = 53

Algorithm 2 Detailed placement
1: Set Initial_temperature (T0)

2: while T0 > 0.01 do
3: for Each column (col1) in a grid do
4: for N trails do
5: Select any random cell (v1) from col
6: Select any random column (col2) in grid
7: Select any random cell (v2) from col1
8: if legalize(v1, col1, v2, col1) then
9: Continue

10: end if
11: Swap v1 and v2
12: Compute new_cost
13: δ = new_cost - previous_cost
14: if δ < 0 then
15: Accept new placement
16: previous_cost = new_cost
17: else
18: discard new placement
19: end if
20: end for
21: end for
22: T0 × 0.95
23: end while
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Algorithm 3 Legalize(v1, col1, v2, col1)
1: if v1, v2 = NULL then
2: return True
3: end if
4: if col1 = col2 then
5: return False
6: end if
7: if (v1 linked to col2) ‖ (v2 linked col1) then
8: return True
9: end if

10: return False

Fig. 9 Detailed placement. Final placement area = 4 rows × 7 columns = 28. Total final wire-
length = 32

tion on the grid as shown in Fig. 9. Our approach is based on a simulated annealing
algorithm as it promises to provide the placement results. The technique of detailed
placement is based on moving cells to some empty locations and swapping locations
of two cells in the grid followed by legalization of the movement. Note that, in this
process, no overlap of two cells is allowed. After each iteration, a new placement
is generated and it is evaluated by a predefined cost function to determine whether
this new placement is accepted or discarded. It is always accepted if the new cost
function is smaller than the previous cost function else we discard the move and
place back the cells in their original locations. Thus we refine the solution at each
iteration till we obtain the best solution.

Algorithm 2 starts by scheduling high initial temperature at the beginning and
as the name suggests Annealing which means gradually decreasing it to some
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minimum temperature over each iteration. During this process, for each column,
col (starting from column 1 to column n), there might be some set of feasible
movements (say 100) of cells in the grid. Each time, a cell v1 can be moved to
any empty location in the grid or swapped with another cell v2 from any random
column col1, satisfying the legalization of the movement. If the movement of the
cells does not disregard any rule, then the new cost of this solution is computed.
If the new cost is less than the previous cost then we accept the new placement
making it a new original placement. The legalization of the movement can be seen
in Algorithm 3. This process continues for each column of the grid and ends when
the temperature is lower down to some cooling temperature providing the optimized
placement solution.

Algorithm 3 examines if the movement is legal. It gets an input of randomly
selected cell v1 and v2 in column col and col1, respectively. It returns a Boolean
value (True/False), to validate the movement as legal or illegal. If cell v1 and v2 are
in the same column, they can be swapped returning False, as it is legal movement.
The movement of the cells are discarded or illegal: (1) if cell v1 and v2 are zero, (2)
if the cells v1 and v2 have links with any of the cells of each other’s columns, i.e.,
col1 (v2’s column) and col (v1’s column), respectively. Apart from that, all the other
possible movements are legal and can be interchanged.

6 Experimental Results

The Algorithm is implemented in C++. It was executed on system configuration:
Intel(R) Core(TM) i7-9700K CPU @ 3.60 GHz and tested on large benchmark
circuits like C1908, C5315, ALU4, C6288 which can be seen in Table 2. In Table 2
the initial placement is nothing but a global placement solution which is a legal
placement and it has been improved in the final placement. The final placement is

Table 2 RSFQ FPGA placer

No. of Initial Final

Benchmark logic placement placement % Reduction Execution

circuit blocks Cost Area Cost Area Cost Area time (s)

C1908 652 19,395 46 × 63 7509 47 × 41 61.28 33.50 98.901

2898 1927

C5315 2315 254,403 239 × 92 63,101 118 × 91 75.19 51.16 310.008

21,988 10,738

C6288 2481 607,134 554 × 66 198,865 265 × 81 67.24 41.29 189.368

36,564 21,465

ALU4 2658 726,264 679 × 74 230,247 385 × 92 68.29 29.50 201.495

50,246 35,420

This tool was executive on System Configuration: Intel(R) Core(TM) i7-9700K CPU @ 3.60 GHz
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Table 3 Baseline placement approach for RSFQ FPGA

No. of Initial Final

Benchmark logic placement placement % Reduction Execution

circuit blocks Cost Area Cost Area Cost Area time (s)

C1908 652 19,395 46 × 63 13,532 59 × 41 30.22 16.50 66.10

2898 2419

C5315 2315 254,403 239 × 92 162,251 178 × 91 36.22 26.33 146.10

21,988 16,198

C6288 2481 607,134 554 × 66 312,863 348 × 81 48.46 22.90 79.56

36,564 28,188

ALU4 2658 726,264 679 × 74 450,721 469 × 92 37.93 14.12 120.51

50,246 43,148

This tool was executive on System Configuration: Intel(R) Core(TM) i7-9700K CPU @ 3.60 GHz

Fig. 10 Baseline placement: it needs global placement solution as input. Total placement area = 5
rows × 7 columns = 35. Total wirelength = 45

the optimization of initial placement solution which includes discovering the best
location of each cell in the grid followed by its legalization. The results show that
our algorithm was capable of reducing the average cost and placement area by 68%
and 39%, respectively. The placement results of RSFQ FPGA are also compared
with the Baseline solution shown in Table 3. Although, the baseline solution fulfils
all the RSQF constraints, it cannot be considered as a perfect placement solution
because it requires more wirelength and area to produce final placement solution as
shown in Fig. 10.
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Algorithm 4 Baseline placement algorithm
1: vector<int> supercell (input from global placement results)
2: number of supercells = n (input from Algorithm 1)
3: for each vertex (v) in supercell (n) do
4: for each adj. vertex (x) of v do
5: move x into supercell n-1
6: end for
7: end for
8: n = n - 1
9: return supercell

The baseline algorithm takes the global placement results, a graph G, a vector
supercell, and the number of supercells n as input and returns the updated vector
supercell as final placement results. The algorithm starts by reserve traversing the
graph G, i.e., from branches to the root, based on their present location in the
supercells. The vertices in the supercell n will be traversed first and the value of n
will be decreased by one after each iteration until it is reached to the first supercell,
i.e., supercell 1. In other words, reverse traversing from supercell n to supercell 1, for
each cell in a supercell. To understand this better, let us take a look at Algorithm 4.
For each vertex v in supercell n, obtain its adjacent vertex x and move it to supercell
n-1. Now, decrease the value of n by one for the next iteration. This process is
continued till the last supercell is encountered and stops after traversing all the
vertices in the this supercell, returning vector supercell as a final placement results.

7 Conclusion

The SFQ technology has special attributes such as low power dissipation, fast
switching, and low energy consumption. Therefore, it is one of the most promising
technology to replace CMOS technology in semiconductor companies in near
future. In this paper, a placement algorithm for the first superconducting FPGA
is proposed and developed. Its virtue of proposed method is collated with state-
of -art-techniques. This paper also promotes the significant advancement of RSFQ
FPGA. The proposed approach can minimize the congestion on switch boxes by
reducing wire consumption and placement area by 68% and 39% of initial to final
placement, respectively. It also talks about the basic difference between CMOS and
SCE technologies.

The RSFQ placer results were also compared to the baseline placement algo-
rithm. Both the algorithms were executed with the same netlist files and system
configuration. The baseline algorithm takes 35% of less execution time but takes
55% of more wirelength and 51% of more area to produce final placement. Hence,
the RSFQ placer is more cost-efficient that promises to produce the best placement
results with minimum wirelength and area.
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Margin Optimization of Single Flux
Quantum Logic Cells

Mustafa Altay Karamuftuoglu, Soheil Nazar Shahsavani,
and Massoud Pedram

1 Introduction

Developments in superconducting logic cell families create alternative choices for
the next generation integrated cell and system designs due to low power dissipation
and high speed operation characteristics [1]. Optimizing the parameter values to be
robust against the variations in the fabrication process is a crucial task for Single
Flux Quantum (SFQ) logic families. Margin calculation and yield analysis are two
of the most common techniques for evaluating the robustness of SFQ logic cells
against process variations. Consequently, when optimizing logic cells, maximizing
operating margins is a primary objective in designing robust logic cells with high
tolerances to variations in the fabrication process [2]. Note that an increase in
the critical margin of a cell results in a higher parametric yield, which in turn
corresponds to improved robustness of a cell to the process variations.

The most common objective function in margin optimization is to maximize the
summation of lower and upper critical margins, i.e., maximizing the smallest margin
among all the parameters [2]. However, such an objective function can be a poor
indicator of the robustness of a logic cell as lower and upper bound (LB & UB)
margins may not necessarily be symmetrical. Moreover, SFQ cells have different
characteristics when interfacing to different fan-in and fan-out cells. Therefore, the
optimization process should be repeated for all different combinations of fan-in
and fan-out cells, which greatly complicates the optimization process. For instance,
loading a target cell with a low upper bound margin with another cell having a
small lower bound margin may significantly alter the characteristics of the target
cell and lead to poor parametric yield values. Therefore, developing optimization
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algorithms that account for such mechanism when optimizing a target cell is of high
importance. Details of objective functions are provided in Sect. 2.2.

Many optimization tools (e.g., MALT [3], COWBoy [4], xopt [5], SCOPE [6]
and an optimizer utilizing PSO [7]) have been developed to find high-quality design
solutions for SFQ cells. In the following, we give a quick overview of the algorithms
that have been proposed for SFQ cell optimizations. More detailed explanations will
be provided in Sect. 2.3.

Herr and Feldman (1995) proposed the use of Inscribed Hyperspheres Method
(IHM) for Rapid Single Flux Quantum (RSFQ) circuit optimization [8]. The
algorithm models the range of the parameter set as a sphere. In an attempt
to achieve better yield values, Harnisch et al (1997) applied Centers-of-Gravity
Method (CGM) for design centering on SFQ cells [5]. Their proposed algorithm
defines acceptability regions and uses Monte Carlo (MC) simulations within these
regions. Fourie and Perold (2003) investigated the optimization of SFQ cells using
Genetic Algorithms (GA) [9]. In this work, the authors map real-valued parameters
of SFQ cells into binary substrings in the genomes, i.e. strings, chromosome. Tukel
et al (2012) and Karamuftuoglu et al (2016) investigated the application of Particle
Swarm Optimization (PSO) to the SFQ cell optimization problem [7, 10]. In this
technique, each particle represents a set of parameter values in an attempt to find a
location that has the best parameter set for the desired objective function.

Since our proposed optimizations for SFQ cell build on the PSO algorithm, we
provide a quick review of the PSO algorithm next. PSO simulates the social behavior
of swarms such as bird flocks (or fish schools) in nature where particles corresponds
to a bird (or fish) to find the best environment. The area outside of the search space
is considered as the forbidden area, where the birds (particles) are not allowed to
fly over even if the environment has a better food offering. In the standard PSO
approach, particles converge into a single point that optimizes the objective function
and it suffers from premature convergence, i.e., getting trapped in local optima.
Additionally, the exploration process within the search space mainly focuses on
global search. Thus, the results are strongly dependent on each particle’s movement
towards the elite particle (which identifies a point of attraction for all the particles)
[11–13].

This chapter presents a hybrid cell optimization methodology (ANPS-FW)
employing the Automatic Niching Particle Swarm Optimization (ANPSO) [14] and
Fireworks Algorithm (FWA) [15]. ANPSO, which is a modified version of PSO
that extends the unimodal PSO to efficiently locate multiple optimal solutions in
multimodal problems, is a powerful technique for increasing the chances of finding a
better solution during the global search. The inertia weight is one of PSO parameters
to bring about a balance between the exploration and exploitation characteristics of
PSO. ANPSO relies on an adaptive inertia weight to make a sensitive search in the
late iterations [16]. FWA uses an effective local search strategy around each global
optimum obtained in each iteration of the ANPSO. By combining ANPSO with
FWA, the proposed method can provide a better local search around each particle so
as to maximize the chances of finding a better result.
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ANPSO is a population based algorithm for stochastic search in a multi-
dimensional space, which optimizes an objective function by trying to iteratively
improve a candidate solution with respect to a given figure of merit (objective
function). In the context of SFQ cell optimization, the search space is the set of
all possible parameter values. Particles are created and added to the system, and
eventually die after a certain amount of time. Each particle can be assigned its
own range of motion, and behavior including location, size, velocity, etc. ANPSO
places particles, i.e, a population of candidate solutions, and creates subswarms
within the search space. Each group of particles is considered a subswarm since
the whole population is divided into multiple batches. Each particle seeks to find
the best location defined by the objective function. A group of particles is assigned
to a closest best known solution, which is in turn selected by the Roulette Wheel
Selection (RWS) algorithm [17]. Experimental results show that the RWS algorithm
for particle selections outperforms the conventional Rank Selection (RS) algorithm.
If RS picks a local maximum before other possible maximum points are found,
the algorithm will continue with a local search of the initially selected point only.
However, in the same scenario for RWS, other possible convergence points of the
population still have a chance to be chosen, which allows the particles to move into
different local regions, thereby, avoid premature convergence to a local maximum
and facilitate finding a better critical margin for SFQ cells.

FWA is a swarm intelligence algorithm based on parallel diffuse optimization to
simulate the fireworks explosion phenomenon, which can achieve a good balance
between global exploration and local searching by means of adjusting the explosion
parameters. More precisely, in FWA first a fixed number of (SM ) locations in the
search space are chosen to start fireworks. The volume and the direction of the
fireworks explosion have adaptive characteristics corresponding to the quality of
a firework [15]. Then, a set of (SN ) random sparks at each firework location are
generated, and locations of the sparks are calculated. Next, the quality of each
spark location is evaluated and the best solutions (locations) from the whole sets of
fireworks and sparks are selected as the firework locations for the next generation.
The selection is also driven by the desire to maintain the diversity of the new set
of fireworks locations. The process is iteratively done to improve the quality of the
solution. In each iteration, a certain number of locations within the best locations
are selected based on a probability value obtained from distance information such
as Manhattan distance, Euclidean distance, or Angle-based distance [18].

The intrinsic combination of ANPSO and Fireworks algorithms is performed in
such a way that one can have better balance between exploration vs. exploitation.
PSO is already proven to work for SFQ cell optimization as in [7] whereas the
Fireworks algorithm has been successfully used by many researchers. Therefore,
we have opted to improve the optimization solutions for SFQ cells by combining
two swarm optimization techniques which was never applied before.

The combination of ANPSO and FWA is achieved by merging the next location
calculation process of ANPSO with the firework explosion feature of FWA. The
particle locations determine where the fireworks start. The quality of fireworks
depends on the number of sparks generated by the explosion. In this work, particle
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locations and the number of generated sparks are controlled and corrected by
using the Damping Wall (DW) technique [19]. DW decreases the spark’s excessive
velocity and redirects the sparks when the location surpasses the search space
boundaries. In other words, the global search is carried out by particles and the
local search is performed by firework sparks. By changing the number of particles
or each firework’s spark reach, the margin optimization algorithm can expand either
the global search or the local search around the target SFQ parameter values in the
search space. During the optimization process, multi-threading is employed to speed
up the optimization process, where each thread is assigned to a single particle or a
firework.

For calculating the objective function, the conventional margin analysis is
performed where every parameter is scanned through its own boundary limits
while the other parameters remain the same at their nominal values. The margin
calculation is completed by using binary search on every parameter within given
parameter boundaries [2]. For the critical margin range calculation in this study, two
factors are considered: the square root of the product of the lower and upper margin
values and the sum of lower and upper margin values. The square root value carries
the information of how well-centered the margin range is, whereas the sum provides
information of how much a cell is tolerant to the process variations. Moreover, a
similar approach can be applied to complex cells for simultaneous optimization of
parameter margins when dealing with different fan-in and fan-out cells. This will
facilitate generating complex cells by combining multiple cells from a cell library.
During the optimization process, it is also possible to group similar parameters for
cells where it is intended to optimize cells with a symmetrical structure such as
Superconducting Quantum Interference Device (SQUID) [20].

2 Background Knowledge

This section begins with a brief explanation of SFQ logic with an example of D
Flip-Flop. In the following Sects. 2.2 and 2.3, the utilized objective functions to
evaluate the SFQ cell performance and applied optimization methods for SFQ cells
are discussed.

2.1 SFQ Logic

SFQ logic cells and interconnects consist of Josephson Junctions (JJs), inductors,
and resistors. These circuits perform pulse-based operations where logic 1 corre-
sponds to an SFQ pulse appearance and logic 0 corresponds to the absence of a
pulse. The correct functionality of these circuits is determined by observing the
pin-to-pin pulse arrival time and propagation delays. When an SFQ pulse does not
appear within the desired time interval, the cell functionality is considered to be
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Fig. 1 (a) JTL schematic. (b) JTL simulation result. (c) DFF schematic. (d) DFF simulation result

incorrect. Depending on the cell type and its design, SFQ pulses can be transferred
or stored by utilizing DC SQUID structure. A common interconnect and the simplest
design used in RSFQ is Josephson Transmission Line (JTL) shown in Fig. 1a. JTL
allows an incoming SFQ pulse to propagate to the output. It contains parallel JJs
with series inductors in between. If the input pulse coming from A excites the first
junction J1, the junction will have 2-π phase leap, forming supercurrent which will
circulate the superconducting loop J1-L1-J2. When this supercurrent is added to
the bias current of J2 and if the summation surpasses the critical current of J2,
an SFQ pulse will be generated. The same process is repeated for the subsequent
superconducting loops until the pulse is transmitted to the output node B as shown
in Fig. 1b.

To store an SFQ pulse, D Flip-Flop (DFF) is built around a DC SQUID J2-L2-J3
where a quantizing SFQ loop is formed as shown in Fig. 1c. When an SFQ pulse
is provided from input D given in Fig. 1d, the state of the quantizing loop becomes
1 and the DC-current flows in the clockwise direction while biasing J2 far from its
critical current. If another SFQ pulse applied to D, the escape junction J1 switches,
and the DFF remains in state 1. The DFF state can be read by applying a pulse from
clk. If the DFF is in state 1, junction J3 will flip, releasing the stored flux quantum.
If the DFF state is 0, junction J4 will flip since it is closer to its critical current value
than J3.
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2.2 Objective Functions for SFQ Design

The performance of SFQ cells is determined by evaluating the following objective
functions. Each function requires a different computational effort to deal with SFQ
cell components as will be explained next.

2.2.1 Margin

One of the most important metrics to evaluate the robustness of logic cells to
variations in the fabrication process is the (critical) margin of a logic cell. Margins of
each parameter in a logic cell are defined as the ratio of the minimum and maximum
values to nominal values of cell parameters (e.g., bias current, Josephson junction
(JJ) critical current, and inductance values) for which the cell functions correctly.
These bounds are obtained by changing the nominal value of each parameter while
the other parameter values are fixed. The correct functionality of each cell can be
determined by observing the timing as well as the output values of a logic cell with
respect to an input vector.

The critical margin is calculated as the summation of the maximum of lower
margins and the minimum of upper margins of all parameter values. For example, if
DFF cell parameter J2 has +5%/−10% upper and lower margins whereas another
parameter J3 has +15%/−5%, the critical margin will be defined as the intersection
region of both parameter margin regions, i.e., the critical margin with respect to
J2 and J3 is +5%/−5%. Any improvement on the critical margin means every
parameter are more tolerant to the variations in the fabrication process. When
optimizing the margins or the critical margin, the parametric yield of logic cells
is also improved as the optimized cell is more tolerant to process variations.

To reduce the dimensions of search space, a new margin calculation algorithm
is reported by Shahsavani and Pedram [21]. Conventional margin analysis is
performed by single parameter change and finding the overlapping regions of all
parameters. However, the presented technique clusters the parameters into hyper-
parameters to calculate accurate margin ranges. This allows them to perform
multi-dimensional binary search and to find feasible parameter regions which will
also help to quickly estimate the parametric yield.

2.2.2 Yield

Another employed technique for performance and reliability optimization is para-
metric yield analysis. Yield is a measure which captures the percentage of Monte
Carlo (MC) simulations that maintain the correct cell functionality under specified
conditions. These conditions can be the number of pulses or pulse timings observed
at desired nodes in SFQ cells. For this analysis, independent normal distributions are
assumed for different parameter types in the target cell, and a randomization process
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is performed to scatter parameter values around their nominal values subject to their
respective standard distributions. Yield (Y ) is reported as a percentage that shows
the ratio of the samples that pass the desired conditions for correct output (Np) to
the total number of samples (N ), that is,

Y = Np

N

Np =
N∑

i=1

h(Xi)

(1)

where function h signifies the evaluation of a simulation result to determine if the
netlist with a parameter set Xi fails or passes the test with specified criteria. If the
assigned parameter set fails to produce the target conditions at the testbench output,
the function will return 0. However, if the sample satisfies the conditions, the output
of h will be 1 and the returned values from different sets with the correct output
among N samples are accumulated and assigned to Np. As N gets larger, the yield
result becomes more accurate.

The advantage of assigning yield as an objective function is its ease of imple-
mentation. Additionally, it is also a more realistic measure of cell performance
due to changing cell parameters. The accuracy of the yield analysis depends on the
number of MC simulations with more simulations providing more accurate results.
This comes at the cost of large MC simulation time, and therefore, a tradeoff exists
between the accuracy and runtime.

To reduce long MC simulation times, Shahsavani and Pedram (2019) introduced
a novel way of estimating the parametric yield without simulating the cells [21]. In
their solution, the behavior of logic cells are modelled with a machine learning based
approach for predicting whether a cell operates properly or not by looking at the
values of a given parameter set on each MC sample. The training and test data sets
for the model is obtained from MC simulations of desired logic cells and the authors
achieved an average of 96% accuracy for the trained model on this alternative yield
analysis.

2.2.3 Multi-Criteria Objective Function

Considering the techniques on Sects. 2.2.1 and 2.2.2, it is possible to utilize both
of margin and yield scores for the optimization process. Each of the scores can be
added up after multiplying by an individual weight as shown in (2).

fc(X) = wm ∗ M(X) + wy ∗ Y (X) (2)

In the score function fc, critical margin score, margin weight, parametric yield,
yield weight and a set of cell parameter values are represented as M,wm, Y,wy and
X. M(X) and Y (X) correspond to evaluated margin and yield scores of parameter
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values X. Additionally, these scores are normalized while 0 ≤ wm +wy ≤ 1. These
constraints are applied to map the cell scores between 0 and 1. Among the obtained
scores, the best choice would be the one closest to the value 1 which corresponds to
a cell having largest critical margin and best parametric yield.

In addition to margin and yield scores, [22] includes a current leakage L

as another criteria for SFQ cells while comparing the performances of different
objective functions [23] and [24]. The leakage value is obtained from a single
analog simulation of a cell. Dividing average current passing through a resistance
component to summed average currents passing through inductance components
in a cell gives a rough estimation for this metric. In their work, the goal is set to
minimize the leakage while having maximum margin and yield scores. The first
score function called DEA is determined as shown in (3).

fc(X) = wm ∗ M(X) + wy ∗ Y (X)

wl ∗ L(X)
(3)

Since there is a denominator part, the weights are stated as wm,wm,wm ≥ ε to avoid
zero division where ε is a minimum weight and ε > 0. The second score function
is scalarizing function, given as (4), which is minimized during the optimization.

fc(X) =
(

M − Im

Gm − Im

)p

+
(

Y − Iy

Gy − Iy

)p

+
(

L − Il

Gl − Il

)p

(4)

It also uses ideal values I and goal values G. I is set as the best possible values
while G is defined by the user preferences. The parameter p is assigned as 3 for
exponent parts and as cell parameters approach their ideal values, the related value
for the terms in parenthesis approaches zero.

2.3 Existing Optimization Methods

In this section, we provide a detailed review of the prior art techniques used for
margin and yield optimization of SFQ cells. Depending on the objective function
and the number of parameters to be optimized, the quality of optimization results
are different; thus, finding a suitable algorithm and objective function is crucial.

2.3.1 Inscribed Hyperspheres Method

The Inscribed Hyperspheres Method (IHM), one of the design centering methods,
was first used by Herr and Feldman in [8] to optimize RSFQ circuit. The original
algorithm, named Simplicial Approximation (SA), was developed by Director [25].
The optimization defines a sphere, having a radius which represents the critical
margin of an optimized circuit. This algorithm approximates the feasible region
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boundaries of an n-parameter design space, aiming to increase the volume which is
inside a defined convex hull.

The initial (nominal) parameter values of an SFQ circuit are considered as
starting point for the optimization. The set of m boundary points for an operating
region are calculated by sweeping each parameter value within its spread range, i.e.
using binary search to find the points that satisfy the fail/pass criteria. n denotes the
number of parameters to be optimized and m is generally assigned as 2n or n + 1
by following m ≥ n + 1. Notice that each point corresponds to a one-dimensional
parameter margin. Connecting these m points, the resulting planes form a convex
hull where the largest sphere that can fit will be inscribed. The computation involves
an iterative process that is achieved by an approximation where the largest tangent
plane defines the direction of the next parameter value search. The calculation
continues until the sphere fits into the center of a hull where the optimum parameter
values are defined. After maximizing the sphere volume, the new hull is drawn for
a new search to commence.

The optimized parameter values in each iteration are located at the center of
the inscribed spheres, corresponding to set of parameter values with the maximum
tolerance to the variations. They serve as a new design vector for the next iteration.
After this iteration is completed, some circuit parameters may still exhibit larger
variation than the other parameters. Therefore, additional adjustments are needed
to find the optimal volume. Values of parameters with large variations are used to
find a better center for the sphere. Since there are additional value adjustments on
parameters, the center of a sphere may move to a different location. This process
eventually produces the global maximum point for the operating region of a given
circuit. As stated in their paper, standard critical margin analysis for its objective
function may provide a poor choice of parameter values for a cell with large number
of parameters and result in low yield. Due to high computational cost of obtaining
a high-dimensional SA, this method is applicable only to problems that have a low
number of design parameters.

The authors of [8] implemented IHM and simulated RSFQ circuits in MALT
[3]. They performed margin optimization on 8 different cells including NOT, XOR,
D Flip-Flop, T1 Flip-Flop, SFQ-DC converter, DC-SFQ converter, splitter, and
confluence buffer cells. In this work, global parameters are defined as XL (which
multiplies all inductors), XR (which multiplies all resistors), XIb (which multiplies
all bias currents), and XIc (which multiplies all junction critical currents). To reduce
the number of parameters, XIc and XIb are combined into XIcb, and XR is not
included due to its small effect on cell dynamics. Depending on the complexity of a
cell, the authors achieved margin values of ±47.25% and ±33.75% on average with
respect to XL and XIcb parameters.

2.3.2 Centers-of-Gravity Method

The Centers-of-Gravity Method (CGM) is a statistical approach that seeks to
compute parameter values for a target design which will maximize some figure
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of merit (e.,g., yield) by design centering [26]. In particular, CGM works by
performing a statistical exploration over a region, which is in turn defined based
on the set of design components that are utilized for the parametric yield analysis
in a hyper-parameter search space. For yield calculation, a Monte Carlo analysis
is utilized where the process of random sampling also contributes to determining
the new position for the parameter set (in addition to estimating the quality of
parameter set during the optimization). Harnisch et al applied CGM to SFQ cells
and investigated the algorithm’s performance using different design parameters [5].
Their algorithm starts by creating a vector P which contains parameter values of a
circuit:

−→
P = p1 p2 . . . pk . . . pK (5)

where K denotes for the number of parameters that must be optimized and
represents the dimension of search space. For the nominal values in the circuit, an
additional vector is formed (with a superscript “o”) as shown below:

−→
P o = po

1 po
2 . . . po

k . . . po
K

(6)

Next N samples are drawn around the nominal values in order to determine the
parameter tolerances since the results are compared to the desired performance.
These tolerance values are represented with a vector T , and the tolerance range is
calculated as follows:

−→
T = t1 t2 . . . tk . . . tK (7)

(po
j − tj ) ≤ pj ≤ (po

j + tj ) , j = 1, . . . , K (8)

The position and width of the tolerance region depend on the number of parameters
and the nominal vectors of parameter values within the region. The passing and
failing vectors for circuit parameter values are estimated as follows:

−→
G P = 1

NP

NP∑
Passing
circuits

−→
p i ,

−→
G F = 1

NF

NF∑
Failing
circuits

−→
p i (9)

where NP and NF denotes the numbers of passing and failing circuits (note that total
number of samples N is equal to NP + NF. Since these vectors are around P o and
within the tolerance region, they also contribute to the determination of the new

nominal vector. Upon acquiring
−→
G P and

−→
G F vectors, the new nominal vector P o*

can be calculated as follows:

−→
P o∗ = −→

P o + λ (
−→
G P − −→

G F ) (10)

where λ, which denotes the step length, is set to 1 − Y . Note that yield Y within
the tolerance region is calculated as NP /N . After the new vector calculation,
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the tolerance range is updated. Next, the new samples are obtained around the
new nominal vector, and the same process is repeated until the desired results
are achieved or the optimization process is terminated when there are no further
improvements in yield for a selected cell. In this work, CGM was applied to
optimize the SFQ buffer, splitter, D Flip-Flop, NDRO, T Flip-Flop, AND, OR, XOR,
and NOT cells. Although the method targeted yield optimization, it achieved cell
margin improvements as well. More precisely, it resulted in at least ±35% margin
improvement on the said cells, and more importantly, on circuits such as DC-SFQ
converter and an RSFQ voltage doubler.

2.3.3 Genetic Algorithms

Genetic algorithms (GA) are derived from the notion of natural selection. These
algorithms simulate the selection of fittest individual within the population of
candidate solutions. The offsprings are generated from the successor parents and
the genes of parents are passed to the next generation. The combination of these
genes create the strings to form child’s chromosome which will correspond to a
solution. GAs only require the evaluation of a desired fitness function, and this
fundamental difference makes GAs more robust than other optimization practices.
Fourie and Perold (2003) mapped the design values of SFQ cell variables into the
strings, which enabled them to utilize GA as an alternative optimization method
[9]. The authors used theoretical yield as a fitness function where Monte Carlo
analysis is performed to evaluate the quality of solutions. Therefore, the design
variable values are determined based on the solution’s yield and its corresponding
probability of survival. Since the yield score may create insufficient differentiation
among the solutions, it is normalized to assign a value of 0 for the solution with the
lowest yield and a value of 1 for the one with the highest score. All other solutions
are assigned values between 0 and 1. This normalized score is then used as a
fitness value. Upon determining the parent solutions and finishing the reproduction,
a crossover operator is used to generate new solutions. The genetic information
from the parents’ strings is passed to the offspring during the crossover process. In
the aforesaid work, a random process is used to produce the offsprings. Moreover,
mutations are allowed to occur after the crossover. The mutation corresponds to
random changes in the solution string that can create different solution varieties in
the population [27]. More precisely, these random values are generated by assuming
Gaussian distribution of original design values. This step helps avoid premature
convergence to a not-so-good a solution.

For the RSFQ application, strings of cell components represent real values of
design components such as Josephson Junctions (JJs), inductors, and resistors. After
the reproduction process of these strings, random cross over points are selected
among the cell components. The values of corresponding components in each
individual are swapped between the individuals to create variety of value sets for
an SFQ cell. For each individual, random mutations alter the component values
according to normal distributions around the nominal values. After the mutation
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process, the said individuals will constitute the new generation of component values
as candidate solutions for the remaining optimization steps.

By fine-tuning the optimization parameters in different runs, GA resulted in an
average yield of 95.6% for Complementary Output Switching Logic (COSL) Set-
Reset Flip-Flop. Additionally, by utilizing the same optimization parameter settings,
the yield of COSL negative output OR cell was increased from 58.7% to 100%.
The authors stated that the yield improvement was accompanied by corresponding
critical margin improvement for all cells.

2.3.4 Particle Swarm Optimization Method

It has been shown that the Particle Swarm Optimization (PSO) method [28] can
provide promising results for the optimization of superconducting logic cell families
and analog circuits [7, 10]. In the algorithm, a particle represents a set of parameter
values for an SFQ cell. The dimension of the search space is defined as the number
of cell parameters, D, and its hypervolume is determined by the product of the
difference between each parameter’s UB and LB values. The search space itself
is defined as the set of all possible parameter values which lie inside the said
hypervolume. Initially, a number of particles are randomly placed all over the
predefined search space. The algorithm tries to find the optimum point of the defined
objective function inside the search space. Since the nature of the algorithm is
stochastic search and starting point of the search is randomized, finding the global
maximum point is not guaranteed. Thus, the particles may converge into the local
maxima during the optimization.

The optimization process starts with the randomly placed particles where the
location of each particle is denoted as Xt

i . The parameters t and i represent the
iteration number and particle number where i is within the range between 1 and
a predefined population size I, i.e., the number of particles. Variable d represents
the current dimension, and it varies from 1 to D which is the total number of
dimensions, i.e., the total number of parameter values, as shown in (11).

Xt
i = Xt

i,1, Xt
i,2, . . . , Xt

i,d , . . . , Xt
i,D (11)

After assigning particle locations, each set of parameter values are evaluated
according to the target objective function. Each particle keeps the track of its best
location called the particle best (i.e., pbest ti ). Next, the particle with the best score
is selected and this current best location is represented as gbest tj . Once the best
particle is chosen, the other particles move towards the best point.

In each iteration, each particle has a unique velocity towards the gbest tj location.

The velocity vector in each iteration, denoted as V t+1
i , is a summation of three

components, namely inertia, cognition, and social components [7] that are defined
as follows:
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V t+1
i = C0 × V t

i

+ C1 × rand(0, 1) × (pbest ti − Xt
i

)

+ C2 × rand(0, 1) ×
(
gbest tj − Xt

i

)
(12)

Inertia vector component acts as a memory where the particle remembers
previous iteration’s velocity and its distance from the pbest tj location. Cognition
vector component represents the weighted difference between the current location
of a particle and the best location obtained by that particle. The social vector
component is computed by the weighted difference between the current location
and the best known location of all the particles in the swarm. These components
are used to regulate the velocity aiming to achieve a balance between exploration
and exploitation [15]. Once the velocity vector for all particles is obtained, the next
location of each particle is calculated as shown in (13) [15].

Xt+1
i = Xt

i + V t+1
i

(13)

To evaluate the performance of the PSO method, the authors of [7] compared
SFQ D Flip-Flop (DFF) and T Flip-Flop (TFF) cell results from the PSO tool with
the results obtained by the SCOPE tool. It was reported that the critical margin
results of the DFF from the PSO tool are −24% and +33% for lower and upper
bounds while the SCOPE tool provided −30% and +44% for the bounds. For the
TFF cell, the performance stated as −23% and +23% for PSO, and −18% and
+24% for SCOPE. They also included improved delay and jitter information within
their optimization criteria to have better cell quality.

3 Problem Statement and Proposed Solution

In this section, details of the objective function used for the margin optimization of
SFQ cells are presented. Next, the exact problem statement is given, and our solution
technique is presented. Simulation results that support the efficacy of the proposed
solution are provided.

3.1 Circuit Scoring Method

Since the margin range does not capture the effect of asymmetric upper and lower
margin values (ignoring the plus or minus sign of the margins), we propose a new
objective function which accounts for both the margin range and the product of the
upper and lower margins, aimed at increasing both the margin values and centering
parameter values to generate a symmetrical critical margin. For instance, a first cell
with lower and upper margins of −17% and +1%, respectively, is scored equally
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to a second cell with a ±9% margin on both lower and upper bounds. Indeed, both
of these cells will be assigned a critical margin range of 18% whereas the second
cell is expected to have a higher parametric yield. The new score function for a cell
fc, which we call centering-favored critical margin range, is calculated using (14)
where UB and LB are normalized to assume values between 0 and +50%. UB and
LB of a cell is determined by the combination of each parameter’s UB and LB
values. The common range of all parameters defines the metric value for a cell.
Recall that an UB of +50% indicates that the parameter values can be increased by
50% compared to their nominal value without affecting the correct cell functionality.
Similarly, a LB of 50% indicates that the parameter values can be decreased by 50%
compared to their nominal value. X corresponds to a set of parameter values, i.e.,
location of a particle. In order to create a normalized score mapped between 0 and
100, we used 0.4 and 0.8 as the weights of the two components in the score function.

fc(X) = 0.4 × √
UB × LB + 0.8 × (UB + LB) (14)

Notice that fc(X) and standard critical margin range value yield equal values when
UB = LB. In the example of the previous paragraph, the fc(X) value for the first
cell is approximately 16.05% whereas for the second cell it is 18%, which does
indicate that the second cell will have a higher parametric yield. Figure 2 shows the
value of different components in (14) as a function of the set of possible upper and
lower bound values. The square root shown in Fig. 2a indicates that the result will be
higher if UB and LB values are close to each other. In Fig. 2b, UB and LB values
are added together to define standard margin range. By using (14), the new margin
score is obtained as shown in Fig. 2c. The new objective function gives smaller
score to the margin ranges that have big difference between UB and LB values.
For example, if a cell C1 has 1% UB and 36% LB, its score with new objective
function will be 32% while its standard margin score will be 37%. The cell C1 will
be treated almost equally to a cell C2 where its both UB and LB values are 16%.
The difference between the standard margin and the new margin values shows that
if the cell margin tends to expand towards one side of margin bounds, the cell score
will be smaller than the original case, which helps maintain both sides of bounds
relatively identical. In this work, we refer to a set of parameter values as a particle.
Once the margins for each parameter in a cell are calculated, the score of each
particle, is computed using (14). Using the centering-favored objective function, an
optimization algorithm targets generating a more symmetrical set of margins, hence,
indirectly increasing the parametric yield as well as individual parameter margins.

3.2 Statement of the Optimization Problem

Each component in these designs has a tolerance to parameter spread (which arises
due to imprecision of and imperfections during the fabrication process). When
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Fig. 2 (a) Square root value of the product of the upper and lower bounds in percentage points.
This value carries the information of how well-centered the margin is and having relatively close
lower and upper bounds results in a higher score. (b) Standard margin score. The summation of
upper and lower bounds gives the quality of a margin without any deduction on the margin score.
(c) New margin score. The combination of both square root value of the product and standard
margin score allows us to prioritize the selection of parameter set with centered margins. (d) The
difference between the new score and standard score. Scoring method penalizes the margins that
are not-centered and the deduction gets higher on one-sided margins

these components are integrated on a chip, the tolerances tend to become smaller
because of cell interactions. When the parameter spread is more than a component
can tolerate, the correct functionality of a cell cannot be maintained. To maintain
the correct functionality of cells, each component’s operating margin has to be
increased. Therefore, the optimization of SFQ cells is of high importance.

Margin Optimization Problem Given is an RSFQ circuit comprising many logic
cells, each logic cell including a number of cell components such as Josephson
Junctions (JJs), inductors, and bias resistors, and current sources. Let D denote the
total number of cell components in the circuit. For each type of cell component,
i.e., inductors L, resistors R, bias current Ibias , and critical current of JJs Icrit , a
parameter spread in the form of a probability distribution function is defined over
a desired range. Considering the inductor component type, we are given Lmin and
Lmax where the nominal value of L (which is the mean value of the assumed normal
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distribution) is denoted by μL and calculated as (Lmax+Lmin)
2 . The corresponding

standard deviation is denoted by σL and calculated as (Lmax−Lmin)
6 . Without loss

of generality, all L component values in the circuit are selected randomly and
independent of each other according to the said distribution (although it is also
possible to partition all inductor components in the circuit into groups and assign
the same random L value to all components in the same group so as to capture
spatial correlations). The same process is used for other component types R, Ibias ,
and Icrit . The goal is to optimize the nominal values of circuit parameters such that
they are robust to the said variations (centered properly in the feasible region) while
maximizing the circuit score as defined in Sect. 3.1.

3.3 Proposed Solution: The ANPS-FW Algorithm

In this section, we describe a particle swarm optimization technique (ANPS-FW)
utilizing two stochastic search algorithms, i.e., the Automatic Niching Particle
Swarm Optimization (ANPSO) and the Fireworks Algorithm (FWA). We incorpo-
rate the Roulette Wheel Selection (RWS) algorithm for particle selections, which
is a genetic operator used in genetic algorithms for selecting potentially useful
solutions for recombination, into ANPS-FW to improve its performance. Moreover,
we integrate the damping wall (DW) technique into ANPS-FW, which allows
particles to approach (but not go outside) the search space by adjusting the direction
and velocity of approaching particles so that the boundary regions can be searched
better. Last but not least, a new objective function for optimizing SFQ logic cells
which accounts for both the sum and the minimum value of lower and upper bound
margins of cell parameters is proposed and adopted. The overall flow of ANPS-
FW is shown in Fig. 3. The inputs to this algorithm consist of the netlist of a logic
cell and the cell parameter values and spreads. The output of this algorithm is an
optimized cell, with modified parameter values and improved critical margins. We
refer to a set of cell parameter values as a particle and a set of particles as a swarm. A
subswarm is a subset of an original swarm, obtained by partitioning the said swarm
into multiple parts.

In the initialization step, the input netlist is parsed, simulated, and checked to see
if the cell is working correctly, i.e., whether the initial set of parameter values result
in a feasible solution. In step 1 of the algorithm, a particle corresponding to the set
of nominal values of cell parameters along with a number (SM − 1) of randomly
generated particles are created. At the second step, each particle is assigned as a
firework location. Each firework then creates SN number of sparks and the location
of each spark is recorded. In the fourth step, the brightest spark among SN sparks
is selected for each particle. In step five, a predefined number of best particles are
assigned to subswarms (using the RWS algorithm). In step six, we compare the best
scores of subswarms with a target margin score and decide whether to continue
the search or terminate the algorithm. Additionally, we terminate the search if the
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Fig. 3 Flow graph for the combination of ANPSO and FWA

total number of iterations reaches a predefined limit. If the conditions to terminate
the search are not satisfied, all particles’ locations are updated and the algorithm
repeats starting from the second step. In the end, the algorithm reports the updated
margins for individual parameters as well as the critical margin of the optimized
cell. The parametric yield of the optimized cell can also be reported to verify the
effectiveness of the algorithm.

The given methodology (ANPS-FW) essentially combines the Automatic Nich-
ing Particle Swarm Optimization (ANPSO) and Fireworks Algorithm (FWA)
algorithms. By combining ANPSO and FWA optimization methods, a swarm
approach with a partially connected topology which accommodates converging to
multiple local optimum points will be established while enabling efficient global
and local search. FWA will further boost the performance of ANPSO algorithm in
terms of finding high-quality local search spaces. The algorithm is elaborated on in
the next two subsections.

3.3.1 ANPSO in View of FWA

As stated in Sect. 2.3.4, the set of parameter values in RSFQ cell corresponds to a
particle in this algorithm as well. We refer to a population of particles as a swarm,
and subset of a swarm as a subswarm. ANPSO is a swarm optimization approach
that moves particles within a subswarm. Every subswarm has an elite member that
leads the rest of the particles to a local optimum. For each particle, the Euclidean
distances of that particle to all the subswarm elites are calculated and each particle
is assigned to the closest subswarm.
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Similar to PSO algorithm, D represents the dimension of the search space and the
hypervolume depends on UB and LB values in the ANPSO algorithm. The location
of particles are initially randomized and placed to the predefined search space. Even
though finding the global maximum point is not guaranteed like in PSO, ANPSO
has multiple points that particles converge into. Thus, this feature might allow us to
obtain better optimization results during the process. Particles are randomly placed
to initialize the optimization process and each particle location is denoted as Xt

i

where the parameters t and i represent the iteration number and particle number.
Additionally, the variable d represents the current dimension. The corresponding
equation for particle location is shown previously in (11). Every particle partially
communicates with the other particles depending on their distance to the selected
best locations. The best locations among the pbest ti locations is defined as the local
best, i.e., lbest tj where j is a number which ranges from 1 to the total number of
subswarms, J , within the whole PSO.

In ANPS-FW, we select local best values using the Roulette Wheel Selection
(RWS) algorithm [17] rather than the traditional Rank Selection (RS) algorithm.
Due to the nature of SFQ cell margin optimization, where the search space is non-
convex [29], it is crucial to have an algorithm that can allow possible explorations of
a large number of candidate particle locations within the search space. RS algorithm
compares all of the local best points and ranks them from high to low. Afterwards,
the highest score will be selected. However, in RWS, the selection can be any of the
results with a non-zero probability that depends on their score. The advantage of
using RWS instead of RS is that it gives a chance to the particles with a low score
since they might eventually lead to a high-quality solution. An example is shown in
Fig. 4a. In this figure, particle 1 has a lower score than particle 2, but it is closer to
the target point, i.e., the global maximum. Therefore, it is expected that if particle
1 is selected, the global optimum can be found. However, RS algorithm chooses
particle 2 over 1. On the other hand, the RWS algorithm may choose particle 1 over
2. In this case, particle 1 might have a better critical margin.

The RWS algorithm is a genetic selection algorithm that stochastically selects
parents from one generation to create the basis of the next generation. The parents
are assigned fitness levels and the fittest individuals have a greater chance of survival
than weaker ones [17]. In the context of the ANPSO algorithm, each particle’s
probability value, p(Xt

i ), is put into a portion of a roulette wheel where size of the
portion represents the particle probability. The probability of selecting each particle
as lbest tj is defined using (15). The details of centering-favored objective function
are given under Sect. 2.2.1.

p(Xt
i ) = fc(X

t
i )∑I

i=1 fc(X
t
i )

(15)

Using Eq. (15), the probability of particles 1 and 2 are calculated as 14% and 46%,
respectively, shown in Fig. 4b.

A fixed point on the roulette wheel will be randomly chosen as a particle. A single
virtual spin on the wheel will complete a single particle selection, i.e., choosing
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Fig. 4 (a) A 2D search space with two particles. Particle 2 represents a local maximum in the given
search space. Even though it has higher score than particle 1, global optimum can be achieved by
utilizing the parameter set of particle 1. (b) Roulette wheel selection. All particle probabilities are
distributed on the wheel and a random particle is selected depending on its probability. Upon the
selection, the remaining probability values are normalized and a new selection will occur if more
than one particle is desired

one local best point. After each selection of lbest tj , the probability of choosing
the remaining particles is normalized and recalculated while excluding the selected
particle. It is possible that the remaining particles might have zero score on the
objective function, fc(X

t
i ), which will create an illegal zero division operation

which represents a parameter set with zero margins. To avoid this, when the sum
of these particles’ score is zero, a particle is selected randomly.

In each iteration, a number of local best points are chosen. Remaining particles
will then move towards the closest lbest tj point and each of the local best
particles creates a partially connected topology with the attracted particles, called
a subswarm. In the ANPSO with RS selection algorithm, the local best points
lbest tj tend to stay where they are until a particle with a better score is found
in the search space. However, using RWS algorithm, local best points may be
selected stochastically, which allows a particle with the highest score to continue
moving towards optimums. Additionally, they still record the best locations in
each iterations, which allows them to keep track of local optimums. As a result,
movement of the lbest tj will additionally enable a local search near local optimums.

Once a number of local best particles is chosen, the other particles move towards
the local best point inside their subswarm. In each iteration, each particle has
a unique velocity towards the lbest tj location rather than pbest tj location given
in (12) as in PSO algorithm. Even though the velocity vector in each iteration,
denoted as V t+1

i , is a summation of three components (inertia, cognition, and social
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components) [15], the inertia component utilized in this ANPSO algorithm has an
adaptive feature. The related equation is defined as follows.

V t+1
i = χ × (Ct

0 × V t
i

+ C1 × rand(0, 1) × (pbest ti − Xt
i

)

+ C2 × rand(0, 1) ×
(
lbest tj − Xt

i )
)

(16)

Inertia vector component in ANPSO algorithm acts as a memory as well and it
allows the particle to remember its previous iteration’s velocity. However, unlike
PSO algorithm, the particle distance depends on lbest tj location. To adjust the
contribution of previous velocity, Sugeno inertia weight Ct

0, one of the inertia weight
laws in Adaptive PSO, is included in the velocity calculation [30]. The equation for
calculating this parameter is shown in (17). t , T , and s represent current iteration,
maximum iteration, and a fixed constant, respectively. C0min

and C0max define the
limits for the inertia weight, while the fixed constant (s) adjusts the time-variant
ratio for the step size of inertia weight. This approach will enable to linearly slow
down particles while converging to lbest tj which allows smaller adjustments to the
location of each particle.

Ct
0 = C0min

+ (C0max − C0min
) × 1 − t

T

1 + s × t
T

(−1 < s) (17)

The contributions of cognition and social vector components are the same as in
PSO algorithm but the social vector component utilizes the weighted difference
between the current location and the best known location of all the particles in the
subswarm. Additionally, Sugeno inertia weight C0, cognition weight C1, and social
weight C2 coefficients represent how much the particle’s velocity is affected by
the previous movement, the pbest ti location, and the lbest tj location, respectively.
An example is shown in Fig. 5a, where the inertia, cognition, social velocity vector
components as well as their summation (which is the updated next velocity vector)
are depicted. Furthermore, the velocity calculation equation is modified by using the
constriction factor given at (18) while creating a relation between the cognition and
social weights. For high C1 and low C2 values, the particle will act as a self-observer,
and for the low C1 and high C2 values, the particle will become a social-observer.

χ = 2

|2 − φ −√φ2 − 4 × φ| (4 < C1 + C2 = φ) (18)

Upon obtaining the velocity vector for all particles, the next location of each particle
is calculated as previously shown in (13) [15].

If the next location Xt+1
i for a particle does not lie within the search space,

the location will be mapped to the search space. Four different location correction
algorithms are considered in this paper: reflecting wall, damping wall, absorbing
wall and invisible wall [19]. Reflecting wall changes the velocity vector sign in
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Fig. 5 (a) Particle’s next velocity vector with its weighted components and next location. (b)
Next velocity vectors with reflecting wall (yellow), damping wall (red), absorbing wall (blue), and
invisible wall (green) techniques

the opposite direction when the particle leaves one of the dimensions of the search
space. This technique might lead to a non-convergent process where the particle
keeps bouncing from the boundary. Damping wall can be considered as a subset of
reflecting wall where the particle bounces from the boundary but with a decreased
velocity with a random coefficient between 0 and 1. Moreover, absorbing wall
removes the excess velocity and keeps the particle on the boundary. As a result,
the particle might skip the local search around the boundary region. Invisible wall
allows the particle to go through the wall for one iteration. The illustration of these
techniques are shown in Fig. 5b. By following the previously mentioned statements,
DW technique is selected among the other boundary correction techniques for
the SFQ cells due to two reasons. The first reason is that DW keeps the particle
within the search space, unlike invisible wall where we do not want their cell
parameter to surpass the limits of search space. Additionally, DW maintains the
particle’s direction towards the boundary point while reducing its excess velocity
and enabling better search of boundary regions [19]. To compute the updated
location, an initial DW time-variant constant (λi,d ) is declared as (19) where d

represents each parameter number. This constant modifies the excessive velocity
for the next iteration as shown in (20). As a final step, all of the parameters’ result
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X′
i,d will be assigned back into Xt+1

i .

λi,d = XUBi,d − XLBi,d

max(|XUBi,d |, |XLBi,d |) (19)

X′
i,d =

⎧⎪⎨
⎪⎩

XUBi,d − λi,d × (Xt
i,d − XUBi,d ), if Xt

i,d > XUBi,d

XLBi,d + λi,d × (XLBi,d − Xt
i,d ), if Xt

i,d < XLBi,d

Xt
i,d , otherwise

(20)

After the calculation of a new location for each particle, the margin calculation is
performed and the score of a cell netlist is obtained. Before comparing the result of
the objective function with pbest ti , Fireworks Algorithm (FWA) is used for local
search. The location obtained from FWA will be compared to particle’s current
pbest ti . At this point, the RWS algorithm will be used to determine lbest tj among
the whole population and the next iteration will be initiated.

In their proposed algorithm, during the optimization process at each iteration
t , the average Euclidean distance, d(Xt

i ), between lbest ti and each particle’s Xt
i is

expected to be bigger than � value as shown in (21). The absolute value calculations
in (21) are used to handle negative parameter values. If any particle has a shorter
distance than �, its location will be randomized and assigned within the search
space, but the particle will still keep its pbest ti location.

d(Xt
i ) = mean

( |lbest tj − Xt
i,d |

|XUBi,d − XLBi,d |

)
> � (21)

When calculating the particle locations, it can be aimed to generate identical
parameter values for symmetrical cell structures, such as SQUIDs. In this case,
such parameters will be grouped together, and the changes will be applied to all
the parameters in a group when calculating the particle locations. Consequently, a
correction function will be called and the grouped parameters will be assigned same
values. As a result of parameter grouping, the dimension of search space is reduced,
boosting the optimization process.

3.3.2 FWA in View of ANSPO

As mentioned in Sect. 3.3.1, during the ANPSO process, we use the FWA algorithm
for performing local search before the evaluation of particles. Each particle gen-
erated using the ANPSO algorithm will be considered as a firework. The location
of fireworks will also be obtained from ANPSO in the optimization process rather
than using the probabilistic approach given at [15]. Initially, the best (Y t

max) and the
worst (Y t

min) fireworks are selected using (22).
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Y t
max = max(fc(X

t
i ))

Y t
min = min(fc(X

t
i ))

(22)

After finding the best and the worst fireworks, the number of sparks (St
i ) will

be calculated using (23). The number of sparks is proportional to the quality of a
firework and each spark represents a different parameter set for a cell. Parameter ξ

is defined as a small constant to prevent zero division. m is a positive integer called
the control number.

St
i = m × fc(X

t
i ) − Y t

min + ξ

(
∑I

i=1 fc(X
t
i ) − Y t

min) + ξ
(23)

Spark limitations for each St
i are defined as in (24). Parameters a and b are

predefined for lower and upper bounds, respectively.

Ŝt
i =

⎧⎨
⎩

round(a × m), if St
i < a × m

round(b × m), if St
i < b × m (0 < a < b < 1)

round(Si), otherwise
(24)

In addition to the spark amount, the amplitude of firework explosion should
be considered. For high-quality fireworks, the explosion range should be small.
The size of the explosion carries information about population convergence as it
corresponds to the quality of current fireworks. Every parameter of the SFQ cell
is considered to be normally distributed, and standard deviation value (σ ) is a
predefined percentage (p) of parameter’s nominal value. The control number (Â)
for the amplitude of firework explosion (At

i) is calculated as (1 − p) · Xt
i . The

control number enables to find the extreme values which cannot be achieved in the
normal distribution and it is used as shown in (25).

At
i = Â × Y t

max − fc(X
t
i ) + ξ

(
∑I

i=1 Y t
max − fc(X

t
i )) + ξ

(25)

To generate diverse sparks (different parameter sets) in the explosion, the
parameters are chosen randomly. For each spark, different vector zt

n will be defined
as shown in (26). The vector size is equal to the number of cell parameters which
are to be optimized. By using the spark diversity parameter, the displacement for the
explosion effect is calculated by using (27). The vector zt

n is created for every spark
and the parameter n represents the current spark while it varies from 1 to Ŝt

i .

zt
n =

⎡
⎢⎢⎢⎣

round(rand(0, 1))

round(rand(0, 1))

.

.

.

round(rand(0, 1))

⎤
⎥⎥⎥⎦

→ 1
→ 2

.

.

.

→ D

(26)
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ht
n = zt

n × At
i × rand(−1, 1) (27)

Firework location will be imported for each spark location before the explosion.
Afterwards, a unique displacement value is added to the initial location of each
sparks as shown in (28). The new location is mapped back to the search space
by using previously mentioned DW technique in the Sect. 3.3.1. Additionally, a
correction function will be called upon the grouped parameters after every location
assignment. As a result, the symmetrical structures will be maintained.

x̄t
n = Xt

i

x̄′
n = x̄t

n + ht
n

(28)

The objective function will be called for x̄′
n and each spark quality (for all n values)

will be determined in the same way. In the final step, the brightest spark will be
chosen and it will be assigned back to the location of current particle (Xt

i ) on
ANPSO algorithm. As shown in Fig. 3, after multiple iterations of the ANPSO and
FWA algorithms, an optimized set of parameter values is obtained with maximized
score function, i.e, an optimized cell with enhanced and well-centered critical
margins is generated.

4 Results of ANPS-FW

To evaluate the efficacy of ANPS-FW algorithm, we used the cell library (v1.5) [31]
as a baseline solution, and applied both plain PSO [7] and the hybrid optimization
algorithm (ANPS-FW) to 6 cells from this manually optimized library. Fan-in
and fan-out cells are selected to be Josephson Transmission Line (JTL) cells
[1]. The terminal nodes of the JTL cells are grounded through a load resistor.
We implemented the hybrid algorithm in MATLAB and used JSIM (Josephson
SIMulator) [32] for simulating cells.

In the experiments, C1 and C2 values are kept the same for both plain PSO and
ANPS-FW. Step size (ss) used for finding the margin range is set as 1% of the
nominal value of each parameter. Iteration limit for each optimization is set to 50
for ANPS-FW. To conduct a fair experiment, we increased the iteration limits for
the plain PSO to match the run time. The rest of the parameters of their optimization
algorithm are listed in Table 1. The population of particles is set to 20 and the
number of subswarms that divide the population into smaller groups is assigned
as 4. Moreover, the minimum and maximum spark numbers are picked as 1 (m ∗ a)
and 5 (m ∗ b). The reason for picking minimum spark number as 1 is to have at
least one sample around a low quality firework. With these numbers, we aim to
achieve a balanced exploration and exploitation for finding the solutions. To ensure
convergence during exploration, we assign recommended values to the cognition
and social weights (C1 and C2), which correspond to acceleration coefficients in the
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Table 1 Parameter values
used in the optimization
process of ANPS-FW

Parameter Value Parameter Value

I 20 m 10

J 4 a 0.1

C0min
0.4 b 0.5

C0max 0.9 T 50

C1 2.05 s 1

C2 2.05 ss 1%

optimization process [33]. The effect of adaptive inertia to the velocity of particles
is limited to be between 0.4 and 0.9, which is decreased during the optimization
process to help exploitation in the late iterations. In this work, the target margin
is set to be 100%. The standard deviation, σ , is defined as 20% for all parameter
types during the optimization process, and every parameter is taken into an account
for the optimization of critical margin. ξ and � values are assigned as 0.0001 and
0.5%, respectively. We have also defined a velocity limitation to be 20% of each
parameters’ search range. It allows to limit the amount of a parameter’s maximum
value adjustment in each iteration and decreases the convergence speed to achieve a
more effective global search.

For evaluating the parametric yield of each cell, we have performed 50,000
Monte Carlo (MC) simulations for each of the baseline and optimized cells [2].
During the MC simulations, the standard deviations, corresponding to Josephson
Junctions (JJ) σJJ , inductances σL, and resistances σR are set as 12%, 13%, and
14%, respectively. The input patterns which are applied in the optimization process
and MC analysis for each cell cover every possible combination. SFQ pulses
that appear on the output nodes interpreted as logic-1 while the pulse absence
is considered as logic-0. Since the baseline cell library is optimized to work at
50 GHz, all the clock-Q cell delays should be less than 20 picosecond. Based on this
observation, we monitor a time window of 40 picoseconds at the output to determine
whether a cell functions correctly or not [31]. It means that if an output pulse does
not appear within the desired time interval, the cell functionality will be considered
incorrect. SFQ pulses are observed on the node of intermediate JTL cell connection
at the output.

The simulation results, including the baseline and improved critical margins and
parametric yield values are reported in Table 2. The negative and positive margin
values report the lower and upper bound critical margins for each cell. As observed,
the proposed method consistently improves the upper and lower bounds of critical
margins for all the cells. Improvements in critical margin values are further verified
by observing improvements in the parametric yield of the cells. As a result of the
optimization process, the parameter values obtained for each cell are more robust to
variations in the fabrication process, i.e., have a larger critical margin. Hence, during
Monte Carlo simulations, the number of cells with correct behavior is improved, as
much as 24% for some cells. Furthermore, the proposed optimization algorithm
achieves more symmetrical critical margin values for most of the cells since the
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Table 2 Results of critical margin and parametric yield for baseline [31] and optimized cells

Results

Baseline [31] Plain PSO [7] Proposed

Cell Margin (%) Yield (%) Margin (%) Yield (%) Margin (%) Yield (%)

OR [−23,+23] 73.00% [−31,+25] 76.45 [−35,+37] 93.50%

AND [−44,+38] 97.00% [−44,+47] 97.92 [−46,+49] 98.20%

XOR [−14,+29] 60.60% [−20,+41] 77.66 [−26,+41] 83.90%

NOT [−25,+26] 89.70% [−32,+38] 93.59 [−37,+38] 94.30%

DFF [−20,+19] 74.20% [−28,+29] 88.49 [−29,+32] 91.40%

NDRO [−26,+10] 61.50% [−26,+23] 65.93 [−32,+32] 86.00%

Improvements

Proposed vs baseline [31] Proposed vs plain PSO [7]

Cell Margin (%) Yield (%) Margin (%) Yield (%)

OR [+12,+14] 20.50% [+4,+12] 17.05

AND [+2,+11] 1.20% [+2,+2] 0.28

XOR [+12,+12] 23.30% [+6,+0] 6.24

NOT [+12,+12] 4.60% [+5,+0] 0.71

DFF [+9,+13] 17.20% [+1,+3] 2.91

NDRO [+6,+22] 24.50% [+6,+9] 20.07

Average [+8.83,+14] 15.22% [+4,+4.3] 7.88

nominal values of the parameters are centered within the range of possible values
when it is compared to the plain PSO results. As an example, the critical margins
for the NDRO cell are improved from −26% and +10%, to −32% and +32%,
respectively. In the optimized NDRO cell, parameter values can now change to 68%
or 132% of their nominal value, while still obtaining a higher parametric yield,
when compared with the baseline cell. As shown in Table 2, the critical margin
improvement for the NDRO cell is stated as +6% and +22%. In other words, the
NDRO cell now has +6% more margin for its lower bound and +22% more margin
for its upper bound. The average improvement for all cells is observed as +8.83%
and +14%. The proposed algorithm has better improvements for critical margins of
the cells when compared with the plain PSO except for NOT and XOR cells on their
upper bounds. The plain PSO approach primarily focuses on improving the margin
range while not directly considering the fact that whether the resultant margins are
centered or one-sided. Also, due to its greedy nature stemming from RS algorithm,
plain PSO cannot avoid premature convergence to a local optimum. The proposed
algorithm further improves all critical margins 8.3% on average.

The primary reason behind the superior performance of ANPS-FW compared
with the plain PSO approach is the independent search achieved by different
subswarms of ANPSO and an additional local search on each particle location done
by FW algorithm. During the optimization process, their critical scoring method
also helps to obtain/maintain critical margins that are symmetrical on both upper
and lower bound values.
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We observed that approximately within the first 20 iterations of ANPS-FW,
the particles tend to converge to near-optimal solutions. The rest of the iterations
mostly focuses on centering the resulting margin range with the help of FWA
while still trying to improve total critical margin range. The convergence speed is
time-variant since the proposed algorithm uses an adaptive inertia weight. Adaptive
inertia weighting enables improving the quality of results through minor changes of
the parameter values during the optimization process in the final stages.

Note that the baseline solution is an already optimized cell library, offering good
initial locations for the particles, which actually helps the plain PSO significantly,
as their approach is capable of searching other local maximums independently.
Therefore, it is still possible to observe similar results depending on the initial
critical margin range of SFQ cells. However, our approach manages to outperform
the PSO algorithm for all the cells in terms of total margin ranges and parametric
yield values.

Notice that because there are structural differences between cells and each cell
has a different number of R, L, and JJ elements with various parameter values, the
same amount of increase in the critical margin of cells improves the parametric yield
values of different designs by different degrees.

5 Conclusion

To achieve balanced and improved cell parameters, the hybrid method for RSFQ cell
library optimization has been demonstrated and reported. ANPSO method scans the
global search space while FWA improves the chances of finding best parameter set
within a local area of each particle. By giving smaller score to not-centered critical
margin range, particles are pushed to equalize lower and upper bounds during the
optimization process. The increased critical margin results of sample cells also show
the improvement on the yield.
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Hardware Security of SFQ Circuits

Tahereh Jabbari, Yerzhan Mustafa, Eby G. Friedman, and Selçuk Köse

1 Principles of SFQ Logic

The fundamental principles of single flux quantum (SFQ) logic are described in this
section. The operation of a Josephson junction (JJ) is described in Sect. 1.1. SFQ
logic is explained in Sect. 1.2. The principles of hardware security of SFQ circuits
are described in Sect. 1.3.

1.1 Josephson Junctions

Superconductive materials exhibit zero electrical resistance when cooled below
a temperature known as the critical temperature TC [1]. The Josephson effect is
described as quantum tunneling in a superconductor across a thin insulator barrier by
overlap of the wave function of a Cooper pair in two superconductive layers [2]. The
operation of a JJ is based on this effect. A JJ which consists of two superconductive
niobium layers separated by a thin layer of oxide [3] is the primary active device
in superconductive electronics. A JJ loses superconductivity when the bias current,
temperature, or magnetic field exceeds, respectively, a critical current IC , critical
temperature TC , or critical magnetic field BC . The structure of a JJ is illustrated in
Fig. 1a. JJs are modeled as a resistively and capacitively shunted junction (RCSJ)
which is a depicted in Fig. 1b. The I–V characteristics of a junction are shown in
Fig. 1c.
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Fig. 1 Josephson junction, (a) structure, (b) RCSJ model, and (c) I–V relationship

1.2 SFQ Logic

An SFQ circuit consists of JJs and inductors. In SFQ circuits, information is
transferred in the form of picosecond duration voltage pulses V(t) within a quantized
area [4–6]. Elementary logic gates in this circuit family can generate, pass, store, and
reproduce picosecond voltage pulses. Switching a JJ is described as a 2π change in
phase, producing a voltage pulse equal to a quantum of flux (φ◦ = 2.07 ×10−15

V·s) [7],

∫
V (t)dt = φ◦ ≡ h

2e
, (1)

where φ◦ is a single flux quantum, and h and e are, respectively, the Planck constant
and electron charge.

The existence of a flux quantum represents a logic ‘1,’ whereas the absence of a
pulse is a ‘0.’ In SFQ circuits, a clock signal is required for most logic gates (except
for splitters, Josephson transmission lines (JTLs), buffers, and mergers [6, 8–10]). In
these clockless gates, the propagation delay is the delay of the output with respect
to the input. Alternatively, in clocked gates, the incoming SFQ pulse changes the
internal state of an SFQ gate but does not change the output. The output changes
only when a clock pulse arrives at a gate. The propagation delay is measured as
the time elapsed after arrival of the clock pulse. SFQ gates are, therefore, similar to
CMOS logic gates combined with an edge triggered flip flop.

1.3 Hardware Security of SFQ Circuits

VLSI complexity superconductive SFQ systems is one of the most promising
beyond CMOS technologies for ultra-low power and ultra-high speed digital
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applications [5, 6]. Significant developments in the design and fabrication of
superconductive electronics have resulted in device densities exceeding 600,000
Josephson junctions/cm2 [11, 12]. Josephson junctions in SFQ circuits propagate
an SFQ pulse through logic gates operating at switching speeds on the order of
picoseconds, while dissipating power below 10−19 J [4, 13–18]. An SFQ-based
arithmetic logic unit has been demonstrated to operate at frequencies approaching
80 GHz with an 8 bit SFQ datapath [19, 20].

Prospective exascale computing systems based on VLSI complexity SFQ circuits
are expected to be used not only for high performance computing but also for
critical security tasks. Hardware security for superconductive technology [21, 22]
and novel techniques for providing trustworthy hardware based on SFQ circuits
are therefore necessary. Security aware design methodologies for this technology
are currently not well established. Recent progress in the fabrication and design of
SFQ circuits strengthens the need for hardware security techniques targeting SFQ
circuits. Furthermore, SFQ technology exhibits unique advantages and challenges,
which should be considered when developing these hardware security techniques.

Due to the increasing complexity of modern systems-on-chip with advanced
fabrication capabilities and higher manufacturing costs, many semiconductor com-
panies have become fabless [23]. These fabless companies design the integrated
circuits in-house while utilizing external foundries for fabrication, manufacturing,
and integration. Although the cost of the IC production supply chain can be reduced
by outsourcing certain processes to external foundries, this process also introduces
security vulnerabilities into the systems integration design flow.

With an increasingly distributed IC production supply chain, different stages of
the supply chain have become vulnerable to a number of attack vectors, such as
counterfeiting, reverse engineering (RE), and intellectual property (IP) piracy. An
attacker may insert a hardware Trojan at any point during the design, fabrication,
manufacturing, or integration of an IC—either as on-chip circuitry or as an external
component to perform additional malicious operations. Other vulnerabilities that
can be introduced during the IC production supply chain are IC counterfeiting [21,
24], theft of IC masks [25], overproduction of ICs [26], and insertion of hardware
Trojans [27].

Technology companies annually lose up to $4 billion due to IP violations in
semiconductor technology [28, 29]. Hardware security has been established to
mitigate the risks of piracy, counterfeiting, reverse engineering, and side-channel
attacks [30]. If the functionality of an IC can be hidden while the IC passes through
the different, potentially untrustworthy phases of the design flow, these attacks can
potentially be thwarted. It is therefore important to an IC design company to protect
this design flow. Counterfeiting is typically thwarted by IC camouflaging [22] or
logic locking to prevent RE or by including a watermark to identify counterfeit
ICs. Logic locking also provides protection against piracy and overproduction
attacks.
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Reverse engineering poses a major challenge to hardware security. RE is the
process of analyzing the layout and functionality of a system to extract the gate-
level netlist. RE can be performed as a non-invasive attack or as an invasive
attack. Non-invasive RE attacks can be performed in combination with side-channel
attacks where an attacker collects certain side-channel emanations such as power
consumption [31–33], electromagnetic (EM) signals [34], or timing information to
deduce the functionality of a circuit. In non-invasive RE attacks, an attacker does
not leave an obvious footprint, making the attack difficult to detect. Alternatively,
an invasive RE attack requires more advanced imaging and circuit analysis tools and
may require several steps to extract the netlist. Invasive attacks typically can recover
the netlist more accurately than non-invasive attacks. The initial step of an invasive
RE attack is product teardown to identify the external characteristics of the product
and package (e.g., the pin arrangement). The next step –system level RE– analyzes
the operations, functions, and timing characteristics of the interconnect paths. In the
following step –process analysis– the structure and materials used for fabrication are
examined. In the final step –circuit extraction– the gate-level schematic and netlist
of the design are extracted. The cost and time necessary for RE attacks significantly
increase with each step [35]. RE can be used to obtain confidential information
about the design to recreate the gate-level netlist, allowing counterfeit ICs to be
built, among other nefarious schemes.

IC camouflaging and logic locking, respectively, a layout technique and a circuit
technique [21, 22], are widely used to mitigate the threat of RE attacks on hardware.
The choice between IC camouflaging and logic locking depends upon the access of
the expected attackers to the necessary resources. Both techniques, however, can be
simultaneously used in an SFQ circuit. IC camouflaging in SFQ circuits obstructs
the reverse engineering process by introducing dummy (i.e., redundant) JJs into
a layout [22]. In camouflaged SFQ cells, normal and dummy JJs are both used.
When certain JJs are necessary to maintain correct logical operation, the layout is
slightly changed and dummy JJs are replaced with normal JJs. This technique relies
on making these JJs indistinguishable to the attacker, who extracts an incorrect
netlist. Distinguishing between a required JJ and a dummy JJ is difficult with RE
attacks, which typically utilize delayering and analysis of the top view image of
the layout. RE can only distinguish the dummy JJs by slicing an IC and analyzing
a side view image of the layout. Slicing the die to detect dummy JJs is highly
challenging in SFQ circuits due to the expected large number of JJs in large scale
SFQ systems, and the small difference in the thickness of the tunneling barrier
between a normal and dummy JJ [22]. Logic locking introduces modifications into
a circuit to prevent piracy, counterfeiting, reverse engineering, and overproduction.
Logic locking hides and locks the functionality of a circuit. A valid key is required
for correct functionality. Applying an incorrect key on a locked circuit produces
incorrect or seemingly random behavior. Even if an attacker obtains a physical copy
of a circuit, reverse engineering the circuit layout does not allow the attacker to
determine the intended behavior without the valid key.
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2 Design of SFQ Camouflage Cells

IC camouflaging in SFQ thwarts RE attacks by introducing camouflaged cells and
dummy JJs along with regular cells into a standard cell library. In this section,
dummy JJs, camouflaged SFQ AND/OR gates, and camouflaged SFQ flip flops are
reviewed. The structure of a dummy JJ to thwart RE is introduced in Sect. 2.1. The
use of dummy JJs in SFQ AND/OR gates is described in Sect. 2.2. The use of a
dummy DFF as a JTL is introduced in Sect. 2.3.

2.1 Dummy Josephson Junction

A dummy JJ never switches into the superconducting state and always behaves as
a resistor. JJs are fabricated as a sequence of Nb–AlOX–Nb layers where the AlOX

layer is the insulator. The critical current density of a JJ depends upon the thickness
of the AlOX tunneling barrier [36]. Changing the thickness of the insulating layer
and the quality of the superconductive material affects the switching characteristics
of a JJ. Two approaches to fabricate a dummy JJ are considered. These approaches
increase the fabrication cost by requiring two additional mask steps.

2.1.1 Method 1: Vary Insulator Thickness of JJ

The critical current density and thickness of the insulation layer depend upon the
SFQ fabrication technology and the physical design rules. The thickness of AlOX

is currently about 1 nm in a standard JJ technology [36]. By increasing the thickness
of AlOX beyond the ∼38 nm coherence length of the Nb layer, a dummy JJ can be
fabricated that always behaves as a resistor [37]. The magnitude of the resistance
depends upon the insulator thickness.

While an attacker can differentiate between a true JJ and a dummy JJ by slicing
the die and imaging a side view, this strategy does not scale due to the large number
of JJs in a typical SFQ circuit. Hence, slicing an IC to decipher the function of
every JJ is extremely challenging. Alternatively, a top view image of a dummy JJ is
identical to a standard JJ. Hence, it is extremely difficult and costly to distinguish
between two JJs using image-based RE.

To tune the McCumber damping parameter β of a JJ [4, 5], most of the JJs in
current fabrication processes are shunted with a resistance [5]. A cross section of
a JJ with a shunt resistor is shown in Fig. 2. The structure is composed of two Nb
layers, a stack of Nb-Al-Al2O3-Nb for the JJ, a Mo layer for the shunt resistors, and
Nb2O5 and SiO2 for the isolation layers. A thicker insulator film yields a dummy JJ
that isolates the superconductive current. The minimum thickness of Al-Al2O3 in a
dummy JJ is 40 nm .
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Fig. 2 Cross section of a
normal and dummy JJ with a
shunt resistor between the M1
and M2 layers [36]

Dummy JJs are shunted with a resistor to appear identical to a normal JJ. A
small shunt resistor with a dummy JJ can degrade the operation of a camouflaged
cell. Decreasing the thickness of the Mo layer increases the shunt resistance and
prevents deterioration of the camouflaged cell. Two approaches exist to tune the
thickness of a JJ, either by addition or by elimination.

• A double deposition process can be used to fabricate JJs to achieve the proper
critical current density for a normal JJ and to maintain the resistive behavior
for a dummy JJ. The initial deposition process determines the critical current of
a normal JJ. A thicker deposition layer can be used for a dummy JJ based on
the coherence length. As compared to normal junctions, a dummy JJ increases
the fabrication time by adding several steps. As compared to other methods to
fabricate a dummy JJ, a double deposition process offers benefits that include an
accurate thickness for the normal and dummy JJs and a shorter fabrication time.

• Ion beam etching A thick AlOX layer is deposited for the dummy JJs. This
step is followed by an ion beam etch to fabricate a normal JJ. The etching time,
surface roughness, and insulator depth determine the switching characteristics of
the JJ.

2.1.2 Method 2: Damage the Nb Layer

In this method, the top Nb layer of a JJ is bombarded with an ion beam to
damage and degrade the properties of the Nb surface of the JJ. The ion beam
smooths the surface where the damage depends upon the energy, temperature,
and angle of the beam. The properties of the ions used to bombard the surface
are enhanced depending upon the thickness and material of the film affected by
the ion beam. Several materials produce different effects on the Nb layer. To
remove an undesirable surface, an Ar or He ion beam can be used [38, 39].
Dummy JJs, fabricated using an ion beam, have a Nb layer thickness identical to
a normal JJ. Furthermore, bombarding the top Nb layer with carbon ions alters the
superconductive properties (e.g., eliminates the superconductive current due to the
large impurity concentration within the niobium). Applying these methods, a normal
JJ and dummy JJ can be separately fabricated with different and specific parameters.
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A dummy JJ can therefore be included within a fabricated SFQ circuit without being
recognized to thwart RE.

2.2 Camouflaged SFQ AND/OR Logic Cell

Dummy JJs are used to camouflage AND/OR SFQ gates to appear as either a
two-input AND or OR gate. A camouflaged AND/OR gate exploits the structural
similarity of AND and OR gates to ensure low overhead. A schematic of a
camouflaged AND/OR gate with dummy JJs is shown in Fig. 3. For an AND gate,
J9 and J11 are dummy JJs. Similarly, J13 is a dummy JJ within an OR gate. For
analysis purposes, a dummy JJ is modeled as a large resistor in parallel with a small
shunt resistor (a normal shunt resistor is 2 to 5 ohms). The high operating speed
of the camouflaged cell is retained by reducing the thickness of the shunt resistor
in the dummy JJ. The resistance of a shunted dummy JJ is 24 ohms. A simulation
of a camouflaged AND and OR gate is shown, respectively, in Figs. 4a and 4b. A
cell layout of the camouflaged AND/OR is shown in Fig. 5. The layout is based on
4.5 kA/cm2 Hypres SFQ design rules [40].

The output delay, power, and area depend upon the number of dummy JJs. Due
to the small shunt resistor in a dummy JJ, the current passing through the JJ after
each input pulse is significant. Hence, the power and output delay of a camouflaged
gate can be reduced by lowering the shunt resistance.

The energy dissipated by the dummy JJs in a camouflaged AND/OR is shown
in Fig. 6. Averaging the energy over one clock cycle produces a power overhead
of 100 pW for an AND gate with two dummy JJs, and 30 pW for an OR gate
with one dummy JJ at an operating frequency of 10 GHz. The dissipated energy
is approximately 2 to 5% higher than a standard SFQ OR and AND gate. The delay
of the camouflaged AND/OR gates is 11 ps as compared to a delay of 10 ps for a
standard AND and 7 ps for a standard OR gate. As compared to standard AND and
OR gates, the area overhead of the camouflaged AND and OR gates is, respectively,
approximately 15% and 10%. Since the dissipated energy is higher for camouflaged
gates as compared to standard SFQ gates, one might wonder whether a side-channel

Fig. 3 Camouflaged SFQ
AND-OR cell, J9 and J11 are
dummy JJs for the AND gate,
and J13 is a dummy JJ for the
OR gate
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Fig. 4 Operation of SFQ cells, (a) AND gate (J9 and J11 are dummy JJs), and (b) OR gate (J13
is a dummy JJ)

attack [22] can distinguish between the two logic topologies. The energy dissipation
due to JJ switching is quite low (i.e., ∼10−19 J), making an accurate measurement
highly challenging. Hence, power side-channel attacks appear to be infeasible.

2.3 Camouflaged SFQ D Flip Flop

A Josephson transmission line (JTL) propagates a fluxon (φo) through a number of
stages. A JTL improves the performance of an SFQ circuit by amplifying the SFQ
pulse between logic stages. A camouflaged SFQ D flip flop (DFF) can function as
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Fig. 5 Layout of a camouflaged SFQ AND-OR cell. J9 and J11 are dummy JJs for the AND gate,
and J13 is a dummy JJ for the OR gate

Fig. 6 Power dissipation of a dummy JJ within the AND-OR cell



144 T. Jabbari et al.

Fig. 7 Camouflaged SFQ DFF J4 is a dummy JJ

a JTL or as a standard D flip flop. A schematic of a camouflaged DFF is shown in
Fig. 7. Note that the camouflaged DFF appears the same as a standard DFF.

In the camouflaged DFF shown in Fig. 7, J4 is a dummy JJ and behaves as a
resistor. By adjusting the thickness of the insulating layer, the resistance is increased
to lower the output delay and power dissipation. In a standard DFF, LLoop is
large, storing the information (i.e., bit value) when the content is read. To achieve
the same physical layout, the length of the inductor in the camouflaged DFF is
maintained the same as a regular DFF. Consequently, the large kinetic inductance
in a camouflaged DFF produces a large output delay when functioning as a JTL. To
circumvent this effect, the inductance is reduced to decrease the delay. This smaller
inductance can be achieved by increasing the thickness of the kinetic inductance,
thereby decreasing the overall inductance. Since a JTL is asynchronous and does not
require a clock, the clock signal is eliminated by reducing the critical current of J2 by
increasing the thickness of the insulator layer. Simulation results of a camouflaged
DFF functioning as a JTL is shown in Fig. 8. By changing the thickness of the Nb,
Mo, and insulator layers to the standard thickness, the functionality of a standard
DFF can be achieved.

The output delay of a camouflaged DFF is approximately 11 ps which is
roughly twice the delay of a standard JTL. This difference is attributed to the
large inductance and two different input pulses—the clock and data signals. The
throughput of the circuit is halved when the camouflaged DFF is part of the
critical path. The current through the dummy JJ varies depending upon the clock
frequency and the input signal of the camouflaged DFF. By assuming a frequency
of 10 GHz for the input and clock pulses, the total power dissipated by the dummy
JJ is approximately 100 pW. The energy dissipation of the camouflaged DFF is
approximately the same as a standard DFF due to the different critical current of the
JJs. The energy dissipated by a camouflaged DFF is approximately 2% more than
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Fig. 8 Camouflaged DFF operating as a JTL. The JTL passes the input pulses regardless of the
clock

a standard JTL. The top view of the camouflaged DFF is identical with a different
thickness for J2 and dummy J4. A camouflaged DFF therefore exhibits the same area
as a standard DFF. Furthermore, the area of a camouflaged DFF is approximately
twice as large as a standard JTL.

2.4 Hardware Cost

A tradeoff between hardware security and physical area exists in camouflaged SFQ
systems. ISCAS’85 benchmark circuits are used here to characterize the area and
power overhead of camouflaged gates when applied to large scale SFQ circuits.
Standard SFQ gates are replaced by camouflaged gates. Dummy DFFs are inserted
at the inputs. The area and power overhead of the camouflaged gates as compared to
standard SFQ gates is listed in Table 1. The area overhead and power overhead for
these benchmarks are, respectively, approximately 40% and 30% if all of the gates
are replaced with camouflaged gates, as shown in Fig. 9. The overhead is greater if
additional camouflaged gates are used, providing enhanced security.
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Table 1 Overhead of camouflaged SFQ cells as compared to standard SFQ cells. A camouflaged
DFF behaves as a standard JTL or DFF. The camouflaged AND/OR gate behaves as a standard
AND or OR cell

Camouflaged gate

DFF/JTL AND/OR

Standard gates Power Delay Area Power Delay Area

DFF 0% 0% 0% N/A

JTL 2% 100% 100% N/A

AND N/A 2 to 5% 50% 15%

OR N/A 2 to 5% 50% 10%
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Fig. 9 Overhead of camouflaged gates, (a) area, and (b) power

3 Logic Locking

Logic locking hides the correct functionality of a circuit by introducing additional
gates within the original design. In this technique, a set of key gates, key inputs, and
an on-chip memory are introduced into the design to prevent attacks from the supply
chain and untrusted foundries. The key gates use AND/OR gates, XOR/XNOR
gates, MUX gates, and look up tables (LUT) [41]. An example of a locked circuit
with key gates is shown in Fig. 10. The key inputs are K1 and K2 which connect to
the key gates. The correct output is only produced if a correct value of the keys are
applied [26]. An incorrect key used with a logic locked design causes incorrect or
random operation.

Since the correct key is known only by the designer, the foundry cannot utilize
any copies or overproduce and sell additional ICs without these secret keys. If the
number of key values is sufficiently large, manual brute force insertion of different
keys becomes infeasible. Furthermore, this technique prevents an external attacker
from analyzing the structural behavior of the design even if another copy of the
secured circuit is obtained.
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Fig. 10 Circuit utilizing
logic locking with two key
gates, K1 and K2
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3.1 Threat Model of Attacks on Logic Locking

The primary objective of an attack on a logic locked circuit is to determine the
correct value of the secret keys to decipher a functional netlist. If the keys are
determined and the design is deciphered, the optimum location to insert a stealthy
hardware Trojan can also be determined.

Different input patterns can be applied to both the circuit and key inputs in a brute
force manner. The output of these patterns can be used to discover the correct keys.
In this attack, both the locked netlist and details of the circuit design are required.
The netlist can be obtained from reverse engineering a GDSII layout file, masks, or
an activated functional IC. With the increasing complexity of circuits and a large
number of key inputs, these attacks become highly infeasible.

The importance of hardware security in SFQ circuits is emphasized by one of the
primary prospective applications of these circuits—large scale data centers typically
operating with sensitive information. Countermeasures to attacks applicable to SFQ
circuits are discussed in the following sections.

4 Logic Locking in SFQ Circuits

Logic locking complicates the attacks, thereby improving the security of the SFQ
circuits. Existing CMOS logic locking techniques rely on introducing additional
gates, look up tables, and external inputs into the design [41]. Logic locking
can be similarly applied to SFQ circuits without additional modifications. The
necessary gates, however –typically XOR/XNOR and multiplexers– are expensive
in terms of pysical area. LUTs also require significant area. Additionally, the pinout
limitations of modern superconductive ICs severely limit the size of the secret key,
compromising security.

A methodology for logic locking in SFQ circuits is proposed here [21]. Rather
than applying a data key, a specific current magnitude is used as the secret key.
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This current is applied to specific inductances within specific gates. These locked
gates exhibit incorrect operation when a different current is supplied. The internal
parameters of the gates are modified and different mutual inductors are introduced,
coupling the key current to the gates. The range of key currents shrinks with an
increase in the number of locked cells, enhancing the security of the system. In the
following section, this proposed logic locking technique is evaluated in terms of the
security of SFQ circuits.

4.1 Modified OR Gate for Logic Locking

A modified OR gate is shown in Fig. 11. Mutual inductances are used to apply
additional secret key current to unlock the correct functionality of an OR gate. In
this circuit, the mutual inductance between L1 and LM1 and between L2 and LM2 is
used to apply the key currents. The dependence of the additional secret key current
on the input current and coupling coefficient Ki is

ILi
∝ KiIin. (2)

The inductive coupling coefficient Kn changes the current through the inductance
of the internal gate. Due to the small current in the key lines, the effects of the key
current on other circuit components are negligible as compared to the bias lines.
To prevent any additional inductive coupling, the key lines can be placed farther
from any sensitive circuit components. L1 and L2 are arbitrarily chosen as coupled
inductors in the OR gate. Other gate inductors can also be used. The magnitude of
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Fig. 11 Locked OR gate with mutual inductances to apply a secret key current.
L1 = L3 = 15.1 pH, L2 = L4 = 3.8 pH, L5 to L8 = 5.68 pH, LM1 = LM2 = 1 pH, Iin = 250 μA,
Ib1,b2 = 176 μA, Ib3,b4 = 172 μA, ICi

= 176 μA, and Ic2,c6 = 250 μA (for a 10 kA/cm2

technology)
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the current within these inductors should be carefully chosen to maintain correct
operation of the OR gate. L1 controls the current within one of the state storage
loops within the OR gate. L2 affects the current within the state storage loop as well
as switching junction J3. The range of the coupling coefficient between L1 and LM1
and between L2 and LM2 are, respectively, −0.45 < K1 < 0.45 with zero coupling
between L2 and LM2, and −0.6 < K2 < 0.6 with zero coupling between L1 and
LM1.

To unlock this OR gate, an attacker needs to determine the correct value of the
key current. The correct output is only produced when the key current with a correct
value is provided. Incorrect key currents coupled to inductances L1 and L2 produce
incorrect or random circuit behavior. These incorrect key currents change the bias
conditions of the SFQ storage loop by changing the current in L1 and L2. Incorrect
operation of an SFQ OR gate is shown in Fig. 12a. The circuit incorrectly produces
an output after the second and third pulse of input 1 (see Fig. 12a). The locked
circuits only produce correct outputs when the appropriate magnitude of the key
currents is applied to the mutual inductors with a coupling coefficient Kn. Correct
operation of the circuit is shown in Fig. 12b. The correct key current is described by

−1 ≤ Ki ≤ 1; 0 ≤ Iin ≤ Iinmax , (3)

where Iinmax is the maximum input current that can be supplied to the circuit. With
a greater number of locked OR cells, the key current exponentially increases.

5 Security Characteristics of Logic Locking

An analysis of the security characteristics of the proposed technique is presented in
Sect. 5.1. The area of the proposed logic locking technique based on a modified OR
gate is quantified in Sect. 5.2.

5.1 Analysis of Security Characteristics

To increase the security of the proposed technique, a range of coupling coefficients
for an OR gate is evaluated. By changing the coupling coefficient Kn, different
fractions of the key current can be applied to the gates through the inductances.
The range of K2 within a modified OR gate for different values of K1 is shown in
Fig. 13. Each range of K2 is a specific additional key current. The range of additional
current is listed in Table 2. The key current margins are described as margins of K2.
To unlock the circuit, the correct value of K1, range of K2, and range of key current
need to be determined. With K1 = 0.3, the range of coupling coefficient K2 is 0.25
< K2 < 0.35. For smaller K1, the circuit exhibits a large range of K2, resulting in
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Fig. 12 OR gate operation, (a) incorrect current key currents with K1 = 0.5 and K2 = 0.5, and (b)
correct current key currents with K1 = 0.3 and K2 = 0.3

lower security as compared to a higher K1. A narrower range of Kn increases the
effort required by the attacker to determine the secret key current.

Manufacturing process variations is a challenging issue in all large scale ICs.
A significant tradeoff exists between circuit yield and security. To maintain proper
functioning of a circuit secured by logic locking, the range of effective key currents
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Fig. 13 Security characteristics of an OR gate for different ranges of coupling coefficients

Table 2 Range of key currents for different range of coupling coefficients

Coupling coefficient Coupling coefficient Current through L1 Current through L2

K1 = 0 K2 = 0 9 μA −33 μA

K1 = 0 −0.6 < K2 < 0.6 5 μA to 13 μA −73 μA to 5 μA

K1 = 0.1 −0.5 < K2 < 0.7 12 μA to 19 μA −66 μA to 12 μA

K1 = 0.2 0.2 < K2 < 0.6 21 μA to 24 μA −17 μA to 7 μA

K1 = 0.3 0.25 < K2 < 0.35 27 μA to 28 μA −13 μA to −7 μA

should be wider than any expected bias variations caused by manufacturing and the
bias distribution network [42]. Process variations can improve the overall security
of a logic locked system, further protecting the circuit. Unlike the intended user of
an IC, the correct operation of an IC is hidden from the attacker, inhibiting a brute
force attack.

Multiple locked gates can be connected to the same source of key current. These
gates utilize a different magnitude and direction of inductive coupling with only a
small overlap in the operational range of the key current, providing greater security.
In this way, the magnitude and precision of the key currents can be increased in the
case of greater manufacturing variations.

5.2 Area Overhead

An important tradeoff exists between the level of security and dedicated physical
area required by the proposed logic locking technique. The area overhead of the
logic locked OR gate described here is approximately 20%. ISCAS’85 benchmark
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Table 3 Characteristics of ISCAS’85 benchmark circuits [43] with locked OR gates

Area overhead with 10% Area overhead with 20%

Benchmark # Gates # OR gates locked OR gates locked OR gates

c880 383 90 0.5% 1%

c2670 1193 89 0.15% 0.3%

c3540 1669 160 0.2% 0.4%

c5315 2406 241 0.2% 0.4%

c6288 2406 2128 1.77% 3.6%

c7552 3512 298 0.17% 0.3%

circuits are used here to characterize the area overhead of the proposed technique
when applied to large scale circuits. In the benchmark circuits listed in Table 3,
the OR and NOR (OR + NOT) gates are replaced with locked OR gates to produce
a narrow range for the correct key current. The number of OR gates within each
benchmark circuit is listed in Table 3. Only a few locked OR gates are necessary
to have a considerable impact on the security of the system. The area overhead of
these benchmark circuits is also listed in Table 3, assuming 10% and 20% of the
OR gates are replaced by locked OR gates. In the c6288 benchmark circuit which
includes a large number of OR gates, 20% of the OR gates are replaced with locked
OR gates. The area overhead is approximately 3.6%. The required area to logic lock
the c6288 benchmark circuit is therefore fairly small. The area overhead is greater
if additional locked gates are used to further increase the security of the circuit.

6 Attack Models on Logic Locking

One of the better known methods for attacking logic locking in CMOS circuits is a
Boolean satisfiability-based attack (SAT attack) [44]. The objective of this attack
method is to reduce the key space, and thus the computational time of a brute
force attack. Similar attacks can be applied to SFQ circuits once a locked gate
is characterized. Two attacks can target logic locking in SFQ circuits; resetting
the locked OR cell and overproduction of complex locked circuits [45]. Similar
to CMOS, logic locking is unable to secure SFQ circuits against these two
attacks. Resetting the locked OR cell under attack is described in Sect. 6.1. The
overproduction model is described in Sect. 6.2.

6.1 Attack Model #1: Increasing Correct Key Space of Locked
SFQ Circuits

In the reset attack model, the range of correct key values for the locked OR cell is
significantly increased by applying a specific input combination. In this section,
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the attack model is applied on a locked OR cell to evaluate the region of the
correct key space. The threat model and attack scenario are described, respectively,
in Sects. 6.1.1 and 6.1.2. Related countermeasures to prevent a reset attack are
discussed in Sect. 6.1.3.

6.1.1 Threat Model

Based on Krckhoffs’ principle [46], in the logic locking threat model, an attacker
has access to the simulation files of the circuit, but has no knowledge of the key
values. The attacker therefore knows the mutual inductances, L1, L2, LM1, and
LM2, for the secret key current and can simulate the locked OR cell using arbitrary
key values. The coupling coefficients are evaluated to determine the regions of
operation of the locked OR cell. By sweeping the coupling coefficients from −1
to 1 at the maximum input current, the operation of the single locked OR cell
(see Fig. 11) can be characterized, as shown in Fig. 14. The “C” and “I” regions
represent, respectively, correct and incorrect operation. The “R” region represents

Fig. 14 Characterization of the locked OR cell when L1 and L2 are coupled, respectively, at input
current values Iin = 250 μA and 75 μA. The “C” region corresponds to correct operation, the “I”
region corresponds to incorrect operation, and the “R” region corresponds to incorrect operation
which can be corrected by resetting the cell with specific inputs
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Fig. 15 Operation of the locked OR cell when K1 = K2 = 0.5 and Iin = 250 μA

incorrect operation which can be transformed into correct operation as a result of
the proposed attack.

For certain coupling coefficients, the locked OR cell produces two output pulses
or slightly delayed output pulses with a clock pulse. Both of these cases are
classified as logic “1” since, from a system-wide perspective, these cases do not
produce errors.

Note that characterizing a locked OR cell at lower input currents is not necessary.
Decreasing the input current in (2) exhibits the same effect as decreasing the
coupling coefficient within a locked OR cell. For smaller input currents, the pattern
remains the same. The key range, however, is constrained to a smaller region (see
Fig. 14). For Iin = 75 μA, the OR cell can be characterized within the dashed area
at the center of Fig. 14.

For key values K1 = K2 = 0.5 and Iin = 250 μA, a locked OR cell exhibits
incorrect operation. Operation of the OR cell is shown in Fig. 15. In particular, the
error occurs at approximately 500 ps, where the output is intended to be logic “1.”
The cell operates incorrectly due to a 2π phase shift of J4 at around 400 ps. The 2π
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phase shift occurs with the input combination of In1 = 0 and In2 = 1. Negative
current therefore flows through inductor L1. During the following clock pulse, the
input combination of In1 = 1 and In2 = 0 restores the current through L1 without
producing a pulse at the output. Note that these explanations are common to all of
the regions designated as “R” in Fig. 14. The input combination of In1 = 0 and
In2 = 1 therefore destabilizes the current in the storage loop, making the output of
the next clock cycle incorrect. The opposite input combination (i.e., In1 = 1 and
In2 = 0) removes this effect and resets the OR cell back into normal operation. It is
therefore possible to transform the “R” region into a region of correct operation by
increasing the allowable space for the correct keys. The attack scenario is explained
in the following subsection.

6.1.2 Attack Scenario

The proposed attack aims to reset the OR cell by applying the input combination
In1 = 1 and In2 = 0 during each clock pulse. The “R” region depicted in Fig. 14
can be converted into the “C” region (i.e., correct operation of the OR cell). The
correct key space therefore increases. A security parameter M is defined to quantify
the ratio of the area of the correct operation region to the incorrect operation regions
at Iinmax ,

M ≡ Correct key space

Incorrect key space
. (4)

In the original locked OR cell [21], M is 1.59. By resetting the OR cell, the
security parameter is increased to 2.69, corresponding to an 18.8% increase in the
correct key space. The disadvantage of using this attack is lower throughput. For
every input, a corresponding reset signal needs to be sent. The overall throughput
therefore decreases by a factor of two.

In CMOS logic locking, threat models such as SAT attacks aim to decrease the
incorrect key space, making a brute force search more efficient [47]. The reset threat
model aims to increase the correct key space. From the perspective of the ratio of
correct and incorrect key spaces, both of these threat models have a similar effect.
The reset threat model can therefore be used in conjunction with other attacks to
boost overall efficiency.

Although this attack focuses on a locked OR cell, a similar attack strategy for
other types of locked circuits such as AND and XOR can also be applied. In the
first step, the internal operation of a cell is analyzed to determine the specific input
combination(s) that reset the cell into normal operation.

6.1.3 Possible Countermeasures

Limiting the key space prevents and thwarts the reset attack model. Selected
coupling coefficients outside of the reset region (i.e., the “R” region in Fig. 14) limits
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Fig. 16 Characterization of a locked OR cell when L2 and L4 are coupled at, respectively, input
current Iin = 250 μA and 162.5 μA. The region notation is the same as shown in Fig. 14

the key space of the locked gate. However, choosing smaller coupling coefficients
may not be an effective countermeasure due to the additional current flowing
through the coupled inductor, as noted in (2). For example, in Fig. 14, the correct
keys K1 = K2 = 1 at Iin = 250 μA can be transformed into the “R” region shown
in Fig. 14 by decreasing the input current by two times (i.e., Iin = 125 μA), which
is equivalent to K1 = K2 = 0.5 at Iin = 250 μA.

Another solution is to set a limit on the input current, which can be achieved by
changing the line width and coupled inductors. By limiting the input current, the
potential region is smaller. For example, for Iinmax = 75 μA, the reset region (“R”
region) is eliminated see Fig. 14 (note the dashed rectangular area at the center of
the figure). In this case, M = 1.04.

The key space of the input current is significantly reduced by the limited input
current. A different configuration of coupled inductors is therefore used; L2 and L4
as coupled inductors in the locked OR gate. This locked OR cell is characterized as
shown in Fig. 16, where the correct key space can be increased by 32.9% by resetting
the cell. In this case, Iinmax = 162.5 μA is sufficient to remove the possibility of
resetting a cell, increasing parameter M to 2.88. A tradeoff therefore exists between
M and Iinmax .



Hardware Security of SFQ Circuits 157

The bias margins of the SFQ OR cell are ±30% [48]. For the countermeasure of
limiting the input current to be more robust against the reset attack model, the effect
of process variations should be considered. The margins of a locked OR cell with
coupled inductors L1 and L2 are evaluated. The margins of bias currents Ib1, Ib2,
Ib3, and Ib4 are, respectively, (−45%,+83%), (−36%,+80%), (−82%,+36%),
and (−78%,+34%). The locked OR cell operates correctly under correct key
values, and the reset attack model is not possible under any combination of coupling
coefficients. The bias margins of the locked OR cell are therefore not degraded as
compared to a standard SFQ cell. The margins of the coupled inductances, L1, L2,
LM1, and LM2, are −68% and +61%, much larger than the inductance variations in
the MIT Lincoln Laboratory SFQ5ee fabrication process [49–51]. A margin analysis
therefore supports robust operation of the locked cell when applying logic locking
in SFQ systems.

6.2 Attack Model #2: Overproduction of Locked SFQ Circuits

The overproduction of complex locked circuits can be enabled by characterizing a
locked cell and by sweeping the key values in polynomial time (i.e., the number
of steps is linear rather than exponential). The threat model and attack scenario for
overproduction based attacks are presented, respectively, in Sects. 6.2.1 and 6.2.2.
Related countermeasures to thwart the proposed attack are described in Sect. 6.2.3.

6.2.1 Threat Model

In this threat model, an attacker is assumed to be located at the foundry, where the
masks and layout of the fabricated device are available. The objective of the attacker
is to produce a greater number of devices than requested by the company that
developed the original IC design. Additionally, the attacker is assumed to know the
type of logic locking technique (in this case, mutual inductance coupling). Since the
device layout is known, correct operation of the circuit can be predicted with reverse
engineering. In the case where the layout is protected from reverse engineering by
camouflaged gates [22], a more powerful attack can be assumed given access to the
simulation files.

In the overproduction threat model, the coupling coefficients are fixed to a
specific (correct) value since the layout has previously been sent to the foundry,
and no further modifications are possible once the device is fabricated. Although
the coupling coefficients are fixed, the actual coefficients are difficult for an attacker
to determine. The only key that remains under control is the input current. Due to
pinout limitations in SFQ circuits, only one input current for the entire device is
assumed. As a result, to successfully overproduce the device, the attacker should
determine the correct range of input current.
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A possible method to setup an attack is to apply a particular input combination,
sweep the input current from 0 to Iinmax , and monitor whether the final output
is correct. Although the attacker has access to the physical device, intermediate
signals within the device cannot be monitored (i.e., only the output signals can be
monitored). However, due to false positive outputs, the operation can be mistakenly
classified as correct if a certain input combination is not applied to the locked cell.
In the example of a locked OR cell, the key values within the reset region (the “R”
region), shown in Figs. 14 and 16, can be considered as correct if the combination
In1 = 0 and In2 = 1 is not evaluated. The attacker needs to check all of the input
combinations for all of the input current values to ensure that the device operates
correctly in all cases. For k number of inputs,

2k∑
i=1

Iini

�Iin

(5)

measurements are required, where Iini
is the range of input current that is swept

during the ith iteration, and �Iin is the step size. (5) increases exponentially with
a greater number of inputs (which is impractical in complex circuit designs). For
example, assuming that Iini

= Iinmax = 250 μA (i.e., worst case scenario) and
�Iin = 25 μA, for k = {1, 2, 3} number of inputs {20, 40, 80}, measurements are
required, which correspond to a 200% increase with one additional input signal.

6.2.2 Attack Scenario

In SFQ systems, the dependence of the current state of the output on a previous
logic state is treated as a memory effect [52]. Alternatively, the operation performed
during a clock cycle affects the operation during the subsequent clock cycle. Since
the locked OR cell exhibits the memory effect with incorrect key values, an attacker
can potentially apply an input sequence rather than just a single set of inputs to
exploit this memory effect. An attacker needs to characterize a locked cell by setting
Iin = Iinmax and sweeping the coupling coefficients Ki from −1 to 1 with certain
input sequences (similar to Fig. 14 without the reset region). This process can be
described at the simulation level by either inferring the circuit configuration and
parameters by reverse engineering the layout or directly accessing the simulation
files (without the key values). The objective is to determine an input sequence
that could reveal all possible incorrect key values of a locked OR cell. The input
sequence should consist of all possible input combinations (e.g., for the 2 bit
input, the combinations are {0,0}, {0,1}, {1,0}, and {1,1}) to trigger all of the
internal states. Additionally, certain input combinations should be inserted at least
two times to ensure the preceding input combination is different. This process
is performed to trigger different variations of the memory effect. By evaluating
different input combinations, an attacker can determine a particular input sequence
to generate the same characterization plot as shown in Fig. 14. Note that this original
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characterization plot is generated with multiple input sequences rather than a single
input sequence. For the locked OR cell with coupled L1 and L2 (see Fig. 11), the
input sequence of

{In1, In2} = {1, 1} → {0, 0} → {1, 0} → {0, 1} → {1, 0} → {0, 0} (6)

satisfies this condition. This input sequence is also shown in Fig. 15. Note that an
overproduction attack is not only limited to this input sequence. The sequence in (6)
is arbitrarily chosen. Other input sequences can also be used. The overproduction
attack is also applicable for other locked cells (e.g., AND and XOR). Identifying the
input sequence(s) that reveal(s) the incorrect operation of the circuit is required.

Once the input sequences are determined, those sequences should be applied
to all locked cells within the device. By applying the input sequences for the first
locked cell and monitoring the output, the range of input current can be determined
that enable correct operation. The input current therefore converges to a certain
range that corresponds to the correct key space. For a particular connection of cells,
the locked cell may not receive a certain input combination. In this case, the attacker
should characterize the cell under a limited range of input combinations and proceed
with the attack. For example, if the locked OR cell (shown in Fig. 11) cannot receive
the input combination In1 = 0 and In2 = 1, the “R” region shown in a new
characterization should be in the “C” region shown in Fig. 14.

For the number of locked cells N in a circuit,

N∑
i=1

Iini

�Iin

(7)

measurements are needed with the proposed overproduction attack. Equation (7)
increases linearly with the number of locked cells and is independent of the number
of inputs.

As a case study, a 4-to-2 priority encoder is treated as a circuit under attack.
This priority encoder converts multiple input bits into a smaller number of output
bits. The truth table of a 4-to-2 priority encoder is listed in Table 4 where V stands
for the valid bit and X represents the don’t care states. A 4-to-2 encoder is often
used in interrupt controllers within processors to provide high priority interrupt
requests [53]. This circuit also includes a considerable number of OR gates, which
can be locked. The 4-to-2 priority encoder is therefore a useful topology to evaluate
proposed attacks.

A 4-to-2 priority encoder is converted into SFQ by inserting delay elements,
splitters, and logic gates [54]. The circuit is shown in Fig. 17. The coupling
coefficients for four locked OR cells are specified in this figure. Note that the
coupling coefficients of the locked OR cells are unknown to the attacker. Correct
operation of this circuit is verified at Iin = 250 μA, as shown in Fig. 18. The output
signals are available four clock cycles after the inputs are applied.
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Table 4 Truth table of a
4-to-2 priority encoder

In3 In2 In1 In0 Out1 Out0 V

0 0 0 0 X X 0

0 0 0 1 0 0 1

0 0 1 X 0 1 1

0 1 X X 1 0 1

1 X X X 1 1 1

Clock signal
nota�on:

In3

Out0

In2

In1

Out1

In0
V

K1 = -0.3
K2 = 0.7

K1 = 0.8
K2 = -0.8

K1 = 0.4
K2 = -0.8

K1 = 1
K2 = 1

1

2

3

4

1 clock
cycle delay

2 clock
cycles delay

2 clock
cycles delay

2 clock
cycles delay

2 clock
cycles delay

2 clock
cycles delay

4 clock
cycles delay

Fig. 17 4-to-2 priority encoder in SFQ

The maximum input current is assumed to be 250 μA (Iinmax = 250 μA). An
overproduction attack is realized in four steps, where the number of steps is the
same as the number of locked OR cells, see (7). The applied input sequences and
expected (correct) output sequences are listed in Table 5. Each step corresponds to
unlocking one of the OR cells labeled in Fig. 17. In Table 5, the input sequences
are generated to produce (6) for each locked OR cell. The correct output sequence
therefore always becomes an OR version of (6).

By generating the input sequences listed in Table 5 and monitoring the output
signals, the attacker should record the range of input currents that produces
correct operation. The results for each step are depicted in Fig. 19. To reduce the
computational time, the range of correct input currents determined in one of the
steps should be within a range of input currents in the following step (see Table 5).

In the last step, as shown in Fig. 19, the range of correct Iin is determined to
be between 225 and 250 μA. In this range, the 4-to-2 priority encoder operates
correctly under any input combinations and sequences. An overproduction attack
is therefore successful on logic locked SFQ circuits.
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Fig. 18 Operation of SFQ 4-to-2 priority encoder with Iin = 250 μA

6.2.3 Possible Countermeasures

A primary countermeasure against the overproduction threat model is to restrict
the available knowledge of the attacker. In particular, by using camouflaged cells,
deducing the correct operation of a device by reverse engineering the layout
becomes significantly more difficult even for an experienced attacker. Since the
correct operation is unknown in a camouflaged SFQ cell, the attacker cannot
generate the desired input sequence for the locked cells. For an attacker that
has access to the layout and simulation files except for the keys, a possible
countermeasure is to increase the number of input current sources; two current
sources, Iin1 and Iin2 , can be used rather than a single input current. The area
overhead is, however, greater if an additional input current source is used to further
increase the security of the circuit. A tradeoff therefore exists among the security of
the system, area overhead, and number of input pins.
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Table 5 Input and output sequences for each step in an overproduction attack

Step number Input sequences Correct output sequences Range of input current sweep

1 In1 = {1, 0, 0, 1, 0, 0}, Out0 = {1, 0, 1, 1, 1, 0} 0 to 250 μA

In2 = {0, 0, 1, 0, 0, 1},
In3 = {1, 0, 1, 0, 1, 0}

2 In2 = {1, 0, 0, 1, 0, 0}, Out1 = {1, 0, 1, 1, 1, 0} 0 to 250 μA

In3 = {1, 0, 1, 0, 1, 0}
3 In0 = {0, 0, 0, 0, 0, 0}, V = {1, 0, 1, 1, 1, 0} 180 to 250 μA

In1 = {1, 0, 0, 1, 0, 0},
In2 = {0, 0, 0, 0, 0, 0},
In3 = {1, 0, 1, 0, 1, 0}

4 In0 = {1, 0, 0, 1, 0, 0}, V = {1, 0, 1, 1, 1, 0} 210 to 250 μA

In1 = {1, 0, 1, 0, 1, 0},
In2 = {0, 0, 0, 0, 0, 0},
In3 = {0, 0, 0, 0, 0, 0}

Fig. 19 Range of input
current (Iin) resulting in
correct operation of a 4-to-2
priority encoder
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7 Conclusions

An important application of SFQ systems –large scale data centers operating with
sensitive information– emphasizes the importance of hardware security in SFQ
systems. Hardware security approaches for SFQ circuits –SFQ camouflaging and
logic locking– are proposed herein. IC camouflaging and logic locking are well
known techniques widely used to secure CMOS circuits. Although these techniques
can be applied to SFQ circuits without modifications, standard approaches require
a significant number of gates and additional input pins. IC camouflaging in SFQ
circuits obstructs the reverse engineering process by inserting dummy JJs and
camouflaged cells into a layout. A dummy JJ exhibits an identical top view image
of a layout as a standard JJ. The rest of the layout and synthesis process remains
unchanged. A large camouflaged SFQ circuit consists of camouflaged and regular
gates with indistinguishable layouts. A novel method to provide a secret key for
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logic locking is also proposed. Standard SFQ gates can be modified to depend on
a secret key current to maintain correct functionality. Mutual inductors can also
be used to couple an additional positive or negative current to the locked gate
from the key current. The efficacy of the proposed techniques is characterized
by the number of camouflaged and logic locked gates. The area and power
overhead of IC camouflaging and logic locking techniques are characterized with
ISCAS’85 benchmark circuits. Tradeoffs among security, area, and power for these
different approaches are evaluated. IC camouflaging increases the effort necessary
for hardware-based reverse engineering attacks. Logic locking prevents an external
attacker from analyzing the structural behavior of a design even if a copy of the
secured circuit is obtained. Two new attacks models on logic locking, reset and
overproduction, are evaluated. A 4-to-2 priority encoder is characterized to evaluate
different attacks on logic locked circuits. Hardware security for superconductive
computing systems can provide robust and trustworthy VLSI complexity SFQ
circuits.
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